Audit Procedures and Internal Control Questionnaire

Business/Consulting Contracts

Core Audit Program

(Total Estimated Time to Complete – 400 hours)


I.
Audit Approach

As an element of the University’s core business functions, Business/Consulting Contracts will be audited approximately every three years using a risk-based approach. If the core audit of the purchasing function has been recently performed, the audit working papers for that audit should be reviewed to eliminate any duplication in this audit program.  The minimum requirements set forth in the “general overview and risk assessment” section below must be completed for the audit to qualify for core audit coverage.  Following completion of the general overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing. 

II. 
General Overview and Risk Assessment  (Estimated time to complete – 160 hours) 

At a minimum, general overview procedures will include interviews of department management and key personnel; a review of available financial and operational reports; evaluation of policies and procedures associated with business processes; inventory of compliance requirements; consideration of key operational aspects; and an assessment of the information and communication systems environment.  During the general overview, a detailed understanding of the management structure, significant financial and operational processes, compliance requirements, and information and communications systems will be obtained (or updated).  

As needed, the general overview will incorporate the use of internal control questionnaires (an example is provided as Attachment A), process flowcharts, walk-throughs, and the examination of sample documents supporting key processes. 

A.
The following table summarizes audit objectives and corresponding high-level risks to be considered during the general overview:

	Audit Objective
	Areas of Risk

	Obtain detailed understanding of significant procedures and practices employed in the Business Contract (Contract) process, specifically addressing the following components:

· Functional and organizational structure related to contracts.

· Contract formation, approval, post-award monitoring and closeout.

· Delegation of purchasing authority and signature authority for contracts.

· Coordination between general counsel and procurement, if applicable.

· Information systems, applications, databases and electronic interfaces.

· Evaluation and management reporting of contract data, trends and performance metrics.

· Process strengths, best practices and opportunities for improvement. 
	· Inadequate review of contracts by functional areas.  

· Lack of segregation of duties may lead to weak controls in preventing and detecting errors and irregularities. 

· Unauthorized or improperly approved contracts leading to fraud, waste or abuse.  

· Poor vendor performance; inferior quality of services provided.

· Lack of competitive pricing, increased costs and unreasonable pricing.  

· Processes and information systems may not be well designed or implemented, and may not yield desired results, i.e., accurate financial information, operational efficiency and effectiveness, and compliance with regulations, policies and procedures.  




B. The following procedures will be completed as part of the general overview whenever the core audit is conducted.

General Control Environment

1. Obtain and review purchasing policies and procedures, including organizational and government requirements, relevant to business/consulting contracts.  

2. Identify all organizations which have authority to award business and consulting contracts and obtain contract function process flow, organization charts and functional structure involved in contract creation and review, delegation of authority, approval limits and management reports.  

3. Obtain data on business/consulting contract awards for the past fiscal year and year to date to identify types, value and volume of contracts awarded by the various departments.  Note trends or unusual activity.

4. Interview customers and key personnel to obtain their perspective on business contract function.  During all interviews, solicit input on concerns or areas of perceived risk. 

5. Evaluate processes for adequate separation of responsibilities.  Evaluate adequacy of functional and organizational structure to provide reasonable assurance that University resources are properly safeguarded. 

6. If the functional and organizational structures do not appear adequate, consider alternative structures or processes to enhance assurance.  Comparison to other purchasing or contract management departments may identify opportunities for demonstrating better accountability.

Business Processes

7. Identify key activities and gain an understanding of the business contract process.  Review information gathered during the core audit of the purchasing function to avoid duplication.  Interview individuals in purchasing and general counsel (if involved in the process) departments to gain an understanding of the following:

· Contract formation, review and approval.  

· Post-award contract monitoring.

· Closeout requirements and procedures.

· Change orders – scope and cost alterations. 

· Autonomy of different levels of management to establish contractual relationships.

· General Counsel review of contracts, if applicable.  (Note: Consult with general counsel and agree to mark all applicable work papers and documents with “Attorney-Client privileged information” to protect confidentiality of any sensitive information.)

8. Identify positions with responsibility for key activities, including initiating, reviewing and approving of contracts and agreements.  Use flowcharts or narratives to identify process strengths, weaknesses, and mitigating or compensating controls.  

9. Conduct walk-throughs of the key processes, using a small sample of contracts.  Review documents, correspondence, reports, and statements, as appropriate, to corroborate process activities. 

10. Evaluate processes for adequate segregation of responsibilities.  Evaluate the adequacy of processes to provide reasonable assurance that University resources are properly safeguarded.

11. If processes do not appear adequate, develop detailed test objectives and procedures, and conduct detailed transaction testing with specific test criteria.  Consider whether statistical (versus judgmental) sampling would be appropriate for purposes of projecting on the population as a whole or for providing a confidence interval. 

Information and Communications Systems

12. Interview procurement and information systems personnel to identify key information systems and applications used for recording contracts, managing version control and tracking development.  Get responses to the following questions:

a. Is this an electronic or manual information system?

b. Does the system interface with core finance systems? If yes, is that interface manual or electronic?

c. Does the system interface with outside information systems?  If yes, is that interface manual or electronic?

d. What type(s) of source documents are used to input the data?

e. What types of access controls and edit controls are in place within the automated system? 

f. What are the application user roles or security levels; what transactions are allowed for each user role or security level?  

g. Who has change access to master data?

h. How are transactions reviewed and approved within the system?

i. Who reconciles the system's output to ensure correct and accurate information?

j. Is a disaster/back-up recovery system in place for this system?

k. What is the retention period for source documents and system data?

13. Document information flow and interfaces with other systems, using flowcharts or narratives.  Consider two-way test of data through systems from source documents to final reports, and from reports to original source documents.   

14. Evaluate the adequacy of information systems to provide for protection of confidential and sensitive University information. 

15. Evaluate the adequacy of segregation of duties between user roles and note incompatible access rights granted, e.g., input transaction data and access to master records; input, change and approve contract data.

15.
If system controls do not appear adequate, develop detailed test objectives and procedures, and conduct detailed testing with specific test criteria.

C.        Following completion of the general overview steps outlined above, a high-level risk assessment should be prepared and documented in a standardized working paper (e.g., a risk and controls matrix).  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below (financial reporting, compliance, operational efficiency and effectiveness, and information and communications systems).  In addition to the evaluations conducted in the general objectives section, the risk assessment should consider the following: annual contracts, time since last review, recent audit findings, organizational change, regulatory requirements, etc. 

III.  Compliance  (Estimated time to complete – 160 hours)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding compliance with policies and procedures, and regulatory requirements: 

	Audit Objective
	Areas of Risk

	Evaluate compliance with the following requirements: 
· Purchasing policy, standard practices and procedures.
· Contractual requirements.
· Regulatory requirements.
· Conflict of interest.
	· Violation and non-compliance with policies and procedures may result in inappropriate transactions, misappropriation of assets and increased risks.

· Failure to comply with contractual, regulatory and reporting requirements could result in liabilities, penalties, fines and additional restrictions.


B.
The following procedures should be considered whenever the audit is conducted: 

1. Obtain list of contracts created/maintained within past three years.

2. Obtain organization’s signature authority and contract authorization matrix.  Ensure that the matrix is up-to-date for authorized personnel, title/position vs. authority, dollar/volume limits, and override procedures (and related down-stream controls; subsequent reporting or escalation to higher-limit personnel
).  Highlight thresholds under which only one person (i.e., the buyer) can initiate a contract or agreement.

3.  Analyze awards by vendor and/or buyer for the past 12 months to identify possible splitting of orders to avoid approval controls or other unusual activity.

4. Select a sample of contracts and evaluate compliance with relevant policies and procedures to develop, modify, review, approve and form contracts. 

a. Verify that contract has been approved by all parties (especially any party bound to contract performance) and that it is authorized appropriately (per delegated authority and approval limits).
b. Check that the contract was reviewed by legal or other departments if required; note evidence of sign-off – recommendation or confirmation in file or memorandum to applicable parties.
c. Determine whether amendments or addendums to the contact are appropriately approved via the established process?
5. For sampled contracts, validate compliance with stipulated contract terms as evidenced by invoices or service receipts.  

a. Compare accounts payable payments (per data file sorted by contracted vendors) for products or services versus product pricing files and contracts.  Check:  

· Services provided and billed

· Evidence that services billed were provided

· Timeliness of services delivery 

· Description of any reports provided or to be provided
· Appropriate pricing

· Authorized signatures

b. Assess compliance with approved price schedules.

c. Inquire about variances and evaluate approvals of exception items/large deals/extended pricing periods.

d. Determine if multiple or unusual payments are indications of ‘informal terms’ arrangements to circumvent contract review thresholds, etc.

6. Review competitive bidding, selection and evaluation policies and procedures.  

· Determine practices in place to assure contracts made at competitive prices including development of contract requirements to achieve maximum competition.

· Map the process of contract bid processing and evaluate current controls in place.

· Determine if multiple bidding is utilized from several providers including RFP (request-for-proposal), selection criterion for evaluation, and inquiry of any possible conflicts of interest with vendors.

7. Review overall contract process for indicators of unethical practices, or misappropriation of contracts and related funds.  Consider the following warning signs:

· Contracts established with parties that are current and former officers, board members, line managers, employees.

· Contracts awarded without a bidding process.

· Contracts with vendors that are not pre-approved or well known.

· Contracts with companies recently acquired or with changes in related management, account personnel, etc.

· Vendors for which complaints have been received from employees.

8. Determine if requisitioning department and procurement personnel are required to disclose financial or ownership interest in contracts or vendors and if such disclosure procedures are followed.
· Trace contractor/supplier from above contracts selected to Employee-Vendor listing and note any potential conflicts.

9. Determine if contracts require post-award cost audit and closeout procedures by procurement or cost/price analysts.    

· Select a sample of recently completed contracts that may require these procedures.  Verify performance of post-award and closeout procedures.

· Review results of post-award and closeout procedures and determine impact of exceptions on the organization and overall business contract process.  

10. Based on results of audit procedures, evaluate whether processes provide reasonable assurance that business contract activities and practices are in compliance with policies and procedures, and regulatory requirements. 

11. If it does not appear that processes provide reasonable assurance of compliance, develop detailed audit procedures and criteria to evaluate extent of non-compliance and impact.  

IV.        Operational Effectiveness and Efficiency  (Estimated time to complete – 40 hours)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding operational effectiveness and efficiency:

	Audit Objective
	Areas of Risk

	Evaluate contract process, specifically addressing the following areas:

· Turnaround time from initiation of contract to issuance of contract. 

· Supplier performance.
· Customer satisfaction.
· Performance metrics.
· Best practices.
	· Delay in contracting may lead to adverse impact on project completion.

· Increased cost of services purchased.

· Poor quality of services received.

· High administrative cost for purchasing function.


B.
The following procedures should be considered whenever it is determined that audit work related to operational effectiveness and efficiency should be conducted: 

1. For sampled contracts, determine turnaround period from contract initiation to contract issuance.  

· Determine if contract processing time is acceptable to organization, requesting department and industry standards/achievements at other campuses/laboratories.

· Determine if contracts were placed on a timely basis to allow sufficient time for contractor/supplier to meet organization’s required date of performance or delivery.  

· Determine steps taken by purchasing department to follow-up on contracts to assure timely performance.

2. Review contractor/supplier performance rating system, if any, that evaluates price, quality and delivery performance.  Compare contractors/suppliers from sampled contracts to supplier performance rating and evaluate continuing orders from these suppliers based on their performance.

3. Review adequacy of any system of reports and performance measures in place to provide management information on business contracting activities and performance.
4. Review results of customer surveys, if any, to determine issues and opportunities for improvement of business contract function.  Interview customers to determine feedback on their requisitions and related contracts.
5. Based on knowledge of processes gained through work performed as part of the general overview and other sections, consider operational improvements that can be made to the process to make it more efficient or effective.

V.
Information and Communications Systems  (Estimated time to complete – 40 hours) 

A.
The following table summarizes audit objectives and corresponding high-level risks regarding information and communications systems:

	Audit Objective
	Areas of Risk

	Evaluate information and communications systems, applications, databases, system interfaces, and records practices, specifically addressing the following:

· Application security over contracts.
· Electronic or manual interfaces with intra-University systems, applications, and/or databases.
· Electronic or manual interfaces between University and third party systems, applications, and/or databases.
· Records management policies and practices for both hardcopy and electronic records.
	· Security management practices may not adequately address information assets, data security, or risk assessment.

· Application and systems development processes may result in poor design or implementation.

· The confidentiality, integrity, and availability of data may be compromised by ineffective physical, logical, or operational controls. 

· Business continuity planning may be inadequate to ensure prompt and appropriate crisis response.

· Records management practices may not adequately ensure the availability of necessary information.


B.
The following will be completed each time the PO core audit is conducted.

1. Identify any significant changes to information and communications systems and corresponding business processes.  Evaluate the impact of any significant changes to the business contract function. 

2. Evaluate adequacy of contract files maintained in accordance with contract management procedures and record retention policy.

C.
If not performed as part of the general overview and risk assessment section, consider two-way tests of data through systems from source documents to final reports and from reports to original source documents.  Evaluate the adequacy of the information and communications systems to provide for availability, integrity, and confidentiality of University information and communications resources.  

	Control Questions
	Comments

	1. Is the use of standardized contracts required?
	

	2. is the purchasing or contract management department independent of other departments, and responsible for purchase contracts for materials, supplies, and equipment?
	

	3. Are independent checks made to verify existence of contractors/suppliers on the bidder list?
	

	4. do non-competitive contracts require documented justification from engineering, quality or the requesting source to support contracts from a single or directed source?
	

	5. Do procedures for non-competitive contracts require documented basis for determining and approving price reasonableness?
	

	6. Do procedures require maintenance of adequate documentation in contract files?
	

	7. Is there a formal bid control system in place?
	

	8. Do procedures require appropriate justification when the low bidder in a competitive solicitation is not selected?
	

	9. Are practices in place to assure contracts at competitive prices, including development of contract requirements to achieve maximum competition?
	

	10. If applicable, is a listing of debarred contractors/suppliers maintained and checked against potential and existing contracts? 
	

	11. Is there a contractor/supplier performance rating system that evaluates price, quality, and delivery performance?
	

	12. Do procedures specifically prohibit splitting contracts to avoid dollar thresholds for approval, cost analysis, cost accounting standards or submission of cost or pricing data?
	

	13. Is the purchasing or contract management department required to monitor contracts to assure timely performance?
	

	14. are approval levels defined for contracts and supplements to contracts?
	

	15. Do competitive pricing policies exist for inter-entity (i.e., between DOE laboratories) contracts?
	

	16. Are inter-entity contracts handled in accordance with established policies and procedures?
	

	17. Is certified cost and pricing data obtained from contractors when required and is appropriate price analysis or cost analysis performed?
	

	18. Are processes in place to monitor contractors with progress payments?
	

	19. Are there performance measures on the business contract function that is regularly communicated to management? 
	

	20. Are there requirements for personnel handling contracts to certify annually that they have not engaged in any prohibited activities, such as kickbacks and gratuities?
	

	21. are personnel involved with contracts required to complete an annual conflict of interest certification, including disclosure of financial or ownership interest in suppliers?
	

	22. Are contractors/suppliers required to provide representation that no kickbacks are provided, solicited or offered?
	

	23. Is provision made for periodic rotation of personnel involved with contracts?
	


24. Are there internal control concerns related to this process, which require immediate attention?  If yes, please describe.

	

	

	

	


25. Are there adequate resources to effectively and efficiently perform this process?  If not, please describe.
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