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Instructions

1.
This questionnaire should be completed by senior officers who have direct knowledge of the institution's technology operations and systems.  The response should be reviewed by his / her superior.

2.
Include attachments where appropriate.
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A
GENERAL

1.
Describe and explain your knowledge and understanding of outsourcing?
	


2.
What are the three foremost outsourcing risks that your organisation is concerned with? How are they being addressed?
	


3.
List all proposed activities and operations to be outsourced to the Service Provider:
	No.
	Activities & Operations to be outsourced1

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


1Describe the nature of the systems, operations, facilities or transactions to be outsourced. Indicate if these will be further outsourced by the service provider. 
4.
Describe in detail all the data that would be processed or stored by the Service Provider.

	


5.
Has a service level agreement (SLA) for each of the items, activities, operations, transactions or areas to be outsourced to the Service Provider been established?

	Yes
	
	(provide or attach a copy of the SLA)

	No
	
	



If you answered “No”, please explain:

	


6.
Where are the data centres of the Service Provider located? Indicate the data centre(s) in which your organisation’s data would be stored and/or processed.
	No.
	Locations of Data Centre
	Classification of DC: Tier I, II, III or IV
	Storing your organisation’s data (Y/N)

	
	
	
	

	
	
	
	

	
	
	
	


7.
Have you obtained a report on the risk-threat-vulnerability assessment of the data centre?

	Yes
	
	Please provide a copy of the report and your assessment of the report. What are the key risk / security issues raised and how are they resolved?

	No
	
	



If you answered “No”, please explain:

	


8.
Have you (or your auditors) visited the Service Provider’s data centres to perform an assessment of its security?

	Yes
	
	Provide a copy of the assessment report

	No
	
	



If you answered “No”, please explain:

	


9.
Will the Service Provider be providing outsourcing services to other 
financial institutions or organisations?

	Yes
	
	

	No
	
	


10.
Provide a list of the Service Provider’s major customers.

	No.
	Customer Name
	Industry

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


11.
Do you intend to outsource activities, functions or operations to cloud computing service providers?
	Yes
	
	(Answer Q12 – 14)

	No
	
	


12.
Describe and explain your knowledge and understanding of cloud computing.

	


13.
How would cloud computing be implemented in your organisation?

	


14.
What are the three foremost cloud computing risks that your organisation is concerned with? How are they being addressed?
	


B.
Outsourcing Policy and Risk Management

1.
Does your organisation have a written, board-approved outsourcing policy and rationale for outsourcing?  Please provide a copy of the outsourcing policy and rationale.
	Yes
	
	 (provide documentation)

	No
	
	



If you answered “No”, please explain:

	


2.
Has management considered the overall business and strategic objectives prior to outsourcing the specific IT operations?
	Yes
	
	 (provide a summary or description)

	No
	
	



If you answered “No”, please explain:

	


3.
Has the Board approval been sought prior to signing the outsourcing contract?
	Yes
	
	

	No
	
	



If you answered “No”, please explain:

	


4.
Has the Board been fully apprised of all the risks identified?
	Yes
	
	

	No
	
	



If you answered “No”, please explain:

	


5.
Has the board of directors or committee of the Board acknowledged the risks presented to them?
	Yes
	
	

	No
	
	



If you answered “No”, please explain:

	


6.
Has a compliance check against MAS Guidelines been performed?  If yes, please provide list of gaps identified and rectification actions.
	Yes
	
	

	No
	
	



If you answered “No”, please explain:

	


7.
Has a proper risk assessment of outsourcing been conducted? 
	Yes
	
	Please provide the risk assessment and feasibility study

	No
	
	



If you answered “No”, please explain:

	


8.
Does the risk assessment and feasibility study address the following?

	Yes
	No


	a. Importance of the outsourced IT operations in relation to your business.
	
	
	

	b. 
	
	

	c. The potential impact to your overall business, revenue, reputation, and internal controls.
	
	
	

	d. 
	
	

	e. Aggregate exposure to the Service Provider (i.e., outsourcing several activities or processes to the same Service Provider; also include operation from various countries outsourced to the same Service Provider)

	
	
	

	f. 
	

	g. Relative size of the outsourcing contract to your operations

	
	
	

	· Transaction volume 
____________
	
	
	

	
	
	
	

	· Transaction amount
____________
	
	
	

	
	
	
	

	· Costs


____________
	
	
	

	
	
	
	

	h. Integration of the Service Provider’s IT operations to your own IT and business processes.
	
	
	

	i. 
	
	

	j. Short and long term costs implication.
	
	
	

	k. 
	
	

	l. Periodic performance monitoring and review
	
	
	

	
	
	
	

	m. If the Service Provider ceases to provide the outsourcing services:


	
	
	

	· The impact on your customers?


	
	
	

	n. 
	
	

	· Likelihood of reputation damage?


	
	
	

	o. 
	
	

	· Impact on your risk profile?


	
	
	

	p. 
	
	

	· Alternative course of actions?


	
	
	

	
	
	



If you answered “No”, please explain:

	


9.
Have the following risks with regards to the environment of the jurisdiction in which the Service Provider operates been considered in the selection process?  Describe the assessment of these risks.

	Yes
	No


	a. Political (i.e. cross-broader conflict, political unrest etc)

	
	
	

	b. 
	
	

	c. Country / socioeconomic

	
	
	

	d. 
	
	
	

	e. Infrastructure / security / terrorism


	
	
	

	f. 
	
	

	g. Environmental (i.e. earthquakes, typhoons, floods)


	
	
	

	h. 
	
	

	i. Legal

	
	
	

	
	
	
	



If you answered “No”, please explain:

	


10.
Has your organisation made explicit provisions in the outsourcing contracts to enable regulatory bodies (including MAS) and appointed personnel such as auditors to carry out inspection or examination of the Service Provider’s facilities, systems, processes and data relating to the services provided to your organisation?

	Yes
	
	

	No
	
	



If you answered “No”, please explain:

	


11.
If the Service Provider is a listed company, have you reviewed its filings (e.g., 10-Q) to the relevant authorities (e.g., Exchange, SEC)?

	Yes
	
	

	No
	
	

	NA
	
	



If yes, how is the Service Provider dealing with the threats and vulnerabilities it has declared in its filing?

	



If you answered “No”, please explain:

	


C.
Service Provider Selection Criteria & Due Diligence

1.
Is the Service Provider selection process formally defined and documented?
	Yes
	
	Provide documentation

	No
	
	



If you answered “No”, please explain:

	


2.
Do the selection criteria consider the following?
	Yes
	No


	a. Competence and experience of the Service Provider

	
	
	

	b. 
	
	

	c. Past track-records

	
	
	

	d. 
	
	
	

	e. The Service Provider's staff hiring and screening process

	
	
	

	f. 
	
	

	g. Financial strength of the Service Provider (i.e., assessment of the past 3 years audited financial statements and other relevant information)

	
	
	

	h. 
	
	

	i. Inputs from the Service Provider's previous/existing customers and/or independent parties (i.e., complaints, compliance, pending litigation, business reputation)

	
	
	

	
	
	
	

	j. Business resumption and contingency plan

	
	
	

	
	
	
	

	k. Security and internal controls, audit, reporting and monitoring

	
	
	

	
	
	
	

	l. Strength of parent company support

	
	
	

	
	
	
	



If you answered “No”, please explain:

	


3.
Provide the Service Provider selection criteria and elaborate the reasons for choosing the Service Provider.
	


4.
Apart from the current Service Provider, have other vendors been considered? 
	Yes
	
	

	No
	
	



If yes, state the name of vendor(s) and reason(s) for not selecting them:

	



If you answered “No”, please explain:

	


D.
Service Level Agreement

1.
Has the SLA been reviewed by a legal counsel?

	Yes
	
	

	No
	
	



If you answered “No”, please explain:

	


2.
Does the SLA cover the following?
	Yes
	No


	a. Nature and scope of the service provided (i.e., scope of the relationship, frequency, content and location of service to be provided)

	
	
	

	b. 
	
	

	c. Performance monitoring (i.e., includes performance measures and indicators)

	
	
	

	d. 
	
	
	

	e. Reporting requirements (i.e., type, content and frequency of reporting; whether the performance is met; and reporting of incidents or events that may affect the service)

	
	
	

	f. 
	
	

	g. Sub-contracting (i.e., restrictions on sub-contracting, and clauses governing confidentiality of data)

	
	
	

	h. 
	
	

	i. Business resumption and contingency requirements

	
	
	

	
	
	
	

	j. Dispute resolution (i.e., protocol for resolving disputes and continuation of contracted service during disputes as well as the jurisdiction and rules under which disputes are to be settled)

	
	
	

	
	
	
	

	k. Default termination and early exit by all parties

	
	
	

	
	
	
	

	l. Confidentiality and security (i.e. roles and responsibility, liability for losses in the event of breach of security/confidentiality)

	
	
	

	
	
	
	

	m. Ownership and access (i.e., ownership of assets generated, purchased or acquired during the outsourcing arrangements and your access to those assets)

	
	
	

	
	
	
	



If you answered “No”, please explain:

	


E.
Vendor Management

1.
Do you have a process to monitor the geopolitical socioeconomic climate where the Service Provider operates?

	Yes
	
	

	No
	
	



If you answered “No”, please explain:

	


2.
Is there a vendor management process to monitor the performance of the Service Provider?  Please describe and provide documentation.

	Yes
	
	

	No
	
	



If you answered “No”, please explain:

	


3.
Have you arranged regular meetings with the Service Provider to discuss its performance and problems?
	Yes
	
	

	No
	
	



If you answered “No”, please explain:

	


4.
Do you have a process to audit the Service Provider to assess its compliance with your policy, procedures, security controls and regulatory requirements?

	Yes
	
	

	No
	
	



If you answered “No”, please explain:

	


F.
Customer confidentiality and Regulatory Requirements

1.
In considering outsourcing, have you read, understood and complied with the following regulatory requirements and guidelines:
	Regulations

	
	
	Banking Act (Section 47)

	
	
	Securities & Futures Act (Section 21)

	Notices

	
	
	Notice 634

	Guidelines

	
	
	Internet Banking & Technology Risk Management Guidelines

	
	
	Guidelines on Outsourcing

	
	
	Business Continuity Management Guidelines

	Circulars

	
	
	Information Technology Outsourcing

	
	
	Information Systems Reliability, Resiliency and Recoverability

	
	
	Endpoint Security & Data Protection


2.
Does the Service Provider adhere to the security practices stipulated in the MAS Internet Banking and Technology Risk Management (IBTRM) guidelines?
	Yes
	
	Describe how you determined compliance.

	No
	
	



If you answered “No”, please explain:

	


3.
Are the following security practices implemented by the Service Provider?
	Yes
	No


	a. Deploy hardened operating systems – systems software and firewalls should be configured to the highest security settings consistent with the level of protection required, keeping abreast of updates, patches and enhancements recommended by system vendors; change all default passwords for new systems immediately upon installation.

	
	
	

	b. 
	
	

	c. Install firewalls between internal and external networks as well as between geographically separate sites.  

	
	
	

	d. 
	
	
	

	e. Install intrusion detection-prevention devices (including denial-of-service security appliances where appropriate).


	
	
	

	f. 
	
	

	g. Develop built-in redundancies for single point of failure which can bring down the entire network.

	
	
	

	h. 
	
	

	i. Perform application security review using a combination of source code review, stress loading and exception testing to identify insecure coding techniques and systems vulnerabilities.

	
	
	

	
	
	
	

	j. Engage independent security specialists to assess the strengths and weaknesses of internet facing applications, systems and networks before each initial implementation, and at least annually thereafter, preferably without forewarning to internal staff.

	
	
	

	
	
	
	

	k. Conduct penetration testing at least annually.
      If yes,  provide:

Date of last penetration test:  ___________________________(DD/MM/YY) 

Name of firm which conducted the test: ___________________________

Please attach a copy of the penetration test report.

	
	
	

	
	
	
	

	l. Establish network surveillance and security monitoring procedures with the use of network scanners, intrusion detectors and security alerts.

	
	
	

	
	
	
	

	m. Implement anti-virus software and apply updates regularly.

	
	
	

	n. 
	
	
	

	o. Conduct regular system and network configurations review and data integrity checks.
	
	
	

	p. 
	
	
	

	q. Maintain access security logs and audit trails.
	
	
	

	r. 
	
	
	

	s. Analyse security logs for suspicious traffic and intrusion attempts.

	
	
	

	t. 
	
	
	

	u. Establish an incident management and response plan.

	
	
	

	v. 
	
	
	

	w. Test the predetermined response plan relating to security incidents.
	
	
	

	x. 
	
	
	

	y. Install network analysers which can assist in determining the nature of an attack and help in containing such an attack.

	
	
	

	z. 
	
	
	

	aa. Develop and maintain a recovery strategy and business continuity plan based on total information technology, operational and business needs.

	
	
	

	ab. 
	
	
	

	ac. Maintain a rapid recovery capability.

	
	
	

	ad. 
	
	
	

	ae. Conduct security awareness education and programs.

	
	
	

	af. 
	
	
	

	ag. Require frequent ICT audits to be conducted by security professionals or internal auditors who have the requisite skills.
	
	
	

	ah. 
	
	
	

	ai. Consider taking insurance cover for various insurable risks, including recovery and restitution costs.
	
	
	

	aj. 
	
	
	

	ak. Provide separate physical/logical environments for systems development, testing, staging and production; connect only the production environment to the internet.
	
	
	

	al. 
	
	
	

	am. Implement a multi-tier application architecture which differentiates session control, presentation logic, server side input validation, business logic and database access.

	
	
	

	an. 
	
	
	

	ao. Implement two-factor authentication at login for all types of online systems, such as internet banking, online trading platforms, insurance portals for policyholders as well as a specific OTP or digital signature for each value transaction above a specified amount selectable by the customer or predetermined by your organisation.


	
	
	

	ap. 
	
	
	

	aq. Deploy strong cryptography and end-to-end application layer encryption to protect customer PINs, user passwords and other sensitive data in networks and in storage.

	
	
	

	ar. 
	
	
	

	as. Encrypt customer account and transaction data which is transmitted, transported, delivered or couriered to external parties or other locations, taking into account all intermediate junctures and transit points from source to destination.

	
	
	

	at. 
	
	
	

	au. Deploy strong user authentication in wireless local area networks and protect sensitive data with strong encryption and integrity controls.

	
	
	

	av. 
	
	
	



If you answered “No”, please explain:

	


4.
What security controls are in place to protect the transmission and storage of confidential information such as customer data within the infrastructure of the Service Provider?
	


5.
How are customers authenticated? For internal systems, how are staff in your organisation authenticated?
	


6.
What are the procedures for identifying, reporting and responding to suspected security incidents and violations?

	


7.
How is end-to-end application encryption security implemented to protect PINs and other sensitive data transmitted between terminals and hosts?

	


8.
Have you obtained from the Service Provider a written undertaking to protect and maintain the confidentiality of your customer data?
	Yes
	
	Provide documentation

	No
	
	



If you answered “No”, please explain:

	


9.
Are your data / applications stored in the vendor systems commingled with those of other subscribers?  
	Yes
	
	

	No
	
	



For both “Yes” & “No”, please elaborate:

	


10.
Is the Service Provider able to isolate and clearly identify your customer data, documents, records and assets to protect their confidentiality?

	Yes
	
	

	No
	
	



If you answered “No”, please explain:

	


11.
Are there procedures established to securely destroy or remove the data when the need arises?

	Yes
	
	Provide descriptions of these procedures.

	No
	
	



If you answered “No”, please explain:

	


12.
Are there procedures to ensure that access to production data is restricted on a 'least privilege' basis?

	Yes
	
	Provide descriptions of these procedures.

	No
	
	



If you answered “No”, please explain:

	


13.
Are there documented security procedures for safeguarding premises and restricted areas?

	Yes
	
	Provide descriptions of these procedures.

	No
	
	



If you answered “No”, please explain:

	


14.
Are there documented security procedures for safeguarding hardware, software and data in the data centre?

	Yes
	
	Provide descriptions of these procedures.

	No
	
	



If you answered “No”, please explain:

	


15.
Are the following physical and environmental controls available at the data centre?

	Yes
	No


	a. Physical access controls such as locked doors, access cards, biometrics access,etc.

	
	
	

	b. 
	
	

	c. Proper approval sought for visitors to gain access to the data centre

	
	
	

	d. 
	
	
	

	e. Visitors escorted by staff

	
	
	

	f. 
	
	

	g. Records of visitor's activities

	
	
	

	h. 
	
	
	

	i. Systems and network equipments locked up in cabinet

	
	
	

	
	
	
	

	j. Uninterruptible power supply
	
	
	

	
	
	
	

	k. Air conditioning system

	
	
	

	
	
	
	

	l. Temperature sensor

	
	
	

	
	
	
	

	m. Fire detector

	
	
	

	n. 
	
	
	

	o. Smoke detector

	
	
	

	p. 
	
	
	

	q. Water sprinkler (dry-piped or wet-piped)

	
	
	

	r. 
	
	
	

	s. FM200 or other fire suppression system

	
	
	

	t. 
	
	
	

	u. Raised floor

	
	
	

	v. 
	
	
	

	w. CCTV

	
	
	

	x. 
	
	
	


	y. Water leakage detection system

	
	
	

	z. 
	
	
	

	aa. Fire extinguisher
	
	
	



If you answered “No”, please explain:

	


16.
Who is primarily in charge of security administration and systems access functions?

	
	a.
Internally



	
	b.
Service Provider



	
	c.
Others.  Please state _______________




Skip this section if security administration function is not outsourced.

17.
How are privileged system administration accounts managed? Describe the procedures governing the issuance (including emergency usage), protection, maintenance and destruction of these accounts. Please describe how the privileged accounts are subjected to dual control (e.g. password is split into 2 halves and each given to a different staff for custody).
	


18.
Are the activities of privileged accounts captured (e.g. system audit logs) and reviewed regularly?
	Yes
	
	

	No
	
	



Indicate the party reviewing the logs and the review frequency.

	



If you answered “No”, please explain:

	


19.
Are the audit / activity logs protected against tampering by users with privileged accounts?
	Yes
	
	Describe the safeguards implemented. 

	No
	
	



If you answered “No”, please explain:

	


20.
Is access to sensitive files, commands and services restricted and protected from manipulation?
	Yes
	
	Provide details of controls implemented.

	No
	
	



If you answered “No”, please explain:

	


21.
Are file integrity checks in place to detect unauthorised changes to databases, files, programs and system configuration?

	Yes
	
	Provide details of checks implemented.

	No
	
	



If you answered “No”, please explain:

	


22.
Are password controls for critical applications/systems reviewed for compliance on a regular basis?
	Yes
	
	

	No
	
	



If you answered “No”, please explain:

	


23.
Are remote access activities tracked and reviewed?
	Yes
	
	Provide details of controls implemented.

	No
	
	



If you answered “No”, please explain:

	


G.
Data Backup and Disaster Recovery

1.
Does the Service Provider have a disaster recovery or business continuity plan?  If yes, provide documentation or details.

	Yes
	
	

	No
	
	



If you answered “No”, please explain:

	


2.
Has a business impact analysis been performed?
	Yes
	
	

	No
	
	



If you answered “No”, please explain:

	


3.
What are the recovery time objectives (RTO) of systems or applications outsourced to the Service Provider?
	


4.
What are the recovery point objectives (RPO) of systems or applications outsourced to the Service Provider?
	


5.
What are the data backup and recovery arrangements for your organisation's data that resided with the Service Provider?
	


6.
How frequently does the Service Provider conduct disaster recovery tests?

	


7.
Have you jointly tailored and tested your disaster recovery or business continuity plan with the Service Provider?

	Yes
	
	Please provide a report on the test results

	No
	
	



If you answered “No”, please explain:

	


H.
Exit Strategy

1.
Is there a contingency plan for replacing the Service Provider in the event of its cessation?

	Yes
	
	

	No
	
	



If you answered “No”, please explain:

	


2.
Do you have the right to terminate the SLA in the event of default, ownership change, insolvency, change of security or serious deterioration of service quality?

	Yes
	
	

	No
	
	



If you answered “No”, please explain:

	


3.
In the event of contract termination with the service provider, either on expiry or prematurely, are you able to have all IT information and assets promptly removed or destroyed?

	Yes
	
	

	No
	
	



If you answered “No”, please explain:

	


~THE END~
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Note





(a)	Please provide the latest relevant information.


(b)	Where policies and procedures are requested, please also provide soft copies if they are available. 


(c)	For items that are not applicable, please indicate with “N/A”.








PAGE  
Monetary Authority of Singapore  



               


3 of 32

