Congratulations! You are about to become the proud owner of a Digital Signature Certificate issued by SafeScrypt Ltd., India’s first Licensed Certifying Authority, under the aegis of the Indian IT Act 2000.
What’s different? This product has the distinction of displaying the name of the Organization you are employed with, in your Digital Signature Certificate. However, this requires SafeScrypt to undertake additional measures to ensure that your Organization really exists and that you are indeed employed by this organization. You are therefore required to submit appropriate documentation to this effect.
The process of enrollment consists of two stages:

Stage 1: Online Enrollment – where you visit the specified SafeScrypt website, fill in the relevant details and have your public-private key pair generated. During this process, the public key is sent to SafeScrypt for creation of the certificate.
Stage 2: Validation of identity – where your credentials are validated before issuing you your Digital Signature Certificate.
This Certificate provides one of the highest levels of trust, which other entities will rely on to interact and transact with you electronically. In other words, this certificate would be your digital identity. We are therefore required to validate the credentials you submit, before we can issue this certificate to you.
The authentication process requires you, the Certificate Applicant, to personally present yourself before a trusted third-party. You will be identified on the basis of the forms of identity you present to the trusted third-party. You must also submit documentation that indicates the validity of your Organization and of your employment status.
SafeScrypt's authentication procedures recognize the banker as the trusted third-party performing the authentication function. Your banker is the branch manager of the bank where you hold a valid bank account. The banker may also be another employee of the same bank, of a grade equal to or higher than that of the branch manager. The forms of identity you may present to the banker are listed out later in this document. 
Documentation requirements
After you complete the enrolment, you must submit the following documentation. Please ensure that you have these ready.
1. Certificate Application Attestation Form – You must complete and sign this form and have it attested by your Banker. This form must be in the format specified and may be downloaded from http://www.safescrypt.com/support/app_att_form.doc 
You must present yourself to your banker who will perform the "persona-verification" function. The banker will attest your name, signature and photograph based on the records with the bank and will declare the same in the Certificate Application Attestation Form.

You must:
a. Complete the form as per the instructions given
b. Have your banker attest the letter
c. Submit all documentation to SafeScrypt either through the SafeScrypt authorized agents or by courier to the postal address in this document
Your Name, E-mail id and Address that you enter in this form must be exactly as you have provided in the online enrolment. If these details do not match or if the details are found to be false, we will not be able to complete the validation and your certificate will not be issued.
Who is the Banker? 
Your Banker is the Branch Manager of the bank where you hold a valid bank account. The Banker may also be any other employee of the same bank of the same or higher grade.
2. One government issued photo-id – You must submit one copy of a government issued Photo-ID that has been duty notarized / attested by a Notary Public, Class 3 Gazetted Officer or by your Banker. This could include:
	1. Passport
2. Driving License
3. Income Tax Identity (PAN) Card
4. Voters Id card
5. Service Identity Card issued to its employees by State / Central Government


3. Two other nationally valid ID’s – You must submit two other ID’s, which need not necessarily be photo-id’s, but must be nationally valid and duly notarized / attested by a Notary Public, Class 3 Gazetted Officer or by your Banker. These should not be the same as the Photo-ID submitted above and could include;
	1. Passports
2. Driving Licenses
3. Income Tax Identity (PAN) Cards
4. Voters Id card
5. Service Identity Cards issued to its employees by State /                 Central Government
6. Ration Card
7. Photo Credit Cards / Debit card
8. Bank / Kisan / Post Office Passbooks
9. Pension Documents such as Ex-Servicemen’s Pension Book / Pension Payment Order
10. Ex-Servicemen’s Widow / Dependent Certificates
11. Mediclaim or similar insurance cards
12. Student SSC / HSC / graduation / post graduation degrees
13. Birth certificate
14. School leaving certificate
15. Electricity bill
16. Mobile / Telephone bill


4. Organization and Employment verification documents
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Proof of Right of Organization to do Business – You must send us a copy of one of the following documents. The copy must be attested as a ‘True Copy’ by the Authorized Signatory of your Organization and must bear your company seal.
	· Certificate of Incorporation
· Articles of Incorporation
· Memorandum of Association
· Partnership Papers, in case of a Registered Partnership
· Acts or other valid business license document


You must:
1. Make a copy of the relevant document
2. Affix Your Organizations Seal on the document
3. Affix the words "Certified True Copy"
4. Have your Organization’s Authorized Signatory sign and write his Full Name on the document
5. Submit all documentation to SafeScrypt either through the SafeScrypt authorized agents or by courier to the postal address in this document
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Letter of Employment of Applicant – You must send us a proof of your employment with your organization as entered in the enrolment. This must be a letter printed on your organizations letterhead, signed by the Authorised Signatory of your organization and must be as per the format at http://www.safescrypt.com/support/appemp_verif.doc 
You must:
1. Complete the letter as per the instructions given
2. Print it on the letterhead of your Organisation
3. Have it signed by the Authorised Signatory of your Organisation
4. Affix your Company Seal on the letter
5. Submit all documentation to SafeScrypt either through the SafeScrypt authorized agents or by courier to the postal address in this document
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Signature Verification Letter – You must send us a letter that proves that the person who signed the documents above is the Authorized Signatory of your organization. The letter must be counter-signed by the official Banker of your organization. This must be in the format available at http://www.safescrypt.com/support/authsig_verif.doc 
You will need to:
1. Complete the letter as per the instructions given
2. Print it on the letterhead of either your Organisation or your Bank
3. Have it signed by the Authorised Signatory of your Organisation
4. Have it counter-signed by your Organisations official Banker
5. Affix the Banks Seal on the letter
6. Submit all documentation to SafeScrypt either through the SafeScrypt authorized agents or by courier to the postal address in this document
Certificate Issuance - SafeScrypt will begin the validation process after our Validation Team has received all the duly completed documents.
If there is any discrepancy in the information received by way of the online enrolment and the documents you submitted, SafeScrypt will send you an e-mail with the instructions to either re-enroll with the correct details or to submit corrected documents. The validation will resume only after the corrected information has been received.

Once the validation process is complete and your payment has been confirmed, SafeScrypt will issue your Digital Certificate. You will receive an e-mail with a URL, a PIN number and the instructions to pick up your Digital Certificate.
Note: Please remember to pick up the Digital Certificate using the same computer and browser that was used to enroll for the Digital Certificate.
Certificate Application Attestation Form

Applicant Personal Data (as entered on the Online Enrollment Form) with the latest passport photograph:


Full Name
______________________________________________

E-mail Address___________________________________________

Phone Number___________________________________________

Postal Address __________________________________________

_______________________________________________________

_______________________________________________________

Applicants Signature


Date _______________

Banker to Complete the Following Section

Acknowledgment

The Applicant personally presented himself to me, the Banker, for the purpose of identity verification.

Signature and photograph of Mr./Mrs./Ms. ________________ who maintains an account with this Bank, as appearing above, is hereby attested, with reference to the records maintained by the Bank.

Bank Manager's Signature: ______________________ 

Bank Manager's Name: _______________________

Bank Manager's official code number: __________________________________

Bank Name and Address: __________________________________________________

_______________________________________________________________________

_______________________________________________________________________

Banks Official Phone number: _____________________________

(Place Bank Seal/Stamp to the right)

Signature Verification Letter

Instructions

The Signature Verification letter is required to verify the identity of the Authorized Signatory who attested the POR document, Telephone Bill and Letter of Employment. This letter is to be:

1. In the prescribed format only and preferably on the letterhead of the Organisation in the Certificate Request

2. Completed and Signed first by the Authorised Signatory of the Organisation who attested the other documents

3. Completed and Signed lastly by the Organisations official Banker

· The Banker is the Branch Manager of the bank where the Organisation has a valid bank account. The banker can also be any other employee of the same bank of a grade equal to or higher than the Branch Manager.

· The Banker must affix;

(1) His official seal on the document

(2) His signature and full name next to his official seal on the document

(3) His official telephone number, so that SafeScrypt may contact him in this regard

4. Only a hard copy is valid and must be filed. However, the order can be processed with a faxed copy provided the original will be couriered to you at the earliest.
Signature Verification Letter

TO WHOMSOEVER IT MAY CONCERN
This is to Certify that …………………………………………….. (Name of the Organisation) with the Office at …………………………………………………………. (Address of the Organisation) is maintaining a bank account (A/c No. ……………………………) with our Bank ……………….………………. (Bank Name), and operating that account in the normal course of its business/activities. Mr./Ms./Mrs..………………………..……. is the authorized signatory for the operation of the account.  His/Her signature as appearing below is duly attested (as per the records available with the bank).

(Signature of the Authorised Signatory)

(Signature of the Branch Manager) 

Name : ___________________


Name : _______________________
        






Designation: ___________________

Designation : ____________________

Phone No: _____________________

Date: ___________________


(Bank Seal)
Letter of Employment

Instructions

The Letter of Employment is to be submitted when the Certificate Applicant requires the name of his Organisation to be displayed in his certificate. This letter should accompany the POR Document and the Signature Verification Letter. This letter is to be:

1. In the prescribed format only and printed on the letterhead of the Organisation in the Certificate Request

2. Completed and Signed by the Authorised Signatory of the Organisation, who attested the other documents

3. The Authorised Signatory must affix:

· The Organisations seal on the document

· His signature and full name

· His official telephone number and e-mail id, so that SafeScrypt may contact him in this regard
4. Only a hard copy is valid and must be filed. However, the order can be processed with a faxed copy provided the original will be couriered to you at the earliest.

<< To be Printed on the Company Letter Head >>

Letter of Employment

Certificate Applicant Information

First Name: _______________________

Last Name: ________________________

Email ID: __________________________

I, (Name of the Authorised Signatory) ______________________, certify that on (Date) ____________, (Name of the Certificate Applicant) _____________________ is an employee of our organization (Organisation Name) _____________________ and that the Applicant’s Employee ID is (Employee ID) _______________. I acknowledge by my signature, that the Applicant information in this document is complete and accurate as per our office records.

(Signature of Authorised Signatory)




(Company Seal)

Details of Authorised Signatory

Full Name: _________________________


Organisation Name: _________________________

Designation: _________________________

Email Address: _________________________

Phone Number: _________________________










Paste latest passport size photo here








