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Examples of staff confidentiality letters and agreements

[Headed note paper]

[Date]

Dear xxxxx,

I am writing to inform you of your obligations with respect to the confidential handling of clinical and administrative information originating from any of the clinical sites participating in the ZZZZ project.

I acknowledge that when conducting research, developing software and analysing data you might have to access such confidential data in relation to patients and staff. You must be are aware of the importance of observing and protecting patient and staff confidentiality when you are visiting a site or accessing their data by other means, directly or indirectly, even if it appears to be pseudonymous or anonymous.

You must limit access to such information to that strictly necessary to carry out tasks appropriate to the ZZZZ project and to keep any such information confidential. When you obtain copies of data for ZZZZ purposes you must only do so within the scope of the project, keeping such data secure and returning or destroying it as soon as possible. You must destructively erase any data held on hard disks as soon as practicable. Paper copies of reports and test printouts must be destroyed as soon as possible, preferably by use of a shredder.

You must be aware of the importance of respecting the confidentiality of personal health data and aware that summary dismissal is the likely consequence of failing to do so.

(Signed by head of department)

-------------------------------------------------------------------------------------------------------------

I confirm that I have read this letter, of which I have retained a copy, that I understand my obligations, that I agree to meet them and understand the consequences of not doing so.

(Signed by employee)

Date

[Headed note paper]

[Date]

Dear xxxxx,

We have issued a notice to all staff involved to be in the ZZZZ project, making them aware of:

· the need for confidentiality in respect of personal data, 

· that they must limit their use to the minimum data required for approved purposes, e.g.:

· De-identifying the data

· Developing suitable algorithms for manipulating the data

· Testing these algorithms on the data received

· The need to report breaches or potential breaches of security or confidentiality

· The obligation to return or destroy any copies made of the data

· Re-iterating their obligations under our Data Protection Policy (copy attached).

· That their role in the ZZZZ project and their employment with [University] may be terminated for serious breaches

The following staff have signed the agreement, and are now approved to take part in the ZZZZ project:

	Name
	Job Title
	Department

	
	
	

	
	
	

	
	
	


I also agree that [University] will implement such security changes as may be necessary to meet Research Ethics Committee requirements on the ZZZZ project; that any updates to Data Protection Policy will be issued to all relevant staff, and that the ZZZZ Project Manager will be notified of any personnel changes, ensuring that any new staff sign a similar agreement.

(Signed by head of department)

CONFIDENTIALITY AGREEMENT

I ​​​​​​​​​​​​​​​​​​​​​​__________________________________ understand that as a member of the Survey Team I will have access to confidential information on [women] in the Survey.  As a member of the team, I undertake 

a) to take all possible steps to preserve strict confidentiality regarding any information to which I have access through my work.  

b) never to pass any information obtained as part of the Survey to anyone outside the Survey team, unless I have been directed to do so by a more senior member of staff, and the reasons for doing so are clearly understood.

c) to keep all names, contact details and personal information secure.  

I understand that any breach of the above will result in disciplinary action and/or may expose me to a suit for damages in a court of law.

Signed_________________________________       Date_______________________

Witnessed by (please print) __________________________________

Signature of witness _________________________Date_______________________
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