INSTRUCTIONAL TECHNOLOGY Gr.7&8

Unit Plan: Digital Citizenship

Grade 7 & 8
Unit Plan Title: Digital Citizenship

Curriculum-Framing Questions

Essential Question What is a digital citizen?

What are the rules and consequences of digital citizenship?
What does safe, legal, and responsible use of information
and technology mean?

What is the importance of promoting the concept of digital
citizenship and the common good?

How do you stay safe online and off?

What are the legal implications of vandalism, offensive
materials, and viruses?

What are the rules of etiquette for online communications?

Unit Questions

How has technology changed the way people interact with
the world around them?

What is personal information?

What is an AUP and why do we need it?

How is technology used differently from school, home, and
work?

What is the difference between personal and private
information?

Content Questions

Unit Summary:

In this semester-long unit, students will learn about Digital Citizenship and create a
brochure/newsletter and a multimedia PSA presentation to teach their classmates and school
the area of Digital Citizenship. The areas include Digital Security, Digital Safety, Digital Rights
& Responsibility, Digital Commerce and Digital Etiquette & Communication. Teacher will send
samples of student print media and selected PSA presentations to the Instructional
Technology department by the end of February.

Subject Area(s):

[] Business Education [ ] Drama [ ] Other:
[ ] Engineering [] Foreign Language [ ] Other:
[ ] Home Economics [] Industrial Technology [ ] Other:
X Language Arts X Math

[ ] Music [ ] Physical Education

[] School to Career [ ] Science

X Social Studies X Technology
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Targeted State Frameworks/Content Standards/Benchmarks:
Technology Standards:

1.Creativity and Innovation: Students demonstrate creative thinking, construct knowledge,
and develop innovative products and processes using technology.

2.Communication and Collaboration: Students will interact, collaborate, and publish with
peers employing a variety of digital environments and media.

3.Research and Information Fluency: Students apply digital tools to gather, evaluate and use
information.

4 .Critical Thinking, Problem-solving, and Decision-making: Students plan and manage
activities to develop a solution or complete a project. Students will collect and analyze data to
identify solutions and/or make informed decisions.

5.Digital Citizenship: Students exhibit a positive attitude toward using technology that
supports collaboration, learning, and productivity. Students will advocate and practice safe,
legal, and responsible use of information and technology.

6.Technology Operations and Concepts: Students understand and use technology systems.
Students select and use applications effectively and productively.

Math: Gr. 7- Select, create and use appropriate graphical representation of data, including
circle graphs, histograms and box plots (box and whiskers) (D1C7) (1.8, 3.6) Formulate
questions, design studies and collect data about a characteristic (D1A7) (1.2);

Gr. 8- Select, create and use appropriate graphical representation of data (including scatter
plots) (D1C8) (1.8, 3.6)

Communication Arts: Gr. 7 — Follow a writing process to write effectively in various forms and
types of writing. (W1A7) (CA1, CA4 1.8, 2.1, 2.2) In writing use dictionary, spell-check and
other resources to spell correctly. (W2E7) (CA1- 1.6, 2.1, 2.2) Use details from text to
summarize author’s ideas. (R3C7) (CA3- 1.6, 1.7, 2.4, 3.1, 3.5, 3.6) Write expository and
persuasive paragraphs (including compare/contrast and cause/effect) with supporting and
concluding sentences. (W3C7) (CA4- 1.8, 2.1) Use a variety of note-taking methods to
organize information. (W3B7) (CA2, CA3, CA4 1.6,1.8);

Gr. 8 — Follow a writing process to write effectively in various forms and types of writing.
(W1A8) (CA1, CA4 1.8, 2.1, 2.2) In writing use dictionary, spell-check and other resources to
spell correctly. (W2E8) (CA1 1.6, 2.1, 2.2) Record relevant information using a variety of note-
taking and organizational strategies. (IL1C8) (CA2, CA3, CA4 1.2, 1.8) Use conventions of
capitalization in written text when writing titles (magazines, newspapers, songs, works of art).
(W2B8) (CA1, 1.6, 2.2)

Student Objectives/Learning Outcomes:

Can name the purpose and parts of a spreadsheet.

Can formulate questions and collect data.

Can select, create and use appropriate graphical representation of data.
Can copy, cut and paste text and graphics.

Can format text.

Can manipulate the layout of a document.

Can use columns and/or text boxes.

Can explain the policies of the AUP.
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Can explain how technology can have a positive and negative effect on society.
Can explain the concepts of Digital Citizenship.

Can create a multimedia presentation that enhances and effectively conveys the projects
purpose.

Can explain the purpose of a PSA.
Can work collaboratively and cooperatively with a team.

Procedures:
Module 1: Introduction

Prior to class, have a shortcut to Cyber Tree House (www.cybertreehouse.com) and Privacy
Playground: The First Adventure of the Three CyberPigs at

http://mediasmarts.ca/game/privacy-playground-first-adventure-three-cyberpigs ready to use,
a copy of the AUP (Acceptable Use Policy), Poster: The Solar System of Digital Citizenship.

Whole group instruction: Start the class by accessing Cyber Tree house and take the 5
question quiz. Inform the students that they will be learning about Digital Citizenship. Has
anyone ever heard of students being “Cyber Smart”. What do you think it means? (Think
about the quiz we just took) What are things you do that would be considered “Cyber Smart”?
Do you think our district protects you? Does the district have conditions on how you are to use
the Internet? What are the conditions? Explain the AUP. In order to be “Cyber Smart” and a
good “Digital Citizen” you will have to gain knowledge in the areas shown on the poster
labeled “Solar System of Digital Citizenship” Explain each area on the poster and how it
relates to being a good Digital Citizen. What is the difference between personal and private
information? Explain that some websites request information before allowing them to
participate in online activities, has anyone ever had this happen to them? What kind of
information did they ask for? Tell students that they will be going to site that is called “ The
First Adventure of the Three Cyber Pigs”

After watching the episode, ask the students: How do you feel about protecting your privacy?
What would be your main reason for refusing to give out personal information online? How do
you feel about a company collecting information you so they can better target you to market
their products? How can entering online contests and surveys increase our chances of
receiving spam? How can we protect ourselves and our e-mail in-boxes from spam? Is spam
just a nuisance, or is it a type of harassment?

Module 2: Digital Citizenship

Prior to class, have copies of the AUP, make sure Inspiration is loaded on all machines. Print
out CyberSmarts: Power and Responsibility activity sheet 1 & 2

Whole group instruction: Review previous class lesson. How can a person be “Cyber Smart”?
What are the areas of Digital Citizenship? Which area does the AUP come under? Survey
class as to how many students know how to use Inspiration. Review how to use the lightning
bolt to build a web. Pass out the AUP, working in groups of two - brainstorm how the AUP fits
into the various areas of Digital Citizenship. Record ideas using Inspiration. After 10 minutes
ask the students — Can we improve the AUP? Add ideas that you believe this document lacks.
What are the consequences if you violate the AUP. List various levels of consequences. Save
and print document. Pass out CyberSmarts activity sheets and have students write down
answers in regards to AUP. Collect worksheets.

During the last 15 minutes of class, explore the concept of phishing by reviewing the following
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site together: http://www.surfnetkids.com/what _is_phishing.htm

Module 3: Digital Safety

Prior to class: Have the shortcut to the following site ready: http://www.safekids.com/quiz/
Online Safety Quiz. After you complete the quiz ask: What is stereotyping?

Whole group instruction: As a class take the online quiz. Discuss each question as answers
are being given.

Short Activity: Ask students to stand every time they hear something that could describe
them. Keep track of how many times you stand up.

= Are a girl ® Are a boy

= Has one pet ® Has two pets

= Has more than two pets ® Has brothers

= Has sisters ® Listens to rap or hip hop
» Listens to rock ® Likes science

= Plays sports ® Enjoys drawing

= Are wearing sneakers ® Are 11

= Are 12 ® Are 13

= Wear glasses ® Like hamburgers

= Likes spaghetti ® Uses instant messaging
=  Were born in Kansas City, MO ® Were born outside Kansas City, MO

What does this tell us about ourselves? What does this tell us about stereotyping? How many
of you use the internet for research? What kind of information do you look for? How do you
find information? What is the difference between fact and opinion? What does bias mean?
How can you tell if a webpage is bias? (when reading a website and you notice throughout

the description it uses words like “I”, “my” , “mine”, and/or the URL has a personal name as
part of the address- the website might be bias) .

Pass out Savvy Talk and have the students complete the worksheets. Discuss responses.

Module 4: Digital Safety & Responsibility

Prior to class, have copies of CyberSmart - Safety: Protecting Private Identity Information,
Play it Safe with Cyberpals, and Dealing with Online Bullies (make several copies of the page
2- Protecting Private Identity Information), have a shortcut
http://www.commonsensemedia.org/educators

on every system.

Whole group instruction: Inform the students that they will be working in pairs for the first 20
minutes of class. Pass out copies of CyberSmart-Safety: Protecting Private Identity
Information. Have students work in pair teams to answer the question on these worksheets.
They will be accessing a website called CyberSmart Curriculum. Demonstrate how to access
the 4 sites that they have to evaluate about being safe. (Go to the shortcut, click on the
diamond at the bottom of page, instruct the students that they will be clicking on Site1, Site 2,
Site 3, and Site 4 as a team and answering the questions on page 2 Personal Web Sites
(make sure each person has 4 copies of this page)). After 20 minutes have passed, discuss
the answers they provided.

Inform the students that they will be creating a brochure or newsletter on Digital Safety and
Responsibility. One section of the brochure/newsletter will be an advice column. What is an

© 2012 Kansas City Public Schools INTEL® TEACH TO THE FUTURE



INSTRUCTIONAL TECHNOLOGY Gr.7&8

advice column? Has anyone ever read one? What type of advice did they give out? Pass out
the Play it Safe with Cyberpals and Dealing with Online Bullies worksheets. In pairs have the
students answer the questions following each scenario. When they are finished, each student
opens WORD and chooses 2 scenarios to include in their advice column of their
brochure/newsletter. They must type the complete scenario and give their response in a letter
format: Dear XXXX...... . Be sure they save their work and collect worksheets.

Module 5: Create Survey on Digital Safety

Prior to class, have students worksheets ready to pass back regarding Play it safe with
Cyberpals and Dealing with Online Bullies. Have copies of page 1 of the “Are You a
Cyberbully?” document.

Whole group instruction: Inform the students that they will be finishing their advice column
document, but before they begin you want them to think of questions for a survey that you
want to create about digital safety and how to be responsible on the internet. How many
students in this school know how to be safe online? What does it mean to be safe online?
How can you protect yourself? How many students have bullied others because it wasn’t face
to face? Distribute the “Are you a Cyberbully?” document — page 1. This worksheet is for their
personal reference and is not to be turned in. Have students complete independently then
add up their points Read the point categories found on page 2 so students will know more
about themselves. Brainstorm questions that could be asked on a survey. Tell them that you
will type up the survey, but need to know who should receive it. (ideas - email other computer
teachers and have their students take the survey, the teachers and staff members, parents, or
another class/grade in your building). When finished, have students return to their computers
and complete the advice document. Remind them to save and collect worksheets.

***Teacher will be responsible for passing out survey and getting it back.

Module 6: Begin Print media - storyboard

Prior to class, make copies of storyboard templates, create My Books in Recipes4Success
covering skills needed to help the students create their brochure/newsletter.

Whole group instruction: Ask the students: what is a brochure/newsletter? How are they
different? Alike? This class has been asked to create a brochure or newsletter to help inform
parents and students about online safety and ways to be responsible using the internet. What
have we learned about ways to be safe online? What ways does the district help us? What
should Digital Responsibility mean to a student and parent? Who is responsible for Digital
Safety? Brainstorm topics that could be covered in their document. Have the students decide
which format they would like to create - a brochure or newsletter. Explain how to fill out the
storyboard for brochures and newsletter. Explain that they have begun one section of the
document - Advice and they will have to summarize the results from the survey that we
created the last time we were together. They can plan in pairs, discuss ideas for the other
articles that they would like to include, but each student will be responsible for submitting their
own work. Have the students fill out the storyboard with the ideas. Teacher must approve the
completed storyboard before students use the computer. Save work and collect storyboards.

Module 7: Excel — data summary

Prior to class, collect the completed surveys, create My Books in Recipes4Success covering
skills needed to help the students create spreadsheets and charts.

Whole group instruction: Review how to access Excel. What is a spreadsheet? Review
terminology. As a class, tally results using Excel. Using the data collected demonstrate how to

5
© 2012 Kansas City Public Schools INTEL® TEACH TO THE FUTURE




INSTRUCTIONAL TECHNOLOGY Gr.7&8

create a chart. Explain to the students that they will choose one or more questions to graph
and to include a summary of their findings in their document. Have students enter and graph
data — explain to the students that bar graphs are not always the best graph to show the
results you are trying to explain. Have the students explore various graphing styles and
remind them that the graph will be the visual that will help them explain their summary.
Demonstrate how to copy a graph from Excel and place it into their document. Save and
collect documents.

Module 8 & 9: Working on Brochure / Newsletter
Prior to class, pass back all worksheets for students’ reference.

Whole group instruction: Explain to students that they will have the next couple classes to
complete their brochure/newsletter. Spend your time wisely. Save work and collect
documents.

Module 10: Gallery Walk

A gallery walk will be implemented as a tool for the students to use to help them edit their
brochure/newsletter.

Prior to class, have 5 copies of Gallery Walk handout at each station. Have a pencil by each
station.

Whole group instruction: Explain to the class that they are going to participate in a gallery
walk? Has anyone ever been on one? Explain that a gallery walk is a way to help students
create better work. Your comments are going to help your classmates improve their document
about Digital Citizenship. How we help is by completing the three (3) sentences on the papers
by each computer. The sentences are: “The thing | like best about your brochure/newsletter is
” “ learned from reading your document.” “| would change

” Discuss positive ways to complete the sentences. Have students open their work.
Once opened, have the student complete the sentences for their own work and place the
paper under the keyboard. Students rotate to the next station after 3-5 minutes and complete
the worksheet and place it under the keyboard. Repeat until students have visited 3 other
stations for a total of 5. At the end of the time, students return to their home station and read
the comments their classmates have made. Student may then make changes to their
document based on those comments, or not. It is the student’s decision. Print out
brochure/newsletter when editing is complete.

Module 11: Digital Etiquette

Prior to class, have a shortcut on each station to the Core Rules of Netiquette at
http://www.albion.com/netiquette/corerules.html and Roadmap96:Map 07 at
http://www.webreference.com/roadmap/map07.html Have copies of “Thinking It Through:
Power of Words on the Internet” for each student.

Whole group instruction: Explain to the class that today they will be researching proper
Netiquette. What is Netiquette? When should it be used? How many students have email
accounts? As a class take the Netiquette Quiz and discuss the questions and answers.
(http://www.albion.com/netiquette/index.html) Explain to the students that they will be
researching rules of Netiquette. They will access the Core Rules of Netiquette and
Roadmap96 and use Inspiration to create a web about what they have learned. Save and
print their work. Distribute the “Thinking It Through” document and if time permits they could
complete in class, if not it is homework. Collect all completed papers.
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Module 12: Digital Safety

Prior to class, have a shortcut to Cyber Crime at http://cybercrime.planetindia.net/intro.htm on
each computer station. Have the video about Computer Viruses ready to show students
(http://www.brainpop.com/technology/computersandinternet/computerviruses/preview.weml )

Whole group instruction: Briefly review netiquette and collect all homework. Begin a
discussion on Digital Safety: What is a computer virus? How do we get them? Show the
movie from Brain Pop about computer viruses. Ask the question, “When was the first Cyber
crime committed? Students use Inspiration to report information about Cyber Crime. The main
Idea will be “Cyber Crime” Bubble facts that you learn that are interesting to you about this
subject. Demonstrate how to work between windows so they can record findings as they
research and read text. During the last 15 minutes, have students share what they have
learned. Save and print and document. Collect documents.

Module 13: Public Service Announcement (PSA) introduction

Prior to class, create a shortcut to http://www.centerdigitaled.com/artsandhumanities/How-to-
Create-the-Perfect-Public-Service-
Announcement.html?elqg=aab78be3e5134677bc485fd896916909 and download the video
“Project to keep the Earth Healthy” from Learn 360 on your teacher station. Make copies of
the PSA Report Form 1 and 2 for each team of 3 or 4.

Whole Group Instruction: Inform the class that they will be creating a PSA about an area of
Digital Citizenship of their choice. Show the Earth Healthy PSA. Discuss how it was created.
Why were certain images chosen? Emphasis that all PSAs are not just videos, they could be
drawings in an animated PowerPoint or jpegs with animated effects like Ken Burns in iMovie
and similarly in MovieMaker. Have the students read the article on creating a PSA. What
information was similar and what information new. Review the keypoints of a PSA before the
students start working. Divide the class into teams of 3 or 4 to work on developing their PSA.
Return all student worksheets and documents for their reference. Distribute the PSA Report
Forms 1 and 2. Each team will need to determine job responsibilities and report this on the
Form 1. A draft of the sequences of their PSA will be reported on Form 2. All drafts should be
check by the teacher before students begin creating on the computer. Student teams can
decide what area of Digital Citizenship they wish to focus on and how the storyline will be
presented. Give teams time to discuss and completed. Be sure every student understands
that they will be evaluated individually for their work. At the close of class, collect all papers
from each team.

Module 14: PSA continued

Prior to class, have all student papers available to return. Create My Books for iMovie or
MovieMaker and PowerPoint in Recipes4Success.

Whole Group Instruction: Briefly review how to access My Books and do a mini-lesson on
iMovie or MovieMaker. Review how to import and format images. Return all paperwork to the
teams and let them get to work. At the close of class, collect all papers from each team.

Module 15 to 2 weeks prior to end of semester: PSA continued and completed.
Whole Group instruction: Return all papers and remind students their work must be
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completed for class presentation 2 weeks before semester ends. Teams will share their PSA
through a Gallery Walk for review and comments.

Module ? — 1 week before end of semester — PSA Gallery Walk — Critics’ Review

Prior to class, make copies of the Critics Review page so that each student will be able to
review every PSA.

Whole Group Instruction: Distribute the Critic’s Review sheets to the students and discuss
how the class is to proceed through the gallery walk. All Critic Reviews are anonymous. Each
Critic’s Review sheet is to be placed under the keyboard of each team’s station. Students
should spend 3-5 minutes at each station. After the gallery walk, allow the teams time to
review the Critics comments and discuss possible changes they might want to make before
final submission. If time allows, let students begin working on any of their changes.

Module ? — Final PSA Submission

Whole Group Instruction: Remind students that this is the final day to complete any changes
to their PSA and save as a .pps (PowerPoint presentation) .mov (QuickTime movie) or .wmv
(Window MovieMaker movie) All documentation turned in.

Note: Teacher will decide on method for selecting the representative PSA to be submitted to
the District Multimedia Festival at semester’s end. One PSA from each grade level is to be
submitted to their school’s ITRT for sharing at the February Technology Support meeting.
District winners will have their PSA posted on the Portal and possibly on the District web

page.

Approximate Time Needed:
This unit will take one full semester to complete.

Prerequisite Skills:

Students must have basic knowledge of Word with little instruction from the teacher to create
a brochure/newsletter.

Students must have basic knowledge on how to create a multimedia presentation with little
instructions from the teacher using PowerPoint, iMovie, MovieMaker, and/or Frames. The
teacher can create a “My Book” from Recipes4Success to help students assist the students
with the necessary skills.

Materials and Resources Required For Unit

Technology — Hardware:

[ ] Camera [ ] Laser Disk []VCR
X Computer(s) X Printer X Video Camera
X Digital Camera X Projection System X Video Conferencing Equip.
[ ] DVD Player X Scanner [] Other:
X Internet Connection [ ] Television
8
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Technology — Software:

X] Database/Spreadsheet [ ] Image Processing [] Web Page Development
X Desktop Publishing X Internet Web Browser  [X] Word Processing
[ ] E-mail Software X Multimedia [] Other:

[] Encyclopedia on CD-ROM

AUP, Poster of Solar System of Digital Citizenship, CyberSmarts activity
sheets: Power and Responsibility, Safety: Protecting Private Identity
Information, Play It Safe with CyberPals, Dealing with Online Bullies, and Savvy
Printed Talk.
Materials: “Are you a cyberbully” document, MindOh! “Think It Through: Power of Words
pdf,
Brochure_Storyboard.doc, Newsletter-paper_Storyboard.doc, Gallery Walk
template, PSA Report Forms 1 & 2, PSA Critic Review

Supplies: Paper, printer ink, pencils
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Cyber Tree House
http://www.cybertreehouse.com
CyberSmart curriculum activity sheets:
http://www.cybersmartcurriculum.org/lesson_plans/#68
First Adventure: The Three Cyberpigs:
http://mediasmarts.ca/game/privacy-playground-first-adventure-three-cyberpigs
Common Sense Media Curriculum
http://www.commonsensemedia.org/educators
Recipes 4 Success
www.recipes4success.com
Online Safety Quiz
http://www.safekids.com/quiz/
Phishing website:
http://www.surfnetkids.com/what_is_phishing.htm
Think It Through: Power of Words
www.mindoh.com/docs/Think PowerOfWords.pdf
Are you a cyberbully?
Internet www.stopcyberbullying.org/kids/are_you a_cyberbully.html
Resources: Core Rules of Netiquette
www.albion.com/netiquette/corerules.html
Road Map 96: Map07
www.webreference.com/roadmap/map07.html
Netiquette Quiz
www.albion.com/netiquette/index.html
Cybercrime information
http://cybercrime.planetindia.net/intro.htm
BrainPop: Computer Viruses

http://www.brainpop.com/technology/computersandinternet/computerviruses/pr
eview.weml

Introduction to PSA

http://www.centerdigitaled.com/artsandhumanities/How-to-Create-the-Perfect-
Public-Service-
Announcement.html?elg=aab78be3e5134677bc485fd896916909

Learn 360
Project to Keep the Earth Healthy: PSA

Others:

Accommodations for Differentiated Instruction
Resource Students work in pairs and teams to complete work. Allow modifications
Student:
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Non- Team student with bi-lingual student to assist with text.

Native
English
Speaker:

Gifted Allow students to develop other projects in addition to those required.
Student:

Student
Assessmen
t:

Completion of Brochure/ Newsletter and PSA Multimedia Presentation. Refer to checkbrics.
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