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Il FOREWORD

The goal of the WHO health emergencies programme
is to ensure all countries and partners are prepared for,
and can prevent, detect and respond to, emergencies in
order to reduce the mortality and morbidity of affected
populations.

This includes WHQ's own capacity to manage risks and
respond to emergencies in a timely, predictable and

effective manner. Headquarters, regional and country
offices all need to plan, well ahead of a crisis, for the ap-
propriate resources, systems, policies, procedures and
capacities to undertake effective risk mitigation and
response operations in support of and in collaboration
with ministries of health and other partners.

While the effects of hazards and events on WHO operations cannot be fully predicted, understanding the risks which
each office may be subjected to, and preparing business continuity plans that take account of these risks, will help to:

* mitigate the impact of emergencies on WHO staff, premises, assets and programmes, and

* increase WHO resilience and capacity to:

» maintain and restore critical operations to a predetermined acceptable level, and
» initiate new critical and life-saving operations in response to the impact of the event if this event also has

impacts on the health of the populations served.

In this business continuity guidance, a set of actions
to prepare for all types of emergencies and minimize
disruption to WHO operations is proposed. These ac-
tions include developing, implementing, simulating,
monitoring and regularly updating business continuity
plans.

The guidance is based on a common organizational
approach and procedures for risks management and
emergency response across all hazards and at each lev-
el of the Organization. Consideration is given to WHO
adoption of the United Nations Organizational Resil-
ience Management System (ORMS, 2015") and the
WHO corporate risk management policy and process.

Italso encompasses WHO responsibilities under the In-
ternational Health Regulations? (2005) and other inter-
national treaties, as the United Nations lead agency for
health and the Health Cluster, and as a member of the
United Nations or humanitarian country teams.

1 The ORMS is a comprehensive emergency management system linking actors and activities across preparedness, prevention, response and recovery, to enhance resilience in order to improve
the capacity of UN organizations to effectively manage the effects of disruptive events. Corporate Risk Management Policy (November, 2015)

I 2 http://apps.who.int/iris/bitstream/10665/43883/1/9789241580410_eng.pdf
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I k1 INTRODUCTION

Purpose and objectives

Business continuity planning will increase WHO resil-
ience in the face of potential disruptions to the Organi-
zation’s ability to operate during emergencies. Business
continuity plans cover all WHO offices and staff.

Accountability?®

The head of each WHO office is accountable for devel-
oping, maintaining, testing and implementing the
business continuity plan by:

e ensuring that each staff member is familiar with the
plan and can quickly assume his/her role if the plan
is activated;

* maintaining the plan, and ensuring it is regularly
reviewed, tested and updated at least once a year;

The main objectives of WHO's business continuity plans
for emergencies are to:
e guarantee the safety of WHO staff, premises

and assets
e maintain critical WHO programmes and operations
e ensure WHO is able to deliver a swift and effective
emergency response.

WHO ability to respond swiftly to emergencies and
restore critical operations as soon as possible is key
to maintaining credibility in the eyes of partners and
stakeholders. Business continuity plans bring together
all procedures and information necessary for each WHO
office to achieve the above objectives.

WHO office in GOMA after the eruption of

Nyiragongo in 2002

e approving and signing off on the plan and all
subsequent revisions;

e formally handing over the business continuity plan
to his/her replacement.

The heads of WHO offices should only sign plans that
have been tested and in which conflicting issues have
been identified and addressed.

I 3 Accountability is defined in WHO's Accountability Framework as the obligation of every member of the Organization to be answerable for his/her actions and decisions, and to accept responsi-
bility for them.

http://intranet-pdrive.who.int/public-drives/PubDept/DGO-CRE%20-%20Compliance%2C%20Risk%20Management%20and%20Ethics%200ffice/ CMP/reference/accountability_framework.pdf



Scope

Business continuity plans must address the risks most ~ Planning should cover all identified risks and ensure
likely to affect the functioning of a WHO office. These risks  readiness measures are put in place by the office to:

shall be included in the Risk Management Tool complet- e guarantee the safety of WHO staff, premises and
ed by all WHO offices. All scenarios that could affect any assets

aspect of WHO operations (e.g. programmes, human re- * maintain critical WHO programmes and operations
sources, infrastructure, Information technology, telecom- e ensure WHO is able to deliver a swift and effective
munications) should be considered, including both inter- initial emergency response

nal and external incidents (e.g. fires, floods, earthquakes,
conflicts, mass protests).

6’ Examples of hazards impacts on the functionality of WHO offices

The WHO office might be destroyed or access might be blocked temporarily, mobility might be limited, new rules and
restrictions might apply, normal utilities and services such as telephone, internet and waste disposal services might
be disrupted, not all staff might be available or able to work. Additional staff may be required to assist. Additional
office space, equipment, housing, transportation, communication, petty cash and other means to deliver programmes
and services might be required.

Scope

Business continuity plans should:

* be practical, realistic and feasible * be regularly tested and validated
* be simple and easy to perform * be monitored and regularly updated according to
e promote needs based and efficient use of resources evolving risks and needs.

* be based on strong procedures so that they are easy
to operationalize and implement




I F1 GUIDANCE

Planning under the WHO corporate risk
management policy and the UN Organizational
Resilience Management System

WHO has a well-defined Corporate Risk Management
Policy which takes a comprehensive approach to risks,
including technical/public health; financial; staff, sys-
tems and structures; political/governance; strategic; as
well as risks to the Organization's reputation. The Risk
Management Tool facilitates the identification and as-
sessment of risks, the formulation of response actions to
these risks, escalation to senior management level, and
monitoring at all levels of the Organization. The policy

requires “the risks identified as potentially causing a
significant to severe disruption to WHO operations or
to the functionality of a WHO office to be addressed by
business continuity plans”. In line with the above, risks
potentially affecting the functioning of a WHO office or
WHO's operations, should be recorded in the risk regis-
ter of the office in question.

Business continuity and planning is one of seven core elements* of the United Nations Organizational Resilience
Management System (ORMS 2015), under which policy®, implementation across the UN System and in the field is
mandatory. ORMS recommendations are that disruptions to UN functionality and operations be met with flexibility
and coordination, reflect prevailing circumstances, and focus on core priorities by:

e ensuring the health, safety, security and well-being of staff

* protecting assets

* maintaining the continuity of critical processes/capacity to implement mandates and programmes.

T

a. WHO office in GOMA
after the eruption of
Nyiragongo in 2002

b. WHO office in Port
au Prince after the
earthquake in 2010

crisis communications; mass casualty incident response; IT disaster recovery; business continuity; and support to staff, survivors and their families.
5 http://www.unsceb.org/CEBPublicFiles/High-Level%20Committee%200n%20Management/Document/Email%20dated%202%20May%202015_0RMS%20Policy%20-%20signed.pdf

I 4 QOther core elements are: crisis management decision making and operations coordination framework; security support and response;



Preparing for business continuity planning

To initiate planning, the head of each WHO office as-
sembles a team that includes representatives from op-
erations, logistics, security, human resources, adminis-
tration, information and communication technologies
(ICT), and programmes. The team need not be limited
to a specific WHO office and can include people from
other WHO offices or UN agencies.

The process of business continuity planning begins by
identifying the high impact risks to the WHO office, and
assessing their potential consequences on functions
and operations. This step forms part of the WHO ac-
countability framework and is the responsibility of all
budget centres; it allows risk response actions to be es-
tablished orimproved. Risks are identified in relation to
organizational objectives, as defined through strategic
planning processes, programme planning, office plan
development, and ad hoc objective setting exercises
(i.e. emergency response situations).

The risks to be assessed in business continuity planning
are not those threatening the health of the population
served but those threatening the functionality of the of-
fice®. In the UN system, professional security advisors
manage threats to the security of staff, assets and prem-
ises; in the absence of a field security officer in WHO,
advice may be requested from the United Nations De-
partment of Safety and Security (UNDSS) which has se-
curity advisers on the ground.

A simple risk assessment matrix is presented below.
This matrix allows the priority risks to a WHO office to
be identified and recorded, together with their poten-
tial consequences on staff, premises, assets and opera-

tions. The risk levels or scores obtained are defined by
the characteristics of impact and probability (or likeli-
hood), also referred to as “criticality” of the risk”. A risk
may have a major impact when it occurs although the
probability that it may happen can be very remote. Con-
versely, a risk with a minorimpact may turn into a major
risk for the Organization if it occurs repeatedly or is not
managed. Therefore, when discussing the criticality of a
risk, there should be clarity about the impact and proba-
bility of each risk on the relevant objective(s). The scores
obtained from the matrix are worked into a risk scoring
table which determines the risk criticality levels, ena-
bling identification of which risks need to be addressed
firstin business continuity planning.

Once the priority risks to be addressed by business
continuity planning and their potential consequences
have been identified, it is important to assess which
risk response actions need to be initiated, and which
are already in place; in the latter case, assess whether
the measures in place are sufficient to ensure business
continuity or whether they need to be improved or
strengthened.

Should the priority risks and risk response actions
identified as part of the business continuity planning
process not be readily included in the risk register of
the budget centre, the office should ensure that its risk
register, through the risk management tool, will be up-
dated accordingly.

7 The risk scoring table pertains to the WHO corporate risk management policy and thus enables actions additional to business continuity planning to be taken, as required by the WHO

6 Attimes, but not always the same risk (i.e an earthquake) causes damage to an office as well as to the health of the population served.
corporate risk policy.



@ Figure 1: Risk Matrix?®
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For each risk, give a score for the probability (or likelihood) from 1to 5.

Do the same forimpact on staff, premises, assets and programmes, giving each a score from 1to 5, and calculate the average (by adding the scores for each element and dividing by 4) (scores
of S+ score of P + score of A + score of O / 4 = score of impact) between 1 to 5. Plug the results for probability and impact into the risk score matrix to determine the criticality of the risks
to the functionality of the office. Preparedness and/or remedial measures should logically start for the most severe risks first (see figure 2, from the WHO corporate risks management policy).



Safety and security of staff, premises, assets and operations

Business continuity planning should comprehensively  planning of further actions that need to be taken. Coun-
address the safety of WHO staff, premises, assets and ~ try offices not directly benefitting from a WHO field se-
operations. Identifying the priority risks and evaluat-  curity officer can seek the advice and assistance of WHO
ing the risk response actions already in place allows for ~ Staff Security Services® (SEC).

Readiness measures include having the following information available and always
up to date:

Staff o Standard operating procedures (SOPs) for staff tracking, including list of staff with information on
type of contract, dependents and contact details™

 SOPs for emergency communications including a communication tree (similar to the warden system)
o List of security focal points and wardens (and alternates) with contact information

e List of assembly points, evacuation routes and relevant procedures

o List of approved health facilities to be used by staff, with addresses, and names of medical doctors

o Specific memorandums of understanding (MoUs) with health facilities to avoid admission delays in
emergencies

® SOPs for medical evacuation including required documents
* Proper security and safety training and certification of staff
Security e Country and WHO offices specific security plans

Premises o List of addresses and GIS coordinates of premises including warehouses and potential relocation sites
® Regular assessment of office structural safety

® SOPs for relocation

Assets o List of critical and high value assets including information technology (IT) resources, warehouse
inventories, list of all cars and number plates

o List of critical records or documents (e.g. staff contracts, documents for banking, agreements with
government) that, if destroyed, lost or damaged, would cause considerable inconvenience to the
Organization; these records could be located elsewhere

o List of confidential documents that need to be destroyed or taken away in the case of evacuation

 SOPs for asset protection and recovery

Many elements for this part of the plan are available from the UN Minimum Operating Security Standards (MOSS)",
and from reports on residential security measures and security risk management from the UN Department of Safety
and Security. Any concerns on these may be channelled through WHO/SEC.

9 https://intranet.who.int/homes/sec/
10 Staff are encouraged keep an electronic copy of all important document such as identification cards, passports, birth certificates, driving licences
11 UN security policy manual https://dss.un.org/dssweb/policy/securitypolicymanual.aspx




Identifying critical operations and functions that need

to be continued

Critical operations need to be identified ahead of
time. All operations need to be differentiated into
three groups, based on whether they are:

e critical and need to be maintained in the country, or
e can be relocated or performed remotely, or

* can be temporarily suspended.

Identification of critical operations should be based

on criteria such as:

e lifesaving activities

 maintenance of essential health services

e critical liaison with the ministry of health, host
government and other partners

e vital enabling functions such as logistics and
security.

In high to very high security risk countries, pre-identifi-
cation of critical programmes may have been conduct-
ed through joint UN programme criticality assessments.
In other settings, it is recommended that a similar
methodology'? be applied to pre-identify and agree on
critical services.

As well as listing critical functions, the business
continuity plan should provide information on:

e the minimum number of qualified staff required to
continue the critical programmes/activities, and their
roles and responsibilities. These staff need to be identi-
fied and briefed or trained beforehand on the functions
they will perform.

e the minimum resources, including funds and assets,
needed to accomplish these functions, such as office
and meeting room space (if needed through reloca-
tion), information technology materials, communica-
tions systems, vehicles, emergency operations centre
(EOC) kits, basic survival and health kits, and personal
protection equipment. These resources should be iden-
tified beforehand.

&’ Questions to help identify which technical programmes are critical

Is the programme considered lifesaving in the short term? (i.e. delivery of emergency kits)

What would be the impact of suspension for a week, a month or longer on the programme outputs and strategic

results?

Are implementing partners available?

I 12 United Nations System Programme Criticality Framework, 2016, http://www.unsceb.org/CEBPublicFiles/Programme%20Criticality%20Framework%20FINAL%20HLCM%2025102016.pdf



For remotely performed programmes similar arrangements need to be in place.

The plan should also identify partners from the public
and private sectors and other UN agencies who can
provide assistance if and when the business continuity
plan is activated. All have specific strengths, assets or
resources that could be pooled or used by the WHO of-
fice. For example, the International Committee of the
Red Cross (ICRC) may have tents, medical equipment

A sample table is shown below:

and storage space; the World Food Programme (WFP)
and UNICEF could provide vehicles or office space; the
university hospital may have a pool of medical students
who could function as translators for the incident man-
agement team.

Location/ contact details Type of support/services Type of agreement

University
BP, Shell

Up to 3 vehicles without drivers,
3000m? warehouse space (MoU)

Stocked fuel and oil for x days,
x litres

Memorandum of understanding

Emergency care for staff MoU

Existing contract needs
addendum

Responding to a public health emergency

The third part of the business continuity plan (BCP)
should ensure that, among the criticial operations that
need to be maintained or quickly re-initiated, all the
measures needed to respond to a public health emer-
gency are included into the business continuity plan.
These measures will ensure the initiation of emergency
response operations in line with the Emergency Re-
sponse Framework 20173,

This is in case the event which disturbed the function-
ality of the office is also an event that causes a public
health emergency (i.e an earthquake can simultane-
ously damage the office and disturb its operations, as
well as cause traumatisms and other health damage to
the population).

The business continuity plan should include, at

least, SOPs™ on:

e performing rapid risks and needs assessments to
inform grading

e activating the WHO incident management system
(IMS)

e repurposing staff as per the six functions of the IMS

e reprogramming funding

* accessing new emergency funding, surge staff,
prepositioned supplies, etc.

e communicating about the eventand WHO actions to
governments, donors, partners and the media.

14 See https://emanual.who.int/p17/Pages/default.aspx (this site and related SOPs are under revision to accord with the reformed WHO emergency programme)

I 13 Currently being revised and updated




The BCP should also include:
e the addresses of back-up locations and description  The IMS will guide the repurposing of staff once the
of available facilities (workstations, IT, communications  risks and needs assessment has been performed and

equipment, etc.); the emergency has been graded (see figure below).
e the identification and set up of a potential emergency ~ WHO staff need to be identified and trained for the

operation centre (EOC); functions they will perform during an emergency, at
* a list of assets that need to be transferred to the least until the arrival of surge staff; this includes appro-

relocation facility; and priate security training and certification if needed.

* pre-arrangements and memorandums of understanding
(MOUs) to facilitate rapid access to e.g. office space in
hotels, additional transport and accommodation,
internet connectivity solutions.

WHO's IMS Organizational Structure Critical and Sub Functions

LEADERSHIP / INCIDENT MANAGEMENT

Staff health,
wellbeing &
security

communications

External Partner Information Health Operations Finance and
relations B coordination and planning operations support and administration
and technical logistics
EOC Health & Information expertise Finance,
management ~ intersectoral e Riskand needs . Supply chain budget/grants
coordination assessment AL management management
| o Earlywamingand and control [ :
. surveillance . rocurement
liaison « Monfongand measures Field procu
evaluation . sup ort
Information Risk P Human
products communication Health resources &
I & community logistics surge
Planning engagement
e Strategicand
operational Health
planning service delivery
*  Project |
management Technical
expertise, science &
. IMS critical functions resefrCh
Training of
IMS sub-functions health staff



Activating and deactivating the business continuity plan

The head of the WHO office will activate and deactivate
the business continuity plan based on clear criteria and
procedures. Depending on the situation s/he will de-
cide whetherall or only part of the plan is activated.

Phase | - activation

The head of the WHO office or his/her designate:

e activates the BCP and/or gets approval if needed

e notifies the whole staff of the activation of the
business continuity plan

e address security of staff, premises and assets
appropriately

* announces relocation if needed

e announces repurposing of staff to cover both the
emergency response and all operations identified
as critical.

The assigned incident manager, in collaboration with
the WHO head of office, initiates both the setting up of
the incident management system from the pre-identi-
fied EOC, and the response activities.

Phase Il - operations

The head of the WHO office:

e supervises the re-initiation of critical operations

e provides guidance on critical processes and
functions, and maintains contact with other WHO offices

e activates the communications SOP to notify partners
and government about WHO actions in response to
the incident.

Triggers for activation and deactivation should be based
on the risk assessment and possible scenarios.

The appointed incident manager leads the response opera-
tion in close cooperation with the head of the WHO office™.

In a Grade 2 or 3 emergency, surge staff may be called
in to assist in the response; the office prepares to re-
ceive these additional staff.

Phase IlI - return to normal operations

* The head of the WHO office officially deactivates the
business continuity plan.

e Staff return to their respective functions and restart
suspended activities.

e The IMS is terminated and the remaining emergency
operations are absorbed into the office work plan.

Phase IV - after action review

As soon as possible after resuming normal operations,
the WHO office conducts a full review of implementa-
tion of the business continuity plan to identify gaps,
areas for improvement, and needs for adjustment.

A full report of the after action review is submitted to
the Regional Director, Regional Director Administration
and Finances, Regional Director of Program Manage-
ment,Regional emergency director (RED) or executive
director of the WHO health emergency programme, as
appropriate, within 21 days of deactivation of the BCP.

I 15 See the Emergency Response Framework and the Standard Operating Procedures on delegation of authority for roles and responsibilities.




Exercising and maintaining the business continuity plan

As per the United Nations Organizational Resilience
Policy,"® regular review is a crucial element in assessing
an office’s resilience. In order to be effective and relia-
ble, the business continuity plan needs to be subject to
constant improvement, and tested to ensure emergen-
¢y management procedures are consistent with busi-
ness priorities and policy.

Exercising is therefore an integral part of planning. Se-
lection, planning and costing of exercises are well ex-
plained in section 3 of the WHO exercise manual and
the related exercise planning tool'”. The head of the
WHO office ensures testing of the business continuity
plan before approval; business continuity capability
is then maintained and enhanced through yearly up-
dates, reviews and exercises.

Itis also important that WHO offices keep their risk reg-
isters (through the Risk Management Tool) updated on
an ongoing basis, including those risks that could be
threatening to the functioning of the office in case of
serious incidents.

Exercising enables:

e validation of the adequacy of emergency plans,
systems and procedures

e familiarization of all staff with the plan, its
procedures and systems

* enhancement of the functioning of the office during
an emergency

e identification and remedy of deficiencies in the
above

* maintenance and updating of the BCP.

16 See http://www.unsceb.org/CEBPublicFiles/High-Level%20Committee%200n%20Management/Document/ORMS%20-%20Maintenance%2C%20Exercise%20and%20Review%20
%28ME%26R%29%20Regime. pdf
17 The WHO exercise manual, July 2016, and the exercise planning tool, November 2016, will soon be available online.



Il E1 TEMPLATE BUSINESS CONTINUITY PLAN

Current situation

Title: WHO [Officd [name of country/region]
Business Crtradity Plan

Date of approva

Signed by [name]

Short description of WHO office specificities

Please provide:
e adescription of programmes
e anorganigram including number of staff

Results of risk assessment

From the risk assessment and criticality scoring performed,
extract the most critical risks identified as per their impact
on office functioning and operations and their likelihood
of occurrence. Describe in more detail the hazards that
may contribute to these risks as well as their consequences
on staff, premises, assets and operations.

Priority hazard Consequences

Staff
Premises
Assets
Operations

* alist of key assets
e 3 list of offices and their localization.

Evaluate for each risk whether the necessary risk response
actions are in place and are sufficient, or need to be im-
proved or installed.

Necessary risk response o Sufficient

actions * To be improved

o To be installed

Staff
Premises
Assets
Operations

Staff
Premises
Assets

Operations




Risk response actions for ensuring the safety of staff,

premises and assets

Use the evaluation of risk response actions currently in
place to plan further actions needed to strengthen or

implement the necessary risk response actions (see ac-
tion plan below).

Linking to the risk management tool

Once the risks have been identified, assessed and re-
sponse actions developed, the risks should be regis-
tered accordingly in the Risk Management Tool, where

Critical operations

Make a list of all WHO office operations, sorted into
three groups:

e are critical and need to be maintained in the country
e can be relocated or performed remotely

* can be temporarily suspended.

For each programme that needs to be maintained,
whether remotely or not, provide the following in-
formation:

Programme

Critical, re-mote or suspended

they can be continuously monitored, and if necessary,
escalated to senior management.

a list of staff required and their qualifications

a list of identified office staff who can be repurposed,
and their training needs in order to perform the
assigned tasks

a list of resources required to perform the operations
a list for each programme of where the operations
will be carried out, including possible relocation places.

Make sure that relevant SOPs are attached to the BCP.

Inputs needed

taff ____|assets | Location __|Budget ___

Response to a public health emergency

» Make a list of existing staff who will be assigned and
repurposed to:
» perform the risks and needs assessments
» populate the IMS.

e Annexjob action sheets and terms of reference (TOR)
for IMS functions and train staff accordingly.

* |dentify gaps in staffing, and make a list of surge staff
needed, with generic job descriptions.

e Prepare for the EOC and its alternates (premises,
assets, communications, IT)'®.

I 18 WHO Framework for a public health emergency operations centre (Nov 2015)

» Make a list of expected logistics needs with reference
to the list of prepositioned assets.

e List the budget lines that can be reprogrammed for
the response.

* Make a list of donors who could fund emergency
operations, with their contact details and templates
for proposals.

* Make a list of contacts who need to be notified.

* Make sure that the relevant SOPs are available in the

annex to the BCP.



Activation and deactivation of the business
continuity plan

e List the triggers that will activate/deactivate the BCP. * Annex procedures/SOPs for activation/deactivation.

Exercising and maintenance of the business
continuity plan

Exercise calendar

Objective of test Type of exercise Responsible

Exercise calendar
Date Change description Change entered by (name) Approved

(WHO representative)
January 2015 First plan XX, Security Officer XX, WHO representative
September 2015 Update (new staff) XX, Emergency Coordinator XX, WHO representative

Etc.




Action plan

List the actions needed to address insufficient capacities to execute the business continuity plan, in a structured fashion.

Safety - security (staff,
premises and assets)

Update communication | Name Oct 2016
tree
Purchase of Thuraya Name Sept 2016
Continuation of critical/
remote programmes
[dentify critical
programmes

Identify remote office
location

Train staff for repurposed
function

Test relocation SOP
Response to emergency

Find alternate location
for EOC

Make MoU to insure
access to future EOC
location

Test use of EOC
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Accountability

After action review

The obligation of every member of the Organization to be
answerable for his/her actions and decisions, and to accept
responsibility for them.

The result of the process which ensures that health actors take
responsibility of what they are obliged to do and are made
answerable for their actions

Qualitative review of actions taken to respond to an emergency as a
means of identifying best practices, gaps and lessons learned.

A space for collective learning by bringing together the relevant
individuals involved in the emergency response to critically and
systematically analyse actions taken to respond.

The process involves a structured facilitated discussion to review
what should have happened, what actually happened, why, and
how to improve.

WHO Accountability Framework
(20006)

After Action Review Framework
for a Public Health Emergency
Operations Centre (WHO, 2015)

Crisis

Emergency

Emergency operations
centre (EOC)

Event

Hazard

An abnormal situation, or perception, which threatens the
operations, staff, customers or reputation of an organization. It has
the potential to negatively affect the smooth running of an office/
organization's operations, its image and credibility.

Asituation impacting the lives and well-being of a large number
of people or a significant percentage of a population and requiring
substantial multi-sectoral assistance. An event or threat that
produces or has the potential to produce a range of consequences
that require urgent, coordinated action.

The facility from which a jurisdiction or agency coordinates its
response to major emergencies/disasters.

A manifestation of disease, or an occurrence that creates a potential
for disease.

(public health event-"any event that may have negative
consequences for human health. The term includes events that
have not yet lead to disease in humans but have the potential

to cause human disease through exposure to infected or
contaminated food, water, animals, manufactured products or
environments.”

A process, phenomenon or human activity that may cause loss of
life, injury or other health impacts, property damage, social and
economic disruption or environmental degradation.

WHO Business Continuity
Management XV.3.3_BCM
Framework_Dec09

WHO ERF framework, 2017
And

WHO Strategic Framework of
emergency preparedness, 2017

Framework for a Public Health
Emergency Operations Centre
(WHO, 2015)

International Health
Regulations, 2005

And

WHO Emergency Response
Framework (2017)

United Nations General
Assembly 2016.




Incident Management System

The standardized structure and approach that WHO has adopted to
manage its response to public health events and emergencies, and
to ensure that the Organization follows best practice in emergency
management. WHO has adapted the Incident Management System
to consist of six critical functions: Leadership, Partner Coordination,
Information and Planning, Health Operations and Technical
Expertise, Operations Support and Logistics, and Finance and
Administration.

WHO ERF framework, 2017

Preparedness The knowledge and capacities of governments, response and Framework for a Public Health
recovery agencies, communities and individuals to effectively Emergency Operations Centre
anticipate, response to, and recovery from the impacts of awide | (WHO,2015)
range of likely, imminent or current events.

Readiness The ability to quickly and appropriately respond when required. UN General Assembly

Report of the open-ended
The outcome of planning, allocation of resources, training, intergovernment expert working
exercising and organizing to build, sustain and improve group (UNGA, 2016)
operational capabilities based on risk assessment.

Recovery The restoring or improving of livelihoods and health, as well as UN General Assembly
economic, physical, social, cultural and environmental assets, Report of the open-ended
systems and activities, of a disaster-affected community or society, | intergovernment expert working
aligning with the principles of sustainable development and "build | group (UNGA, 2016)
back better’, to avoid or reduce future disaster risk.

Resilience The ability of a system, community or society exposed to hazards | Terminology on Disaster Risk
to resist, absorb, accommodate to and recover from the effects of | Reduction, UNISDR, 2009
a hazard in a timely and efficient manner, including through the
preservation and restoration of its essential basic structures and

Response The provision of emergency services and public assistance during | Disaster Risk Reduction, UNISDR,
orimmediately after a disaster in order to save lives, reduce health | 2009
impacts, ensure public safety and meet the basic subsistence needs
of the people affected.

Risk The expression of the likelihood and impact of an event that would | EC 133/10, 17 May 2013

affect the Organization’s ability to achieve its objectives. If it occurs,
the event may have a positive (opportunity) or negative (threat)
impact on the achievement of the Organization’s political, strategic
and operational objectives.

The potential loss of life, injury, or destroyed or damaged assets
which could occur to a system, society or a community in a specific
period of time, determined probabilistically as a function of hazard,
exposure, vulnerability and capacity

Corporate risk register
And

UNGA 2016



Il 1 REFERENCES AND GOOD PRACTICES

Non Stop Service: Continuity management guidelines for public sector agencies. Emergency Management Australia.
WHO HQ business continuity management governance framework, 2009.

UN framework for crisis and continuity management, 2009.

Business continuity planning white paper: description and framework

WHO HQ Geneva Business Recovery Green Pack 2014.

WHO Corporate Risk Management Policy, 2015.

WHO accountability framework, 2015.

WHO Risk Management Tool, 2017.

UN Organizational Resilience Management System and Policy, 2016.

UN Organizational Resilience Management System: Crisis Management Playbook, Oct 2015.
http://www.phac-aspc.gc.ca/influenza/bcp-eng.php.

WHO. An approach for the integrated and strategic risk assessment of public health threats.
United Nations System, Programme Criticality Framework.

WHO BCP samples of good practices:

» 00088_73_WCO RWANDA BCP Final Feb2016.

» 00064_51_Updated 2015 PNG BCP.

» 00042_26_PAHO Business Continuity Plan 10th revision MAY 2016 HWJ ECB.
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