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Entity: Media and Communications, Risk Assessment open, Current Risk version, Risk is open

Service Area Risk Description Potential Causes Potential Impacts Current Controls Residual 
Likelihood

Residual 
Impact

Total 
Residual 

Risk Score

Adele McCourt (Media and PR Officer) Items in Group: 7

Media and 
Communications

MC4 Ineffective media 
management strategy

Lack of planning; Lack of co-
ordination across Council 
Depts; Lack of 
training/expertise; Inappropriate 
staff structure

Reactive rather than proactive 
approach; Ineffective corporate 
communications; Public 
dissatisfaction; Poor 
relationships with media; 
Reputational damage

Regular contact with media organisations 
through press releases

Media Engagement events

Database of media contacts maintained

Committee papers issued to media 
organisations

Corporate Communications staff in 
attendance at all Council committee 
meetings

Out-of-hours media service

Media monitoring and evaluation 

3 3 9 

Media and 
Communications

MC5 Communications in 
relation to Council events 
are not effective

Lack of 
communication/consultation 
across Council depts.; Poor 
planning; Limited resources; 
Competing corporate priorities; 
Inadequate staff structure

Inconsistent messages; Events 
not promoted effectively; Public 
dissatisfaction; Reputation

Attendance at Event planning meetings

Event Communication Plans

Meetings with Marketing and Events 
Officers

Temporary part-time resource for major 
events

3 3 9 

Media and 
Communications

MC1 Inadequate 
organisation structure for 
Media and 
Communications Service

Changes in overall structures 
across Council; Other corporate 
priorities for HR Service; 
Budgetary constraints 

Inability to provide effective 
communication service; Loss of 
experience; Lack of co-
ordination of communications 
across Council Depts; 
Inconsistent or inaccurate 
communications; Reputational 
impact

Temporary structure in place

Temporary Agency staff in place

Liaison with HR Section and with Chief 
Executive

3 3 9 

25/10/2018 14:27:30

1



Service Area Risk Description Potential Causes Potential Impacts Current Controls Residual 
Likelihood

Residual 
Impact

Total 
Residual 

Risk Score
Media and 
Communications

MC2 Ineffective use of 
social media platforms

Lack of knowledge/expertise; 
Unclear procedures; Lack of 
monitoring of content; Lack of 
security controls

Missed opportunities for 
corporate communication; 
Reputation

Staff training including use of passwords 
and guidelines on authorised content

Individual staff responsible for 
appropriate Social media postings for all 
communications issued

Monitoring of postings on Corporate 
Comms and Mayoral social media 
platforms

2 3 6 

Media and 
Communications

MC3 Ineffective 
Communications related 
to major emergency 
incidents

Lack of planning; Lack of 
communication with statutory 
agencies; Poor cross-
departmental working 

Poor, un-coordinated response 
to emergency situations; Public 
safety implications;  Damage to 
property; Public dissatisfaction

Attendance at regional Emergency 
Communications Group

Templates in place for various 
emergency scenarios

Out-of-hours media service

2 3 6 

Media and 
Communications

MC6 Data protection 
requirements are not met

Lack of policies/procedures; 
Lack of knowledge

Data breach; Litigation; 
Financial cost; Reputation

Staff training in relation to data protection 
requirements

Adherence to Council Retention & 
Disposal Policy

Advice from Council Information & 
Records staff

Privacy notice issued to contacts on 
databases

Templates in place in relation to the 
authorisation of photography at general 
Council events and seeking clarification 
for requirements at major events

2 3 6 

Media and 
Communications

MC7 Third party service 
providers are not 
managed effectively

Inappropriate procurement; 
Lack of contracts

Financial cost; Poor service 
standards

Contract in place for Media Monitoring 
service

Freelance Media List and Freelance 
Photographers List

Procurement training to relevant staff

2 3 6 
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