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Monash University Policy 
 
 
Policy Title Electronic Information Security Policy 

Date Effective 01 June 2017  

Review Date (Under review)  

Policy Owner Chief Information Officer 

Category Operational – Information Technology 

Version Number 2.1 (Administrative amendments effective 1 July 2020) 

Content Enquiries IT Service Desk – http://monash.edu/esolutions/contact 

security@monash.edu 

Scope • All campuses in Australia  

• Monash Malaysia 

• Monash College Pty Ltd  

• All staff, students and other Authorised Users 

Purpose To define the information classification framework; management; roles and 
responsibilities for information assets and the controls that apply to each 
classification. 

To apply proportionate and effective management of information security risks 
throughout Monash University, enable the conduct of the University's business 
and provide directives for the protection of the University's information assets. 

To authorise the establishment of the Information Security Management System 
(ISMS). 

POLICY STATEMENT 

 

1. Information and information asset classification. 
1.1. University information assets shall be managed according to its value and importance to the 

achievement of the University’s strategic goals.  

1.2. Information assets must be classified according to the impact that Monash would incur in case of an 
incident affecting any or all of security attributes of the asset.  

1.3. Risk assessments shall be performed where required, following mechanisms as defined in the IT 
Risk Management Manual. 

2. Information security roles and responsibilities. 
2.1. Roles and responsibilities shall be defined for the ownership and protection of information assets. 

2.2. The Chief Information Security Officer is responsible for the development and maintenance of the 
University’s Information Security Management System (ISMS). 

2.3. The IT Security and Risk Steering Committee will maintain oversight of the University's IT risk profile. 

http://monash.edu/esolutions/contact
mailto:security@monash.edu
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3. Breaches of this Policy and its Procedures 
3.1. Breaches of this Policy and its procedures may result in suspension of access to University IT 

resources. 

3.2. Monash students will be subject to disciplinary action in accordance with the disciplinary procedures 
contained under Monash University Part 7 Student Discipline of Monash University (Council) 
Regulations. 

3.3. Monash University Staff will be subject to disciplinary action in accordance with the disciplinary 
procedures contained in the Monash University Enterprise Agreement or the relevant AWA Terms 
and Benefits Policy and the Monash University Workplace Policies and Procedures as amended 
from time to time.   

3.4. Other Authorised Users not related to Monash University may be subject to appropriate action as 
determined by the University. Such action may include but is not limited to; sanctions and/or removal 
of access to Monash University IT Resources.  

3.5. Breaches of this Policy and its procedures may also be reported to external parties as required under 
law. 

 

Supporting Procedures Electronic Information Security: Callista Access Procedures 

Electronic Information Security: Payment Card Industry Data Security Standard 
(PCI DSS) Procedures (Australia only) 

Electronic Information Security: Information Classification Procedure 

Responsibility for 
implementation 

Chief Information Officer  

PVC and President: Monash University 

President Monash College 

PVC Malaysia Campus 

Status Revised 

Approval Body Name: Chief Information Officer 

Meeting: N/A 

Date: 01 – August - 2017 

Agenda item: N/A 

Endorsement Body Name: Chief Information Officer 

Meeting: N/A 

Date: 01 – August - 2017 

Agenda item: N/A 

Definitions Risk Assessment: the determination of quantitative or qualitative estimate of 
risk related to a well-defined situation and a recognized threat. 

Information Asset: a body of knowledge that is organized and managed as a 
single entity. Like any other corporate asset, an organization's information 
assets have financial value. 

Information security attributes: Confidentiality, integrity and availability is a 
model designed to guide policies for information security within an organization.  
Confidentiality: is the property, that information is not made available or 
disclosed to unauthorized individuals, entities, or processes 
Integrity: involves maintaining the consistency, accuracy, and trustworthiness 
of data over its entire life cycle. Data must not be changed in transit, and steps 

http://monash.edu.au/legal/legislation/current-statute-regulations-and-related-resolutions/monash-university-council-regulations-as-at-2-july-2014.pdf
http://monash.edu.au/legal/legislation/current-statute-regulations-and-related-resolutions/monash-university-council-regulations-as-at-2-july-2014.pdf
https://www.monash.edu/__data/assets/pdf_file/0008/784079/Electronic-Information-Security_Callista-Access-Procedures.pdf
https://www.monash.edu/__data/assets/pdf_file/0008/784079/Electronic-Information-Security_Callista-Access-Procedures.pdf
https://www.monash.edu/__data/assets/pdf_file/0010/798742/Electronic-Information-Security_Payment-Card-Industry-Data-Security-Standards-PCI-DSS-Procedures-Australia-only.pdf
https://www.monash.edu/__data/assets/pdf_file/0010/798742/Electronic-Information-Security_Payment-Card-Industry-Data-Security-Standards-PCI-DSS-Procedures-Australia-only.pdf
https://www.monash.edu/__data/assets/pdf_file/0006/1092741/Electronic-Information-Security-Information-Classification-Procedure.pdf
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must be taken to ensure that unauthorized people cannot alter data. 

Availability: refers to ensuring that authorized parties are able to access the 
information when needed. Information only has value if the right people can 
access it at the right times 

Legislation Mandating 
Compliance 

Australia 
Information Privacy Act 2014 (Vic): note Information Privacy Principles within the 
Act (Section 14 and Schedule 1) 

Health Records Act 2001 (Vic) - note Health Privacy Principles within Act 
(Section 19 and Schedule 1) 

Higher Education Support Act 2003 (Commonwealth) - note Part 5-4 
Management of Information, and specifically section 179-10 Use of Personal 
Information 

Education Services for Overseas Students Act 2000 (Commonwealth) – The 
National Code of Practice for Providers of Education and Training to Overseas 
Students 2018 (National Code 2018)  

Epidemiological Studies (Confidentiality) Act 1981 (Commonwealth) - where 
relevant to a research project (needed) 

Public records Act 1973 (VIC) 

Monash University (Council) Regulations Part 7 

Monash University (Vice-Chancellor) Regulations Part 5 

Monash University Statute 

South Africa 
South Africa: South African Electronic Communications and Transactions Act 
2002 (Act No 25 of 2002) - protects personal information that has been obtained 
via an electronic medium.  

South African Protected Disclosures Act 2000 (Act No 26 of 2000) 

 

Malaysia  
Personal Data Protection Act 2010 

Private Healthcare Facilities & Services Act 1998 

The Private Higher Educational Institutions Act, 1996 (amended 2009) 

The Universities and University Colleges (Amendment) Act, 1996 (amended 
2009) 

 
Related Policies Recordkeeping: Retention and Disposal of University Records Policy 

Conduct and Compliance Procedure - Privacy 

Privacy of Student Records Policy 

Social Media Policy 

Information Technology Acceptable Use Policy - Staff & Other Authorised Users 

Related Documents Monash Privacy Compliance Framework 

IT Security and Risk Framework 

 

http://www.austlii.edu.au/au/legis/vic/consol_act/ipa2000231/
http://www.austlii.edu.au/au/legis/vic/consol_act/hra2001144/
http://www.austlii.edu.au/au/legis/cth/consol_act/hesa2003271/
http://www.comlaw.gov.au/Series/C2004A00757
https://www.legislation.gov.au/Details/F2017L01182
https://www.legislation.gov.au/Details/F2017L01182
https://www.legislation.gov.au/Details/F2017L01182
http://www.austlii.edu.au/au/legis/cth/consol_act/esa1981382/
http://www.austlii.edu.au/au/legis/vic/consol_act/pra1973153/
http://www.monash.edu.au/legal/legislation/current-statute-regulations-and-related-resolutions/monash-university-council-regulations-as-at-2-july-2014.pdf
http://www.monash.edu.au/legal/legislation/current-statute-regulations-and-related-resolutions/monash-university-vice-chancellor-regulations-with-amendments.pdf
http://www.monash.edu/__data/assets/pdf_file/0003/573546/Monash-University-Statute_August.pdf
http://www.gov.za/sites/www.gov.za/files/a25-02.pdf
http://www.gov.za/sites/www.gov.za/files/a25-02.pdf
http://www.justice.gov.za/legislation/acts/2000-026.pdf
http://www.kkmm.gov.my/pdf/Personal%20Data%20Protection%20Act%202010.pdf
https://www.mma.org.my/images/pdfs/Link-LawOfMsiaAct/private-healthcare-facilities-and-services-act-1998.pdf
http://www.cljlaw.com/files/bills/pdf/2012/MY_FS_BIL_2012_09.pdf
https://legal.usm.my/v3/phocadownload/act%2030%20-%20universities%20and%20university%20colleges%20act%201971amended%202012.pdf
https://legal.usm.my/v3/phocadownload/act%2030%20-%20universities%20and%20university%20colleges%20act%201971amended%202012.pdf
file://ad.monash.edu/policy-bank/management/its/recordkeeping-policy.html
http://privacy.monash.edu.au/procedure/
http://www.policy.monash.edu/policy-bank/management/governance/privacy-of-student-records-policy.html
http://www.policy.monash.edu.au/policy-bank/management/global-engagement/social-media-policy.html
http://www.policy.monash.edu/policy-bank/management/its/it-use-policy-staff-and-authorised.html
http://www.privacy.monash.edu.au/
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