<Current Date>
Risk Mitigation and Migration Plan for Payment Card Industry Data Security Standard (PCI DSS) 3.1 Requirement

Dear Sir or Madam:
Please accept this as the Risk Mitigation and Migration Plan for PCI DSS 3.1 for <Winery Name>
A description of where and how we are currently using SSL and/or early versions of TLS, how we intend to mitigate the risks with these technologies, and our migration plan are listed below. 

•
Where are SSL/TLS 1.0 currently used in your environment?
SSL is being utilized on our website for ecommerce transactions. Early versions of TLS are still in use to allow end users to place ecommerce transactions.

•
How are you mitigating risks with SSL/TLS 1.0?
SSL is terminated on Amazon elastic load balancers. Server order preference is enabled enforcing more secure versions of TLS if supported by the client and tls_fallback_scsv is supported to prevent downgrade attacks.

•
How are you monitoring for new vulnerabilities associated with SSL/TLS 1.0? 
Daily scans are being run from multiple ASV’s. In addition to this we subscribe to CVE alerts and review for any openSSL / SSL / TLS vulnerabilities and adjust ciphers as needed.

•
How are you ensuring that SSL/TLS 1.0 are not introduced into your cardholder data environment? (Meaning, how can you verify that new or upgraded systems connected to your cardholder data environment don’t contain SSL/TLS 1.0?)
A policy is in place for any new applications released, they must go through a compliance check to ensure that TLS 1.0 is disabled and only TLS 1.2 or higher is supported.

•
When will your migration plan from SSL/TLS1.0 be completed? 
The migration completion date is set to June 30th, 2018.

Sincerely,
<Name> 
<Title>
<Telephone number>
<e-mail address>
