Cybersecurity Workshop: Risk Assessment through Automated Attack Analysis

. 'husinew-
| LYI ica st inspiration

Efkﬁi»ﬁgf_ Tt gmcgmmfrre customer JIEHWO!

contrisl & '1,../ p I.-”‘ f’l—“l‘ h!
December 6, 2016 - Coronado, CA USA il 'ag‘“’ L ey i

Bolster Your Cyber Defense

Cyber threats facing a nation's critical infrastructure, mission-critical systems, or any Internet of Things (IoT) system, demand a cyber infrastructure that
matches their combined enormity and complexity. Risk management solutions must be capable of understanding intricate attack patterns and assessing
complex vulnerabilities to give stakeholders confidence in their system's ability to withstand malicious attacks.

At the Cybersecurity Workshop, practitioners will break down the Security Engineering Lifecycle to help organizations plan for, budget, and reduce costs
when building/acquiring secure and resilient software-intensive systems. Cyber experts who have written (and are writing) critical IT/software standards will
share business cases where automated risk management, blended with engineering and assurance solutions, addressed key cyber risk issues and enabled
real-time reaction capability.

The learning objectives of this workshop:

Emerging technologies that contain the cost curve for cyber development and integration

The costs involved for budgeting cyber architecture, Risk Management Framework (RMF) analysis, and cyber integration during system integration
How to efficiently maintain cyber protection with constantly evolving threats

Case studies that reveal the costs of integrating cyber into new systems

Attendees will be presented with business cases and practical guidance in achieving these objectives.

This Cybersecurity Workshop is part of the OMG® Technical Meeting, December 5-9, 2016 in Coronado, California. The registration fee for the workshop is
$149. For groups of 5+ people, the registration fee is $99. Contact tracie@oma.org for group registration. If you register for the Technical Meeting week,
there is no additional fee to attend any or all of the special events.

Speaker presentations are posted. Click HERE to download the presentations.

9:00am Welcome and Introductions
Claude Baudoin, owner, cébé IT & Knowledge Management

Morning Session: The Costs of Designing Cyber Front Line Defense

9:15am The Cybersecurity Engineering Lifecycle
Dr. Ben Calloni, Lockheed Martin Fellow; Co-Chair, OMG Systems Assurance Task Force

A discussion of the security engineering lifecycle and how to plan for and understand its costs, covering Risk Management Framework
(RMF), architecture implementation, management, and how to update systems against evolving cyber threats.

10:15am Refreshment Break

10:30am Can System Readiness Level (SRL) Support an Understanding of Cyber Development Costs?
Ron Townsen, Chief Engineer, General Dynamics Mission Systems; Co-Chair, OMG C4l Task Force

A discussion of how to conduct cyber analysis based on the relationship between SRL, cyber development time, and costs. Learn how to
monitor these calculations rapidly and make predictions as systems evolve and the security environment changes.

11:15am Measuring the Cybersecurity of Software
Dr. Bill Curtis, Executive Director, Consortium for IT Software Quality (CISQ)

The high complexity of software leaves systems susceptible to security and software quality failures. Gain best practices for managing the
structural quality of software to avoid system outages and cyber attacks.

12:00pm Lunch

Afternoon Session: Capabilities to Control Cyber Costs
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1:00pm Cyber Security RFI for Reducing Cyber Cost
Ron Townsen, Chief Engineer, General Dynamics Mission Systems; Co-Chair, OMG C4l Task Force

Results will be shared from the OMG C4l Task Force RFI on Cybersecurity. In this interactive discussion, gain an understanding of new,
innovative approaches and designs for containing cyber costs -- covering standards initiatives that will lead to products and processes to
better manage the development and integration of cyber defense into mission-critical systems.

1:30pm Monitoring Security Networks in the lloT
Ron Townsen, Chief Engineer, General Dynamics Mission Systems; Co-Chair, OMG C4l Task Force

The OMG's Data Distribution Service (DDS) is a protocol for the Industrial Internet of Things (110T) which enables network interoperability for
connected machines, enterprise systems, and mobile devices. Learn how to monitor security across a system (or set of systems) and gain
visibility into what's happening across the network in real-time.

2:00pm Enabling Information Sharing and Safeguards
Mike Abramson, President, Advanced Systems Management Group; Co-Chair, OMG C4l Domain Task Force and IEF Working Group

The OMG's Information Exchange Framework (IEF) enables Information Sharing and Safeguarding (ISS) capabilities. This discussion
addresses how to share the "right" information, with the "right" user, at the "right" time, and in the "right" format, given your organization's
needs for interoperability, security, privacy, and other requirements.

2:30pm Refreshment Break

3:00pm Real-Time Secure Collaboration using a Secure Messaging Platform as a Service (SMPaaS)
Nick Stavros, President & CEO, Jackrabbit Consulting

The presentation will demonstrate how the OMG's Secure Data Distribution Service (DDS) is the backbone for a SMPaasS supporting real-
time collaboration of documents, text messaging, and interactive HTML5 forms without using a server.

3:30pm Threat Modeling and Automated Risk Analysis
Djenana Campara, CEO, KDM Analytics; Co-Chair, OMG Systems Assurance Task Force

Risk analysis and risk mitigation of interdependent elements of systems are too often done in isolation, making these systems vulnerable to
multi-stage cyber-attacks, with the potential to wreak havoc in government, industrial, commercial and private domains regionally, nationally
and globally. This presentation will focus on exploring more efficient, systematic and

comprehensive ways of performing risk analysis.

4:00pm Panel Discussion: Linking Threats, Vulnerabilities and Risks to Architecture

Panelists:

Fatma Dandashi, Modeling and Simulation Engineer, MITRE

Matthew Hause, Engineering Fellow, PTC; Co-Chair, OMG UPDM Group

Djenana Campara, CEO, KDM Analytics; Co-Chair, OMG Systems Assurance Task Force

Ron Townsen, Chief Engineer, General Dynamics Mission Systems; Co-Chair, OMG C4l Task Force

The cyber threat is sophisticated and evolving rapidly. Cyber TVRD must be communicated and understood. By having an ability to model
TVRD and linking it to the architecture of the system, the cybersecurity community can develop short, mid-range, and longer-term mitigations
across mission types, adversaries, and system upgrades.

5:00pm Closing Remarks
Claude Baudoin, owner, cébé IT & Knowledge Management
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NOTE: If you register for the Technical Meeting Week, you do not have to pay the additional fee(s) to attend any or all of the special events. If you register only for
special events, the special fees apply.
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