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	Checklist
EXAMPLES OF DAMAGE IN CHAINS


checklist examples of DAMAGE IN CHAINS
This checklist lists examples of damage in chains. Use the checklist to prepare and execute the chain risk analysis. Cf. chapter 4, section 4.2.
Damage occurring in a chain has an impact on one or more groups (users, customers, suppliers). Use both the operational damage and the group on which the damage has an impact to determine the damage (the damage that occurs when the chain does not work correctly).
Critical – High – Medium – Low

Operational damage

Impacted

Critical

· The organisation cannot assist customers

· Critical business processes fail (e.g. billing, accounting, customer orders, purchase orders, logistics)
· Loss of competitive position
High

· Loss of reputation of brand and/or company

· Loss of revenue

· Damage claims

· Business processes fail (e.g. personnel, payroll and financial administration)

Medium

· Costs of corrective action

· Additional paperwork

· Employees cannot do their work

· Loss of employees?

· Fine in case of non-compliance with requirements

· No/Erroneous reporting

Low

· The business process is less efficient (or inefficient)

· Results in a negative image of ICT

· Others may have to deal with waiting times if the information-supplying organisation is too slow

· Helpdesk support

Direct, external

· Customers

· Primary chain partners

· Critical business processes due to secondary chain risks

Direct, external and internal

· Suppliers

· Secondary chain partners

· Business processes due to secondary chain risks

Indirect, mainly internal

· Supervisors
· Accountants

· Management

Indirect, internal

· Internal organisation

Critical damage
· Failing processes. A domino effect of failing processes shuts down the organisation.
· The organisation cannot assist customers.
· Critical business processes stagnate (e.g. order processing, purchasing process, SCM).
· Loss of competitive position.
· Data made public: violation of confidentiality benefits the competition.
· Serious damage (to the organisation’s reputation).
High damage
· Other companies cannot interface, STP or SCM impossible so high(er) operational costs.
· Infecting others (e.g. customers) with a virus.
· Business processes (e.g. personnel, payroll) stagnate.
· Business processes do not work correctly, data disappear.
· Missed market opportunities, damage to the reputation.
· Low (long?) time to market.
· Multiple processes are hindered when a generic component fails.
· Data made public, damage to the organisation’s reputation (we are making headlines).
· Violation of privacy regulations, liable with an eye to the Personal Data Protection Act.
· Damage claims.
· Lots of failures in processes.
Medium damage
· Data contamination due to the lack of checks and verifications.
· Data contamination in sub-chains, interfaces with other sub-chains cause process stagnation.
· The organisation is unable to respond to law changes or new social regulations in a timely manner, resulting in fines, damage claims.
· Additional infrastructure required to improve chain performance, big investments and drawn-out migrations.
· Additional costs to upgrade the platform (hardware or operating system).
· Interconnecting infrastructure takes more realisation effort and extra investments.
· High TCO (total cost of ownership).
· Inconsistent database(s), processes fail, rework/repair work.
· Lower employee productivity, high personnel costs, slow processes.
· Employees are idle because systems are not available, low work motivation.
· Processes do not align, design faults. Costly rework cycles.
· Complete business processes are impossible to execute.
· Waiting times if administrators are unable to take action quickly in the event of calamities.
· Workarounds that slow things down, forced process adjustments.
Low damage
· Additional fallback must be made available (beforehand or afterwards).
· No flexibility to respond to new releases (in case of package software).
· High building and test costs, planning and budget never respected.
· Maintenance becomes more expensive because a regression test is necessary across multiple systems.
· Unchecked redundancy.
· Problems in synchronising systems and data.
· Project delays and bad quality of delivered products.
· Specifications too complex to design, costly projects.
· Testing becomes more costly and sometimes impossible.
· Future changes in the chain cannot be tested.
· Delays or cancellation of project.
· Upgrades of the infrastructure components result in additional maintenance work.
· Lost and/or damaged files.
· Supporting processes cannot be executed.
· Loss of faith on the client’s part.
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