
 
 
 

     
       
       

 

      
     
       

   

 
 

 
 

     
 

                         
   

 
                         
                         

                               
                     

 
                               

                               
     

 
         
       
       

 
     

       
 

 
 

  
 

                                 
                           

                                 
                               

                         
                                   

                           
                         

                       
                                   

                       
                           

     

       

               

OFFICE OF GENERAL SERVICES 

845 S. Figueroa Street, Los Angeles, CA 90017 

REQUEST FOR PROPOSAL 

This document is a Request for Proposal (“RFP”) for Application Security Assessment and 
Analysis Services. 

The State Bar of California (“State Bar”) seeks proposals for Application Security Assessment 
and Analysis Services (“Services”) of its internal and external facing, hosted and cloud‐based 
applications. The State Bar expects to award a contract based on this RFP by September 23, 
2020 for a contract term to begin by October 5, 2020. 

Please submit one (1) flash drive containing the proposal in PDF (file‐to‐PDF only, do not print 
and scan) and attachments in Excel format no later than 3:00 p.m. on September 16, 2020 
(“Submission Deadline”) to: 

The State Bar of California 
845 S. Figueroa Street 
Los Angeles, CA 90017 

Attn: Sunly Yap 
Office of General Services 

213‐765‐1121 
Sunly.Yap@calbar.ca.gov 

I. INTRODUCTION 

The State Bar, created in 1927 by the Legislature and adopted as a judicial branch agency by 
amendment to the California Constitution in 1960, is a public corporation within the judicial 
branch of state government. The purpose of the State Bar of California is to ensure that the 
people of California are served by the legal profession in a manner consistent with the highest 
standards of professional competence, care, and ethical conduct; to carry out such additional 
programs as may be required by law or by rule of court; and to contribute generally to the 
science of jurisprudence and the administration of justice. The State Bar serves as an 
administrative adjunct to the California Supreme Court in all matters pertaining to the 
admission, discipline, and regulation of California lawyers. The California Constitution, the State 
Bar Act and California Rules of Court vest in the State Bar the duty to regulate the legal 
profession, formulate and elevate educational and professional standards, raise the quality of 
legal services, advance the science of jurisprudence, and aid in the improvement of the 
administration of justice. 

San Francisco Office 
180 Howard Street 
San Francisco, CA 94105 

Los Angeles Office 
845 S. Figueroa Street 
Los Angeles, CA 90017 

www.calbar.ca.gov 

mailto:Sunly.Yap@calbar.ca.gov


 
 
 

 
 

                               
                         

                               
                               

                             
             

 
      

 
     
 
                           

                        
                     

                  
 

                         
                     

                     
                       

                         
                         

                     
                   

                         
                   

                      
                   

                     
                         
                  

   
 

                       
                           

                 
 

                      
           

                    
       

                  
           

                  
                       

The State Bar of California’s mission is to protect the public and includes the primary functions 
of licensing, regulation and discipline of attorneys; the advancement of the ethical and 
competent practice of law; and support of efforts for greater access to, and inclusion in, the 
legal system. The State Bar is the largest state bar in the country and licenses approximately 
250,000 attorneys. For more information, visit the State Bar website. The State Bar’s offices are 
located in San Francisco and Los Angeles. 

II. STATEMENT OF WORK 

A. Background 

As part of the State Bar’s continuous risk management program, the State Bar’s 
Information Technology department (SBIT) seeks to conduct a security assessment of its 
internal and external‐facing, hosted and cloud‐based applications so that an appropriate 
set of responses to those threats can be developed. 

The Applications Security Analysis and Assessment is to provide the State Bar with 
detailed findings and recommendations focused on improving the overall security and 
risk profile of the Bar’s applications portfolio, including compliance with cybersecurity 
law, as well as recommending security development practices that the SBIT organization 
should be adopting in current and future technology initiatives. The selected vendor will 
discover and analyze the State Bar’s software applications (as well as the current 
architecture, platform, and design characteristics of the applications) to identify areas 
for improvement. The assessment methodology should be based on industry‐recognized 
standards and best practices such as (but not limited to)that of the International 
Organization for Standardization related to ISO/IEC 27034 Application Security Control, 
Open Web Application Security Project (OWASP), SANS Institute, National Institute of 
Standards and Technology (NIST) Guide for Conducting Risk Assessments (i.e., SP800‐
30r1), Payment Card Industry (“PCI”) Data Security Standard (“DSS”) Guidance: PCI 
Information Supplement: Penetration Testing Guidance v3.2.1 and Federal Risk and 
Authorization Management Program (“FedRAMP”): FedRAMP Penetration Test 
Guidance 2.0. 

Recommendations will be developed around any identified gaps and based on industry 
and vendor best practices as well as lessons learned from other, similar environments or 
customer engagements. Specific goals include, but not limited to: 

1. Gain a better understanding of potential application vulnerabilities that may be 
visible and exploitable internally and externally. 
2. Determine criteria and evaluation against ISO, OWASP, SANS, and NIST 
remediation and/or recommendation thereof. 
3. Analyze current applications framework (internal and external systems) and 
provide recommended changes to improve security. 
4. Identify exploitable vulnerabilities that may impact the confidentiality, integrity, 
or availability of the organization’s information (including 3rd party data housed in 
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the Bar’s applications). 
5. Provide remediation approach for areas of vulnerability. 

These activities are part of the State Bar’s continuous risk management program and are 
focused on identifying the risk level the State Bar is currently exposed to so that an 
appropriate set of corrective actions to prevent those threats can be implemented. 
Work under this assessment project shall commence as soon as feasible and should be 
completed no later than December 18, 2020. 

The State Bar is seeking to identify and select an outside independent organization to 
perform the activities listed above. The remainder of this document provides additional 
information that will allow a candidate service provider to understand the scope of the 
effort and develop a proposal in the format desired by the State Bar. 

B. Current Environment 

The following baseline information may be used in determining the scope associated 
with the requested tasks: 

Server Locations 
3 – San Francisco and Los Angeles, and 
Azure 

LAN Networks 
2 – San Francisco and Los Angeles 

WAS Remote Sites 
3 – San Francisco and Los Angeles, 
and Azure 

User Population 
600 – approximate number of 
authorized users 

Networked Devices 
3000 – approximate number of 
authorized devices, fixed and mobile 

UC Assets 

2 sites 
2 server clusters in San Francisco 
2 server clusters in Los Angeles 

Operating Systems 
Windows, IOS5 

Application 
Languages 

RPG, RPGLE, Profound, CL, CLE, Asp.Net, 
C# on .NET (v4.6.2), IIS‐7.5, Java, 
Salesforce Lightning, other third‐party 
products running on Windows platform 

Key Applications  My State Bar Profile (MSBP) 

3 



 
 
 

 
 

    
          

 
        
        

   
      

       
      
        
        
      
      
    
    
    
      
    
           
  

           
               
         

 

 

        
       

     
              

   
          
      
        

 

 
          

 
    

 
                   

                       
                   

     
 

 Agency Billing 
 Interest on Lawyers Trust Accounts 

(IOLTA) 
 Judicial Nomination Evaluation (JNE) 
 State Bar Portal www.calbar.ca.gov 

(DotNetNuke CMS) 
 Admission Information Management 

System (AIMS) on Salesforce 
 Online Complaint Submission 
 Oracle Fusion Application (Cloud) 
 Certificate of Standing (COS) 
 MCLE Management System 
 AS400 Licensee System 
 Billing Applications 
 Fingerprint System 
 Intranet Site 
 KOALA Billing Application 
 Odyssey CMS 
 MCLE Management System – Admin 
 Jitterbit 

For a complete list of applications 
within the scope of this effort, refer to 
section C.1 of this document. 

Databases 

 State Bar Portal www.calbar.ca.gov 
(DotNetNuke – CMS Database) 

 AS400 DB2 
 SQL DB for AB, MSBP, IOLTA, Online 

Complaint Submission 
 AIMS – Salesforce SOQL/DB, APIs 
 Oracle Fusion DB 
 Odyssey – SBC Portal 

C. Requirements and Scope of Work 

1. General Requirements 

The vendor shall conduct a comprehensive analysis of existing applications, 
application development and testing practices, and tools (e.g. HP Fortify, F5 Web 
Application Firewall) from a security standpoint and shall provide detailed 
findings and recommendations. 
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Through the assessment process, the vendor shall provide an analysis of the 
current security posture of the internally hosted and cloud‐based systems, both 
public‐facing and internal. 

The SBIT organization expects the selected vendor to employ complementary 
techniques and tools such as vulnerability/compliance assessments, risk 
assessments, penetration tests, source code reviews, information security 
program assessment, system design services, and data loss prevention services 
during this project. Additional methods, especially automated ones, should be 
suggested to the SBIT and will be potentially considered value‐add. Application 
assessment techniques will be utilized to identify vulnerabilities and 
programming errors such as: 

 SQL Injection 
 Broken Authentication and Session Management 
 Cross‐Site Scripting (“XSS”) 
 Insecure direct object references 
 Security misconfiguration 
 Sensitive data exposure 
 Missing function level access control 
 Cross‐Site Request Forgery (“CSRF”) 
 Using components with known vulnerabilities 
 Unvalidated redirects and forwards 

The following list of applications, databases, and documentation should be used 
to determine the scope of this project and provide pricing for this engagement: 

 Calbar.ca.gov 
 Statebarcourt.ca.gov 
 Odyssey Portal 
 Online Complaint Submission 
 Paperless Board 
 Voluntary Contribution 
 DNN – Content Management 
 COS (Certificate of Standing) ‐ Admin/Public 
 LAPIS (Lawyer Assistance Program Information System) 
 David Mirror 
 Johnveys Mirror 
 AIMS – Salesforce SOQL/DB, APIs 
 Communities on Salesforce 
 Odyssey Case Management System (Tyler Technologies) 
 My State Bar Profile (MSBP) 
 Agency Billing 
 Agency Billing Reporting 
 KOALA Billing System 
 AS400 ‐ Billing System 
 AS400 ‐ ARCR ‐ Licensee System 
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 AS400 ‐ CSF – System 
 AS400 ‐ Section Legacy System 
 AS400 ‐MCLE Legacy System 
 AS400 ‐ Profound ‐ Backoffice Application 
 LLP/LCORP Renewal 
 Online MCLE Self Study 
 Payment Gateway 
 Fingerprinting 
 Bank Remittance (AB, MSBP, COS, VC, FP, LLP, LCORP, Online MCLE, 

FP‐Penalty) 
 Oracle HCM 
 Oracle Finance 
 Oracle Procurement 
 Judicial Nomination Evaluation (JDE) 
 IOLTA Bank Portal 
 IOLTA Bank Accounts 
 Online Complaint Submission 
 Oracle Fusion Application (Cloud) 
 Certificate of Standing (COS) 
 Conflict of Interest (COI) 
 www.calbar.ca.gov (DotNetNuke – DNN Database) 
 SQL DB for AB, MSBP, IOLTA, Online Complaint Submission 
 AIMS – Salesforce SOQL/DB, APIs 

Additionally, the vendor shall: 
a. Develop an Application Security Policy 
b. Develop source control policy and procedures 
c. Develop database access security and procedures 
d. Review current application implementation (i.e. release 

management) procedures and provide recommendations 

2. Scope of Work 

a. Security Assessment 

i. Identify exploitable vulnerabilities that may impact the 
confidentiality, integrity, or availability of the organization’s 
information. When appropriate to prove or demonstrate 
identified vulnerability, the testing emulates an attack externally 
(or by an external entity) attempting to breach the system from 
the outside. 

ii. Assess current application security measures as they compare to 
security best practices, business objectives, and regulatory 
requirements. 

iii. Identify, collect, and review existing IT security policies, 
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guidelines, standards, practices, processes, and procedures. 
iv. Provide the qualifications, skills, and expertise of the vendor 

team that will work on the process. 
v. Conduct external and internal vulnerability testing and threat 

assessment. 
vi. Scan existing code repository, identify the vulnerabilities, group 

them by severity (Critical, High, Medium, Low), recommend the 
best remediation approach and provide a report 

vii. Analyze the security assessment findings and prepare 
documentation to provide a detailed analysis of the desired 
security posture in relation to industry best practices and provide 
a prioritized action plan. 

viii. Describe what the vendor could offer to help remediate any of 
the problems identified during the assessment. 

ix. Provide sample deliverables. This includes reports, project plans, 
mitigation plans, and other services. 

x. Provide a knowledge transfer plan that includes what vendor 
accomplished and an overview of how it was accomplished. 

b. Application Analysis and Testing 

The vendor shall perform an analysis of the identified sets of applications 
and provide recommended improvements. The analysis shall include the 
following: 

i. Analysis (automated or otherwise) of the State Bar’s application 
portfolio to identify and remediate vulnerabilities and flaws in 
software that may lead to security breaches. 

ii. Examination (Code Review) of source code to identify, detect, 
and report weaknesses that can lead to security vulnerabilities. 

iii. Testing including but not limited to Blackbox, Whitebox and 
Graybox testing to detect conditions that indicate any security 
vulnerability in an application in its running state, and to detect 
issues with interfaces, requests, responses, scripting (i.e. 
JavaScript), data injection, buffer overflows, sessions, 
authentication, etc. 

iv. Analysis of the Bar’s databases to check for updated patches and 
versions, weak passwords, configuration errors, access control list 
(ACL) issues, etc. 

c. Penetration Testing 

To achieve a comprehensive assessment, Penetration Testing is required 
to provide a more complete security assessment. 

i. Conduct penetration tests to identify exploitable flaws and 
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measure the severity of each application and database identified 
in this RFP. 

ii. Conduct external and internal penetration testing to exploit the 
vulnerabilities in the Bar’s system to determine whether 
unauthorized access or other malicious activity is possible and 
identify which flaws pose a threat to the application. 

iii. The Supplier shall provide application penetration testing services 
including but not limited to the following: 

a) Authentication process testing; 
b) Automated fuzzing; 
c) Development of test datasets and harnesses; 
d) Encryption usage testing (e.g., applications’ use of 

encryption) 
e) Forming manual or automatic code review for sensitive 

information of vulnerabilities in the code; 
f) Testing of the application functionality including but not 

limited to: 
 Input validation (e.g. bad or over‐long characters, 

URLs): 
 Transaction testing (e.g. ensuring desired 

application performance); 
g) Testing systems for user session management to see if 

unauthorized access can be permitted including but not 
limited to: 
 Input validation of login fields; 
 Cookie security; 
 Lockout testing; 

h) User session integrity testing. 
iv. The supplier shall perform the application penetration test 

Services on mobile applications as requested. 
v. Identify vulnerabilities in and exploit client‐side software, such as 

web browsers, media players, document editing programs, etc. 
vi. Finalize the penetration testing requirements (scope) for the 

design of test cases. 
vii. Preparation of testing strategy. 
viii. Develop a detailed project schedule for the test effort and 

develop a work plan. 
ix. Ensure review of test cases by the IT Project Team within the 

specified time. 
x. Define the test data required for testing each test case & execute 

the tests as per the test cases. 
xi. Submit the report for penetration testing with details of 

vulnerabilities found. 
xii. Obtain final sign‐off on the test report by respective IT 

Management. 
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xiii. Prepare recommendations to address vulnerabilities for IT 
Management systems. 

xiv. Suggest the IT Security best practices for IT Management. 

3. Deliverables 

At the conclusion of the assessment, the State Bar requires complete and 
comprehensive, standalone written documentation of the approach, findings, 
and recommendations associated with this project. Recommendations should 
include cost justification and incorporate prioritization and timeframes required 
to execute. Delivery of a formal presentation of the findings and 
recommendations to senior management is required, including script notes for 
the presentation. The vendor should also assume a project close‐out meeting 
during which the vendor will brief this presentation to the State Bar. The 
documentation should consist, at a minimum, of the following: 

a. Detailed Technical Report 

A document developed for the use of the State Bar’s technical staff which 
discusses: the methodology employed, positive security aspects 
identified, detailed technical vulnerability findings, an assignment of a 
risk rating for each vulnerability, supporting detailed exhibits for 
vulnerabilities when appropriate, and detailed technical remediation 
steps. 
The report should also include: 

i. Current State Discovery 
a) Identified requirements 
b) Application and database identification 
c) Current state capture 
d) Current coding standards or other practices for security 

ii. Analysis & Findings 
a) Identification of areas of inefficiency and sub‐optimal 

design/configuration 
b) Comparison of current state to industry and vendor best 

practices and lessons learned from prior experience 
c) Threat identification 

iii. Recommendations 
a) Application Framework 
b) Design and development optimization 
c) Application Code Reviews 
d) Vulnerability Identification 
e) Vulnerability Scan Information 
f) Timelines and sequencing of tactical and strategic next 

steps 
g) Prioritization of next steps 
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b. Executive Summary Report 

A document developed to summarize the scope, approach, findings, and 
recommendations, in a manner suitable for senior management review, 
decision‐making, and action. 

III. GENERAL INFORMATION 

The submission requirements for this RFP are set forth below. A proposal shall constitute an 
irrevocable offer for sixty (60) Business Days following the Submission Deadline. Reference to a 
certain number of days in this RFP shall mean Business Days unless otherwise specified. 
“Business Day” means any day except any Saturday, any Sunday, any day which is a federal 
legal holiday in the United States or any day on which banking institutions in the State of 
California are authorized or required by law or other governmental action to close. 

Contact with State Bar personnel in connection with this RFP may not be made other than as 
specified in this RFP. Unauthorized direct or indirect contact with any State Bar personnel may 
be cause for rejection of a bid. 

A. Submission Requirements 

To be considered responsive, a proposal must contain the following, prefaced by a table of 
contents, referenced by table number and page number, and in the order below. 

1. An executive summary of no more than five pages, providing overview of bidder’s 
organizational structure, history, services, market position, unique qualifications, 
strategic alliances, etc. 

2. A detailed proposal for the Application Security Assessment and Analysis, as more 
fully described in RFP Section II.C. 

3. A detailed cost proposal for all Services, including an itemized list of each cost 
component and a clear detailed explanation of the proposed cost structure/model 
for each cost component as Attachment A: Itemized Cost Proposal electronically in 
native .xls format per instructions below. It is unlawful for any person engaged in 
business within this state to sell or use any article or product as a “loss leader” as 
defined in section 17030 of the Business and Professions Code. As the State Bar may 
award a contract based on the initial offer, a bidder should make its initial offer on 
the most favorable terms available. The State Bar reserves the right, however, to 
have discussions with those bidders falling within a competitive range, and to 
request revised pricing offers from them and to make an award or conduct 
negotiations thereafter. 
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4. At least three (3) references for clients for whom the bidder has performed services 
similar to those being requested in this RFP. The references should include the name 
of a contact person, title, physical and email addresses, and telephone numbers. The 
State Bar may, but is not obligated to, contact these references. 

5. The most recent year’s annual reports, or comparable document, including detailed 
current profit and loss, assets and liabilities, and other relevant financial data. 
Bidders must submit Attachment B: Vendor History Questionnaire electronically in 
native .xls format per instructions below. 

6. A list and description of any legal actions, lawsuits, arbitrations or formal protests in 
which bidder has been involved in the last twenty‐four (24) months that would have 
an impact on the bidder’s ability to provide the requested services. 

7. Confirmation that bidder has all necessary business licenses, professional 
certifications or other credentials to perform the services, and that bidder, if a 
corporation, is in good standing and qualified to conduct business in California. 

8. A written acknowledgement of the acceptance of the Contracting Requirements set 
forth in Section IV of this RFP, or an explanation of specific bidder concerns or 
requested changes. Specific terms may be reserved for future negotiation, but must 
be clearly identified and reasons given for the reservation. 

B. Minimum Qualifications and Experience 

Vendors must possess the following minimum qualifications and experience: 

1. At least five (5) years of experience assessing security posture on hosts, 
networks, databases, and applications. The proposer must have recent 
experience (within the past 3 years) providing security vulnerability and risk 
assessment services directly or through a partner relationship. If the 
services are through a partner relationship, the partner must meet the 
minimum qualifications for their scope of services. Public sector experience 
is preferred, but not mandatory. 

2. Project Management and oversight of complex security assessment 
projects, following industry best practices. 

3. The proposer must demonstrate that project team member assigned to the 
project possess the experience, education, knowledge, and skills required 
to perform the work described in this RFP. 

4. Configuration, support, and architectural design of the following platforms 
in an enterprise environment: 

i. AppDynamics application and business performance monitoring 
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ii. Azure Applications Insight cloud services performance monitoring 
iii. HP Fortify application security tool 
iv. F5 Web Application Firewall 
v. Checkpoint Next‐Generation Firewalls 
vi. SQL‐Microsoft SQL Databases 
vii. Cloud, Hybrid, and/or on‐premise application platform 

C. Preferred Qualifications and Experience 

In addition to the minimum qualifications identified above, the State Bar prefers 
vendors possessing some or all the following qualifications for its Project Team 
with at least three (3) years’ experience: 

1. Certified Information System Security Professional (CISSP) 
2. Certified Information Security Manager (CISM) 
3. Certified Information System Audit and Controls Association (ISACA) 
4. Certified System Administration, Networking, and Security Institute (SANS) 
5. Cisco Certified Internetwork Expert (CCIE) Security 
6. Check Point Certified Security Master (CCSM) 
7. Certified Information Systems Security Engineering Professional (CISSP‐

ISSEP) 
8. Certified Information Systems Security Architecture Professional (CISSP‐

ISSAP) 
9. F5 Certified Technology Specialist (F5‐CTS ASM) ASM 

10. GIAC Certified Penetration Tester 
11. Microsoft Certified Solutions Expert (MCSE) Data Platform 
12. Experience in programming and software development using C#.Net 
13. Experience in creating security vulnerability exploits using JavaScript and 

SQL 
14. Experience in authoring web application assessment methodologies 
15. Experience in developing and writing information security policies, strategic 

plans, and security roadmaps 
16. Experience in documenting business security and privacy processes and 

workflows, following industry best practices. 
Resumes must validate that all proposed personnel individually meet the 
Contractor Skills/Experience listed above, including the actual dates of 
employment that validate the years of requested skills and experience. Sub‐
Contractor or Replacement personnel will also need to meet these skills. 

D. Submission Requirements Format Summary 

Proposals must be delivered to Sunly Yap, Office of General Services, by the Submission 
Deadline noted on Page 1 of this RFP. 
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The proposal package must include: 

1. One (1) flash drive containing the proposal in PDF (file‐to‐PDF only, do not print and 
scan) and attachments in Excel format. 

 Proposal (.pdf) 
 Attachment A: Itemized Cost Proposal (.xls) 
 Attachment B: Vendor History Questionnaire (.xls) 

If specific submission components (including the sample reports and contracts requested) are 
particularly large and self‐contained they may be included in a separate appendix rather than in 
the body of the proposal. Submittals should not direct the evaluation team to general 
brochures, marketing materials, or websites to obtain information related to the specific 
submission requirements; submittals that utilize references to external materials as an answer 
will be considered nonresponsive. 

Proposals should be prepared simply and economically, providing a straightforward and concise 
description of the bidder’s ability to meet the requirements of this RFP. Emphasis should be 
placed on completeness and clarity of content, and on conformity to the State Bar’s 
instructions. Proposals should not include generic promotional materials and graphics that 
increase page count and PDF file size without addressing substantive content. Brochures and 
marketing materials may be included as a supplement if desired, in hard copy or in a separate 
PDF file. 

E. Rejection of Proposals 

The State Bar reserves the right in its sole discretion to reject any or all proposals in whole or in 
part, without incurring any cost or liability whatsoever. All proposals will be reviewed for 
completeness of the submission requirements. If a proposal fails to meet a material 
requirement of the RFP, or if it is incomplete or contains irregularities, the proposal may be 
rejected. A deviation is material to the extent that a proposal is not in substantial accord with 
RFP requirements. 

Notwithstanding the foregoing, immaterial deviations may cause a bid to be rejected. The State 
Bar may or may not waive an immaterial deviation or defect in a proposal. The State Bar's 
waiver of an immaterial deviation or defect will in no way modify the RFP or excuse a bidder 
from full compliance with the RFP requirements. 

Any proposal may be rejected where it is determined to be not really competitive, inaccurate or 
unreliable, or where the cost is unreasonable. 

Proposals that contain false or misleading statements may be rejected if in the State Bar's 
opinion the information was intended to mislead the State Bar regarding a requirement of the 
RFP. 
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Proposals that fail to address each of the submission requirements, and in the order requested, 
above may be deemed non‐responsive and will not be further considered. The State Bar, solely 
upon its own discretion, will judge bidders on their overall compliance, may judge a bidder to 
be materially compliant, even if that bidder is non‐compliant to a particular requirement of the 
RFP. 

F. Evaluation Process and Highest Scored Bidder 

An evaluation team will review, in detail, all proposals received to determine the Highest 
Scored Bidder (“HSB”). 

The State Bar reserves the right to determine the suitability of proposals on the basis of a 
proposal's meeting administrative requirements, technical requirements, the review team's 
assessment of the quality and performance of the equipment and services proposed, and cost. 

The following criteria will be used in reviewing and comparing the proposals and in determining 
the HSB. The weight to be assigned to each criterion appears following each item. 

1. Responsiveness of the proposal to the submission requirements set forth in the RFP 
(5%). 

2. Agreement with the State Bar’s Contracting Requirements (5%). 

3. The technical ability, financial viability, capacity, and flexibility of the bidder to 
perform the contract in a timely manner, on budget and to the State Bar's 
standards of professionalism and customer service, as verified by: the content and 
quality of the proposal; the content and quality of any demonstration or 
presentation; client references; demonstrated success in projects with similar 
requirements; reputation in the marketplace; and any other contracts or 
experience with the State Bar (50%). 

4. The total cost of the proposal. If the proposal contains itemized rates, per piece 
pricing, or commission‐based pricing, the State Bar reserves the right to calculate 
total contracted cost by calculating rates using either previous known usage activity 
or future projected volume. Costs will be evaluated only if a proposal is determined 
to be otherwise qualified. Costs should be itemized by type to allow the State Bar to 
implement the proposal over the term of the contract (40%). 

During the evaluation process, the State Bar may require a bidder to answer questions or 
submit additional information with regard to the proposal; and/or may require a bidder to 
participate in an oral interview with or make a formal presentation to the evaluation team 
and/or the State Bar Leadership Team. A key element of any oral interview or presentation will 
be the participation of the specific team members that the bidder intends to work on the State 
Bar’s account. 
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Following the initial review and screening of the written Proposals, using the selection criteria 
described above, several bidders may be invited to participate in the final selection process, 
which may include participation in an oral interview and/or submission of any additional 
information as requested by the State Bar. 

The State Bar reserves the right to review the proposals using a tiered evaluation system, with 
the top candidates advancing as finalists and receiving a full evaluation as outlined above, 
which may include requests for revised pricing from such bidders. 

This RFP does not commit the State Bar to awarding a contract. Bidders shall bear all costs 
incurred in the preparation of the proposal and participating in the proposal evaluation 
process. 

G. Award and Execution of Contract 

Subject to the State Bar’s right to reject any or all proposals, the HSB will be awarded the 
contract. In the case of a virtual tie (defined as evaluation scores within two points of one 
another) the Chief Administrative Officer may determine who will be awarded the contract. 
Notice will be posted at the State Bar’s offices at 180 Howard Street, San Francisco, CA and 
written notice sent to bidders on or about September 23, 2020 of the State Bar’s intention to 
award the contract to the HSB. It is anticipated that final selection of the HSB will be made by 
September 30, 2020. The evaluation team will select a winning proposal subject to approval by 
the Board of Trustees. Upon selection, the State Bar and the selected Vendor will enter into 
good faith negotiations on a contract containing, without limitation, the Statement of Work and 
Contracting Requirements sections below. 

No contract or agreement, express or implied, shall exist or be binding on the State Bar before 
the execution of a written contract by both parties. If agreement on the terms of such a 
contract cannot be reached after a period deemed reasonable by the State Bar in its sole 
discretion, the State Bar may enter into negotiations and sign a contract with any other bidder 
who submitted timely and responsive proposals to this RFP. 

If, after the State Bar and the HSB agree to terms and execute a contract, that contract is 
terminated for any reason, the State Bar may, in its sole discretion, either enter into 
negotiations with the next highest scored bidder, or issue a new RFP and begin the proposal 
process anew. 

Questions regarding the State Bar’s award of any business on the basis of proposals submitted 
in response to the RFP, or on any other matter in connection with the selection process, should 
be addressed in writing to Sunly Yap, Senior Program Analyst at Sunly.Yap@calbar.ca.gov. 

Where written notice is required in this RFP, the notice must be sent by U.S. mail and either 
facsimile or email. 
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H. Errors in the RFP 

If a bidder discovers any ambiguity, conflict, discrepancy, omission, or other error in the RFP, the 
bidder should immediately provide the State Bar with written notice of the problem and request 
that the RFP be clarified or modified. Without disclosing the source of the request, the State Bar 
may modify the document prior to the Submission Deadline by issuing an addendum to all 
potential bidders to whom the RFP was sent. 

If prior to the Submission Deadline, a bidder knows of or should have known of an error in the 
RFP but fails to notify the State Bar of the error, the bidder shall bid at its own risk, and if, 
awarded the contract, shall not be entitled to additional compensation or time by reason of the 
error or its later correction. 

I. Questions Regarding the RFP 

Questions regarding the RFP may be addressed in writing to Sunly Yap at Sunly.Yap@calbar.ca.gov. 
All questions must be submitted no later than five days prior to the date for submission of 
proposals. Questions and answers regarding the RFP may be shared with all bidders known to be 
interested in submitting a proposal. 

If a question relates to a proprietary aspect of its proposal and the question would expose 
proprietary information if disclosed to competitors, the bidder may submit the question in writing, 
conspicuously marking it as “CONFIDENTIAL.” With the question, the bidder must submit a 
statement explaining why the question is sensitive. If the State Bar concurs that the disclosure of 
the question or answer would expose proprietary information, the question will be answered, and 
both the question and answer will be kept in confidence, subject to the California Public Records 
Act. If the State Bar does not concur regarding the proprietary nature of the question, the 
question will not be answered in this manner and the bidder will be notified. 

A bidder who believes that one or more of the RFP’s requirements is onerous or unfair, or 
unnecessarily precludes less costly or alternative solutions, may submit a written request that 
the RFP be changed. The request must set forth the recommended change and reason for 
proposing the change. The State Bar must receive any such request no later than five days 
before the Submission Deadline. 

J. Addenda 

The State Bar may modify the RFP prior to the Submission Deadline by posting, mailing, 
emailing or faxing an addendum to the bidders known to be interested in submitting a 
proposal. If any bidder determines that an addendum unnecessarily restricts its ability to bid, it 
must notify the State Bar in writing no later than five Business Days prior to the Submission 
Deadline. 
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K. Withdrawal and Resubmission/Modification of Proposals 

A proposal may be withdrawn at any time prior to the Submission Deadline by notifying the 
State Bar in writing of its withdrawal. The notice must be signed by the bidder. The bidder may 
thereafter submit a new or modified proposal, provided that it is received at the State Bar no 
later than the Submission Deadline. Modification offered in any other manner, oral or written, 
will not be considered. Proposals cannot be changed after the evaluation process begins. 

L. Protest Procedure 

A bidder may protest the award if it meets any of the following conditions: 

1. The State Bar failed to follow the procedures specified in either subdivision (c) of Public 
Contract Code section 10344. 

2. The State Bar failed to apply correctly the standards for reviewing the format 
requirements or evaluating the proposals as specified in this RFP. 

3. The State Bar failed to follow the methods for evaluating and scoring the proposals 
specified in this RFP. 

4. The State Bar is proposing to award the contract to a bidder other than the bidder given 
the highest score by the evaluation team. 

A bidder qualified to protest should contact Sunly Yap, Senior Program Analyst, 213‐765‐1121, 
to attempt an informal resolution. If this contact is unable to resolve the protest to the bidder's 
satisfaction, the bidder must file a written protest prior to the award. Within five days after 
filing the protest, the protesting bidder shall file a full and complete written statement 
specifying the grounds for the protest. The written protest must state the facts surrounding the 
issue and the reasons the bidder believes the award to be invalid. The protest must be sent by 
certified or registered mail or delivered personally to: 

The State Bar of California 
180 Howard Street 

San Francisco, CA 94105‐1639 
Attention: Chief Administrative Officer 

Protests will be reviewed and decided by the State Bar’s Award Protest Team within 30 days 
after the State Bar issues written acknowledgment of the protest. In the event that a protest is 
filed, the contract award will be postponed pending resolution of the protest. 

M. News Releases 

News releases pertaining to the award of a contract may not be made without the prior written 
approval of the State Bar. 
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N. Disposition of Materials 

All materials submitted in response to an RFP will become the property of the State Bar and will 
be returned only at the State Bar's option and at the expense of the bidder. One copy of each 
proposal will be retained for the State Bar’s official files and become a public record pursuant to 
the California Public Records Act. By submitting a proposal, a bidder agrees to these terms and 
waives any right to pursue a cause of action for damages incurred as a result of the release of 
any information contained in a proposal. 

IV. CONTRACTING REQUIREMENTS 

Upon selection of a Vendor, the terms set forth in this RFP are to be embodied in a definitive 
agreement (“Agreement”) containing such additional covenants and other provisions as may be 
mutually acceptable. 

The State Bar contemplates that, in addition to the terms and conditions described above in 
this RFP, final agreement between the State Bar and the selected Vendor will include, without 
limitation, the below terms and conditions (“Contracting Requirements”). Submission of a 
proposal shall constitute agreement to contract on these Contracting Requirements, except for 
any term specifically reserved in the proposal for future negotiation. 

A. Time of Essence 

Time is of the essence with respect to Vendor’s performance of the services and equipment to 
be provided in the final Agreement. 

B. Warranties and Representations 

1. Vendor and its personnel and employees have the education, qualifications, expertise 
and experience, and the ability necessary to perform the services in a diligent, timely, 
professional, and workmanlike manner consistent with the highest industry standards 
for similar services. 

2. Vendor, its employees, agents and subcontractors shall keep and maintain all such 
licenses, permits or special licenses in good standing and in full force and effect at all 
times while performing the Services. 

3. Vendor’s subcontractors, if any, warrants that its subcontractors, if any, will have the 
same standards of professionalism, ability and expertise as are required of Vendor, and 
its personnel and employees by the final Agreement. 

4. The services furnished pursuant to the final Agreement shall conform with the 
requirements of the final Agreement. 
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5. Vendor has or shall obtain in a timely manner all permits, licenses, registrations or 
approvals which are necessary or applicable to Vendor’s delivery of the services under 
the final Agreement. 

6. Vendor warrants that all Work Product is and shall be Vendor’s original work (except for 
material in the public domain or provided by the State Bar) and does not and will not 
violate or infringe upon the intellectual property right or any other rights of any person, 
firm, corporation or other entity. 

7. Vendor warrants that the State Bar will receive good and valid title to all Work Product, 
free and clear of all encumbrances and liens of any kind. 

8. (i) Vendor owns all right, title, and interest in, or otherwise has full right and authority to 
permit the use of any Pre‐Existing IP; (ii) to the best of Vendor’s knowledge, the P‐
Existing IP does not infringe the rights of any third party, and use of the Pre‐Existing IP 
as well as any of Vendor’s intellectual property rights in connection with the applicable 
statement of work does not and will not violate the rights of any third parties; (iii) 
Vendor will comply with the terms and conditions of any licensing agreements which 
govern the use of third party materials; and (iv) Vendor will comply with all laws and 
regulations as they relate to the services and deliverables. 

9. If any deliverable fails to conform to the standard specified above, Vendor, at its sole 
expense, will promptly correct the defective deliverable. This remedy is cumulative of 
any and all other remedies to which the State Bar may be entitled pursuant to the final 
Agreement and applicable law. 

10. Vendor has been duly organized, is validly existing and in good standing under the laws 
of its respective jurisdiction of organization, and is duly qualified to do business in and is 
in good standing in the State of California. 

11. Vendor represents that no litigation is pending or, to the knowledge of Vendor, 
threatened against or affecting Vendor or any affiliate of Vendor (i.e., entity in which 
Vendor has a minority stake in ownership of such entity) in connection with the Services 
contemplated by the final Agreement, that will have a material adverse effect on 
Vendor’s ability to perform Services. 

12. Accessibility Standards. Vendor will meet certain disability accessibility standards as 
specified in “The State Bar of California Accessibility Standards in Procurement”, as may 
be attached to the final Agreement. 

13. Inducement. The representations and warranties in the final Agreement are essential 
inducements on which the State Bar relies in awarding and performing under the final 
Agreement. 
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14. Survival of Warranties. Vendor’s representations and warranties under the final 
Agreement will survive the termination or expiration of the Agreement and will remain 
in full force and effect throughout the useful life of the deliverables. 

C. Independent Contractors 

1. The relationship of the parties established under the final Agreement is that of 
independent contractors. The final Agreement will not be construed to establish a 
partnership, joint venture, agency, employer‐employee, or other similar relationship 
between the parties. Neither the State Bar nor Vendor is liable for any of the obligations 
or liabilities the other incurs. 

2. Vendor Acknowledgements. Vendor further acknowledges and agrees: 

a. The State Bar may not withhold any amount for any tax or other withholdings 
from any sums due Vendor under the final Agreement; 

b. Unless otherwise provided in the final Agreement, Vendor must furnish all labor, 
tools, equipment and materials necessary for the performance of the Services; 

c. Vendor has no rights under workers’ compensation laws or to the coverage 
under the State Bar’s workers’ compensation plan as a result of any services 
performed; and 

d. Vendor assumes full and sole responsibility for the payment of all compensation 
and expenses for its employees, including workers’ compensation coverage as 
required, all federal, state and local income taxes, unemployment and disability 
insurance, Social Security and other applicable withholdings. 

D. Indemnification 

1. Vendor’s Indemnification Obligation. 

a. To the fullest extent permitted by law, Vendor will indemnify, defend and hold 
harmless the State Bar, including its Board of Trustees, directors, officers, agents, 
and employees, and each of their successors and assigns, (as the same may be 
constituted from time to time and hereinafter referred to as “State Bar 
Indemnified Party (or Parties)”) from and against any and all claims, demands, 
damages, judgments, debts, liabilities, losses, obligations, costs, expenses, liens, 
actions or causes of action (including but not limited to reasonable attorneys’ 
fees, costs and expenses), or any other amounts that the State Bar incurs or pays 
arising directly or indirectly, whether or not litigation is actually commenced 
(collective, “Losses”), arising out of: (a) the material breach by Vendor of any 
warranty, representation, term or condition made or agreed to by Vendor; (b) all 
products and services prepared by or for Vendor hereunder and provided to the 
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State Bar; (c) any claim or action for personal injury, death or otherwise involving 
alleged defects in Vendor’s business or any of its products or services provided 
to State Bar; (d) any breach by Vendor of any statutory or regulatory obligation; 
(e) the actual or alleged infringement by Vendor of any Intellectual Property 
Rights of any person or entity; and/or (f) any act or omission of Vendor, its 
employees, agents or Subvendors. 

b. If both Parties are named as defendants in the same civil action, and the State 
Bar determines that a conflict of interest exists between the Parties, Vendor will 
provide, at its own cost, independent counsel for the State Bar. The State Bar 
may, at its option, designate its Office of General Counsel as an equal 
participating counsel in any litigation wherein the State Bar is defended by 
Vendor 

2. Indemnification Procedures. 

a. If any third party claim is commenced against any State Bar Indemnified Party 
entitled to indemnification under this section, notice thereof will be given to 
Vendor as promptly as practicable. Vendor will immediately take control of the 
defense and investigation of such claim and to employ and engage attorneys 
reasonably acceptable to the State Bar to handle and defend the same, at 
Vendor’s sole cost and expense. The State Bar Indemnified Party will cooperate, 
at the sole cost of Vendor, in all reasonable respects with Vendor and its 
attorneys in the investigation, trial and defense of such claim and any appeal 
arising therefrom; provided, however, that the State Bar Indemnified Party may, 
at its own cost and expense, participate, through its attorneys (including, but not 
limited to, its Office of General Counsel) or otherwise, in such investigation, trial 
and defense of such claim and any appeal arising therefrom. Vendor will not 
enter into a settlement of any claim that involves a remedy other than the 
payment of money by Vendor without the prior written consent of the State Bar. 
If Vendor does not assume full control over the defense of a claim that Vendor is 
obligated to defend as provided in this section, Vendor may participate in such 
defense, at its sole cost and expense, and the State Bar will have the right to 
defend the claim in such manner as it may deem appropriate, at the sole cost 
and expense of Vendor. 

b. Notwithstanding anything to the contrary in this Article, the State Bar may select 
its own legal counsel to represent its interests, and Vendor shall: 

i. reimburse the State Bar for its costs and attorneys’ fees immediately 
upon request as they are incurred; and 

ii. remain responsible to the State Bar for any Losses indemnified under 
Section IV.D.1.a. 
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c. If any legal work reasonably necessary to the State Bar’s defense as described 
herein is performed by in‐house counsel for the State Bar, the State Bar will 
determine the value of such work at a reasonable hourly rate for comparable 
outside counsel and be promptly paid by Vendor; provided, however, the parties 
hereby confirm that such fees will be recoverable with respect to legal work 
performed by the State Bar’s in‐house counsel only to the extent that such work 
is not duplicative of legal work performed by outside counsel paid for by Vendor 
and representing the State Bar in such matter. 

d. Survival. Vendor’s obligations under this indemnity provision will survive the 
expiration and termination of the final Agreement. 

e. Enforcement of this Provision. Vendor will be liable to the State Bar for all costs 
(including but not limited to reasonable attorneys’ fees, costs and expenses) that 
may be incurred by the State Bar for the purposes of enforcing this section. 

E. Rights in Work Product 

1. Intellectual Property Rights Defined. For purposes of the final Agreement, the term 
“Intellectual Property Rights” means know‐how, inventions, patents, patent rights, and 
registrations and applications, renewals, continuations and extensions thereof, works of 
authorship and art, copyrightable materials and copyrights (including, but not limited to, 
titles, computer code, designs, themes, concepts, artwork, graphics and visual elements, 
and methods of operation, and any related documentation), copyright registrations and 
applications, renewals and extensions therefore, mask works, industrial rights, 
trademarks, service marks, trade names, logos, trademark registrations and 
applications, renewals and extensions therefore, derivative works, trade secrets, rights 
in trade dress and packaging, publicity, personality and privacy rights, rights of 
attribution, paternity, integrity and other similarly afforded “moral” rights, and all other 
forms of intellectual property and proprietary rights recognized by the U.S. laws, and 
other applicable foreign and international laws, treaties, and conventions. 

2. Work Product. Vendor recognizes and agrees that all right, title and interest, including 
all Intellectual Property Rights, which may be prepared, procured or produced in whole 
or in part in, or resulting from, the Services rendered by Vendor or Subvendors pursuant 
to the final Agreement, including, without limitation, any and all Deliverables, 
(collectively referred to as “Work Product”) will be owned by the State Bar. To ensure 
that the Work Product becomes the sole property of the State Bar, in consideration of 
the mutual promises contained in the final Agreement, Vendor agrees to transfer, in 
perpetuity, to the State Bar, all of the right, title and interest in the Work Product, in the 
United States of America and throughout the world, and agrees to assign any and all 
renewals and extensions of each such copyright that may be secured under the laws 
now or hereafter pertaining; and Vendor will execute at the State Bar’s expense, all 
documents reasonably required to perfect the foregoing rights in the State Bar. In the 
event Vendor fails to execute any documents, Vendor appoints the State Bar as its 
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attorney‐in‐fact to execute such documents on Vendor’s behalf. Vendor hereby waives 
and/or transfers any and all moral rights, including without limitation any right to 
identification of authorship or limitation on subsequent modification that Vendor (or its 
employees, agents, or consultants) has or may have in the Work Product or any part 
thereof. 

3. No Transfer of Title in and to Vendor’s Pre‐Existing IP. Notwithstanding the foregoing, 
the State Bar acknowledges that independent of the final Agreement, Vendor has 
created, acquired or otherwise has rights in and may, in connection with the 
performance of the final Agreement, employ certain intellectual property, including, 
without limitation, various concepts, ideas, methods, methodologies, procedures, 
processes, know‐how, techniques (collectively, “Pre‐Existing IP”). The State Bar and 
Vendor intend that title in and to such Pre‐Existing IP remain vested in Vendor, provided 
however, that to the extent that Deliverable incorporates any Pre‐Existing IP, Vendor 
hereby grants to the State Bar a world‐wide, nonexclusive, fully paid‐up, royalty‐free, 
perpetual, irrevocable right and license to use such Pre‐Existing IP as incorporated into 
such Deliverable to enable the State Bar to have full use of such Deliverable as 
contemplated by the final Agreement, including, without limitation, the right to run, 
execute, copy, modify, create derivative works, display, distribute and sublicense such 
rights. Vendor represents that its rights to any Pre‐Existing IP are sufficiently broad to 
meet the requirements of this section. 

4. No Transfer of Title in and to State Bar’s Pre‐Existing IP. As between Vendor and the 
State Bar, the State Bar is, and will remain, the sole and exclusive owner of all right, title, 
and interest in and to any documents, specifications, data, know‐how, methodologies, 
software, Confidential Information and other materials provided to Vendor by the State 
Bar (“State Bar Materials”), including all Intellectual Property Rights therein. Vendor has 
no right or license to reproduce or use any State Bar Materials except solely during the 
term of the Agreement to the extent necessary to perform Vendor’s obligations under 
the final Agreement. All other rights in and to the State Bar Materials are expressly 
reserved by the State Bar. Vendor has no right or license to use the State Bar’s 
trademarks, service marks, trade names, logos, symbols, or brand names. 

5. Third Party Materials. As used in the final Agreement, “Third Party Materials” means 
proprietary third party materials which are incorporated into the Deliverables. All Third 
Party Materials are the exclusive property of their respective owners. Vendor must 
inform the State Bar of all Third Party Materials that may be required to perform the 
Services or otherwise integrated into the Deliverables. Under such circumstances, 
Vendor will inform the State Bar of any need to license and unless otherwise provided 
for by the State Bar, Vendor will obtain the license(s) necessary to permit the State Bar’s 
use of the Third Party Materials consistent with the usage rights granted herein. In the 
event Vendor fails to properly secure or otherwise arrange for any necessary licenses or 
instructs the use of Third Party Materials, Vendor hereby indemnifies, saves and holds 
harmless the State Bar from any and all damages, liabilities, costs, losses, or expenses 
(including reasonable attorney’s fees and costs) arising out of any claim, demand, or 
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action by a third party arising out of Vendor’s failure to obtain copyright, trademark, 
publicity, privacy, defamation or other releases or permissions with respect to materials 
included in the Deliverables. 

F. Insurance Obligations of Vendor 

1. Without in any way limiting Vendor’s liability pursuant to the “Indemnification” Section 
of the final Agreement, Vendor must maintain in full force and effect during the term of 
the Agreement at Vendor’s own expense, insurance in the amounts and coverages 
indicated below and pursuant to the following provisions. 

Vendor will provide and keep in full force and effect during the term of the final 
Agreement, at its own cost and expense, the following insurance policies for the joint 
benefit of Vendor and the State Bar: 

i. Commercial General Liability Insurance with a general aggregate limit (other 
than products/completed operations) of no less than Two Million Dollars 
($2,000,000.00) and including products/completed operations coverage with a 
limit of no less than One Million Dollars ($1,000,000.00); at least One Million 
Dollars ($1,000,000.00) premises and operations limit; at least One Million 
Dollars ($1,000,000.00) personal and advertising injury limit; at least One Million 
Dollars ($1,000,000.00) each occurrence limit. Such commercial general liability 
insurance shall name the State Bar, its Board of Trustees, directors, officers, and 
employees as additional insured. Such commercial general liability insurance 
coverage will be with an insurance carrier with an A. M. Best rating of not less 
than A:X. 

ii. Workers’ Compensation coverage as required by law, together with employer 
liability coverage with limits of not less than One Million Dollars ($1,000,000.00) 
per occurrence. Such workers’ compensation insurance coverage will be with an 
insurance carrier with an A. M. Best rating of not less than A:X. 

iii. Comprehensive Automobile Liability Insurance covering owned, leased, hired 
and nonowned vehicles, with a combined liability per occurrence limit of at least 
One Million Dollars ($1,000,000.00). Such comprehensive automobile liability 
insurance shall name the State Bar, its Board of Trustees, directors, officers, and 
employees as additional insured. Such comprehensive automobile liability 
insurance coverage will be with an insurance carrier with an A. M. Best rating of 
not less than A:X. 

iv. Professional Liability Insurance with a general aggregate limit of Two Million 
Dollars ($2,000,000.00) and a per occurrence limit of at least Two Million Dollars 
($2,000,000.00). Such professional liability insurance coverage will be with an 
insurance carrier with an A. M. Best rating of not less than A‐ VII. 
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v. Privacy Security Liability/Cyber Insurance coverage for a minimum limit of One 
Million Dollars ($1,000,000) per claim and annual aggregate. Such privacy 
security liability/cyber insurance will be with an insurance carrier with an A. M. 
Best rating of not less than A:X. 

vi. Umbrella Liability Insurance with general aggregate limit of Five Million Dollars 
($5,000,000.00) and a per occurrence limit of at least Five Million Dollars 
($5,000,000.00). Such umbrella liability insurance shall name the State Bar, and 
its Board of Trustees, directors, officers, and employees as additional insured. 
Such umbrella liability insurance coverage will be with an insurance carrier with 
an A. M. Best rating of not less than A:X 

2. If Blanket Fidelity/Commercial Blanket Bond is required, the State Bar, its Board of 
Trustee, directors, officers, and employees will be named as additional loss payees. In 
addition, all insurance policies will: (i) be primary and noncontributing with respect to 
any other insurance available to the Additional Insureds, with respect to any claims 
arising out of the final Agreement; (ii) apply separately to each insured against whom a 
claim is made or suit is brought; (iii) include a waiver of subrogation provision or 
endorsement in favor of the State Bar; and (iv) be with insurance carrier(s) that are 
authorized to do business in the State of California, and are satisfactory to the State Bar. 

3. Vendor will deliver to the State Bar offices, Attn: Risk Management, 180 Howard Street, 
San Francisco, CA 94105, certificates of insurance evidencing compliance with the 
requirements of this section (including completed certificates and policy endorsements) 
no later than 15 days after the execution of the final Agreement. In no event will Vendor 
commence operations under the final Agreement before furnishing to the State Bar 
such certificates of insurance. 

4. All policies must provide 30 days’ advance written notice to the State Bar of reduction or 
nonrenewal of coverages, material change of coverages, or cancellation of coverages for 
any reason. All such notice will be sent to the Risk Management Office of the State Bar 
as listed in Section IV.F.3 above. In addition, notwithstanding any notices sent to the 
State Bar by the insurer, Vendor will immediately notify the State Bar when it becomes 
aware of any cancellation or material change in the amounts of or type of coverage of 
the insurance policies required. 

5. Should any of the required insurance be provided under a claims‐made form, Vendor 
will maintain such coverage continuously throughout the term of the final Agreement 
and, without lapse, for a period of three years beyond the expiration of the final 
Agreement, to the effect that, should occurrences during the contract term give rise to 
claims made after expiration of the Agreement, such claims will be covered by such 
claims‐made policies. 

6. Should any of the required insurance be provided under a form of coverage that 
includes a general annual aggregate limit or provides that claims investigation or legal 
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defense costs be included in such general annual aggregate limit, such general annual 
aggregate limit will be double the occurrence or claims limits specified above. 

7. Should any required insurance lapse during the term of the final Agreement, requests 
for payments originating after such lapse will not be processed until the State Bar 
receives satisfactory evidence of reinstated coverage as required by the final 
Agreement, effective as of the lapse date. If insurance is not reinstated, the State Bar 
may, at its sole option, terminate the final Agreement effective on the date of such 
lapse of insurance. Termination will be in addition to any other rights or remedies that 
the State Bar may have under the final Agreement. 

8. Failure to maintain insurance will constitute a material breach of the final Agreement. If 
Vendor fails to secure and maintain insurance policies complying with the provisions of 
the final Agreement, the State Bar may purchase the required insurance coverage and 
Vendor will reimburse the State Bar for all associated costs, which will be in addition to 
any other rights or remedies available to the State Bar under the final Agreement. 
Alternatively, the State Bar may terminate the final Agreement. Termination will be in 
addition to any other rights or remedies that the State Bar may have under the final 
Agreement. 

9. If Vendor assigns, subcontracts, or delegates any portion of the duties under the final 
Agreement, Vendor will ensure that each assignee, Subvendor, or delegee purchases 
and maintains the same insurance coverage required pursuant to the final Agreement, 
provided however, that nothing herein will be construed as permitting Vendor to assign, 
subcontract or delegate any portion of the duties under the Agreement without the 
State Bar’s prior written consent. 

G. Termination 

1. Termination. The State Bar may terminate the final Agreement, in its sole discretion, 
without cause and for any reason upon 14 calendar days’ written notice to Vendor, such 
termination effective upon the State Bar’s delivery of such termination notice. Vendor’s 
sole compensation shall be for that portion of the Services performed to the date of 
termination, together with reimbursable expenses, if any, then due pursuant to the 
Agreement; provided, however, that the State Bar shall not be obligated to pay Vendor 
for any services or expenses not authorized by the State Bar pursuant to the final 
Agreement. 

2. Automatic Termination. The final Agreement will terminate automatically in the event 
of: (i) the bankruptcy or insolvency of either party; (ii) the death or total incapacity of 
Vendor or other occurrence beyond the control of Vendor which will materially affect 
the timeliness or quality of Services performed; or (iii) failure to comply with federal, 
state or local laws, regulations, or requirements. 
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3. Termination in Event of Material Breach. Without limiting any of the rights specified in 
this section, either party may terminate the final Agreement (the “Terminating Party”) if 
the other party is in breach of a material obligation arising under the final Agreement 
and fails to cure that breach within 15 Business Days following the Terminating Party’s 
written notice of its intention to exercise its rights under this section. 

4. Appropriation of Funds. If the term of the final Agreement extends beyond the fiscal 
year in effect when the final Agreement was entered into by the Parties, Vendor 
acknowledges that continuation of the final Agreement may be subject to annual 
funding through the state legislative process. In such event, if funds to effect the 
continuation of the Term are not appropriated, Vendor shall commence and perform, 
with diligence, all actions necessary on the part of Vendor to effect the termination of 
the final Agreement on the date specified by the Authorized Representative and to 
minimize the liability of Vendor and the State Bar to third parties as a result of 
termination, including, without limitation, accepting the return from the State Bar of 
any affected equipment, products, software or hardware furnished under the final 
Agreement, and ceasing performance of the Services as directed by the Authorized 
Representative without any further obligation on the part of the State Bar. 

H. Confidentiality and Publicity 

1. Confidentiality Obligations. “Confidential Information” means all information identified 
in written or oral format by the State Bar as confidential, a trade secret or proprietary 
information, including without limitation, licensee (former and current) or applicant 
records, data, nonpublic information pertaining to financial, personnel, or the activities, 
business or operations of the State Bar. Vendor will not disclose Confidential 
Information to any third party other than persons in the direct employ of Vendor or 
Subvendors who have a need to have access to and knowledge of the Confidential 
Information solely for the purpose of carrying out Vendor’s Services under the final 
Agreement. Vendor must take appropriate measures by instruction and agreement prior 
to disclosure to such employees to assure against unauthorized use or disclosure. 
Confidential Information does not include information which: (a) Vendor can 
demonstrate was rightfully in possession of or known to Vendor without any obligation 
of confidentiality prior to receiving it from the State Bar; (b) is, or subsequently 
becomes, legally and publicly available without breach of the final Agreement; (c) is 
rightfully obtained by Vendor from a source other than the State Bar without any 
obligation of confidentiality; or (d) is disclosed by Vendor under a valid order created by 
a court or government agency, provided that Vendor provides prior written notice to 
the State Bar of such obligation and the opportunity to oppose such disclosure. Upon 
written demand of the State Bar, Vendor will cease using the Confidential Information 
and return the Confidential Information and all copies, notes, or extracts thereof to the 
State Bar within 10 calendar days of receipt of notice. The parties agree that this Section 
applies retroactively to all disclosures made by the State Bar prior to the execution of 
the final Agreement, and that the terms and conditions herein supersede any prior 
nondisclosure and confidentiality agreement previously entered into by the parties. 
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2. Injunctive Relief. Vendor hereby acknowledges and agrees that in the event of any 
breach of the final Agreement by Vendor, including, without limitation, the actual or 
threatened disclosure or unauthorized use of Confidential Information in violation of the 
final Agreement, the State Bar will suffer an irreparable injury, such that a remedy at 
law will not afford it adequate protection against, or appropriate compensation for, 
such injury. Accordingly, Vendor hereby agrees that the State Bar will be entitled, upon 
proper showing of probable risk of such injury, to seek specific performance of Vendor’s 
obligations under the final Agreement and injunctive or other equitable relief as a 
remedy for any such breach or anticipated breach without the necessity of posting a 
bond. Any such relief will be in addition to and not in lieu of any appropriate relief in the 
way of monetary damages as may be granted by a court of competent jurisdiction. 

3. No Publicity. Without the State Bar’s prior written consent, Vendor may not issue any 
public announcements concerning the State Bar, including, without limitation, 
referencing the State Bar on Vendor’s website or other publicity or promotional 
materials. 

I. Compliance with Laws 

Vendor must comply with all applicable laws, ordinances and regulations adopted or 
established by federal, state or local governmental bodies, or agencies, including but not 
limited to the provisions of the Fair Employment and Housing Act (Government Code 
section 12900 et seq.) and any applicable regulations promulgated thereunder (California 
Code of Regulations, Title 2, section 7285.0 et seq.), Americans with Disabilities Act /ADA 
Amendments Act of 2008, and section 508 of the Rehabilitation Act. Vendor must include 
the nondiscrimination and compliance provisions of this clause in all subcontracts to 
perform work under the final Agreement. 

J. Staffing 

1. No Assignment, Subcontracting, Delegation or Transfer. 

a. Vendor shall not assign, subcontract, delegate or otherwise transfer any of the 
rights, duties or obligations of the final Agreement to any third party without the 
prior written consent of the State Bar and compliance with the requirements set 
forth below. 

b. Conditions Precedent for Vendor to Subcontract the Services. Vendor may 
retain independent Subvendors to furnish Services and access Confidential 
Information (as defined in Section IV, subsection H.1.) only in accordance with 
this section ( “Subvendors”). All Subvendors must be approved in advance in 
writing by the State Bar, such approval to be granted in the State Bar’s sole 
discretion. In advance of providing any Services or receiving any Confidential 
Information, all Subvendors will execute a written agreement reasonably 
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satisfactory to the State Bar: (i) sufficient to secure compliance by such 
Subvendors with the obligations of confidentiality concerning Confidential 
Information as set forth in Section IV, subsection H; (ii) in accordance with 
Section IV, subsection E.2. (Rights in Work Product), acknowledging Subvendor's 
obligation to transfer and/or assign any rights, title, and interest to all materials 
and Work Product in connection with performance hereunder; and (iii) effecting 
assignments of all Intellectual Property Rights concerning the Work Product, 
including the Deliverables to the State Bar as specified in Section IV, subsection 
E. The State Bar, upon request, may review such agreements at any time before 
or after execution by such Subvendors to ensure compliance with the final 
Agreement. 

c. Assignment of Personnel. Vendor must have control of its employees and 
Subvendors (if any) (individually and collectively, “Personnel”) it assigns to 
perform Services; provided, however, that if the State Bar becomes dissatisfied 
with the performance of any of Vendor’s Personnel providing Services, the State 
Bar may notify Vendor of the details of the unsatisfactory performance and the 
parties will cooperate to remedy the problem as soon as reasonably possible. If 
the State Bar makes such a request, Vendor will use its best efforts to reassign 
any Personnel who are the subject of the State Bar’s dissatisfaction and instead 
attempt to provide Services through replacement Personnel. Services performed 
under the terms of the final Agreement will be performed at the State Bar's 
offices or Vendor’s offices. 

d. Vendor’s Project Liaison. Vendor must designate an employee of sufficient 
management rank to act as its representative in dealing with the State Bar 
(“Vendor’s Project Liaison”). Vendor’s Project Liaison must represent Vendor and 
have responsibility for ensuring that Vendor performs its obligations under the 
final Agreement and for communicating with the State Bar regarding status of 
and issues related to performance of Services. Vendor must use reasonable 
efforts to minimize changing the person who is serving as Vendor’s Project 
Liaison during the Term. 

K. Backup Facilities 

Contractor will have sufficient backup facilities so that the State Bar’s project can be 
completed as scheduled in the event that Contractor’s original facility cannot complete 
the project as planned. 

L. Conflict of Interest 

The State Bar, as a public corporation, and its designated employees and consultants, 
are subject to government‐mandated conflict of interest provisions. Vendor will 
familiarize itself with the State Bar’s Conflict of Interest Code (“Code”), and agree to 
comply with the provisions of and file reports required by the Code. 
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M. General Provisions 

1. Force Majeure. Neither party will be deemed in default of the final Agreement or any 
provision hereunder to the extent that any delay or failure in the performance of the 
obligations of such party (other than the payment of money) results from any significant 
and material causes beyond its reasonable control and without fault or negligence by 
such party. Examples of such causes include, but are not limited to, (a) acts of God or 
public enemy, (b) acts of the government in either its sovereign or contractual capacity, 
(c) fires, (d) floods, (e) epidemics, (f) quarantine restrictions, (g) strikes, (h) embargoes, 
(i) earthquakes, and (j) unusually severe weather. 

2. Jurisdiction. The final Agreement is deemed to have been made and entered into by the 
parties at San Francisco, California and will be construed according to the laws of the 
State of California. Any litigation arising out of or in connection with the final Agreement 
will be filed in the appropriate court in San Francisco, California. 

3. Audit. The State Bar reserves the right to have an independent audit conducted of 
Vendor’s compliance with the terms of the final Agreement if the State Bar reasonably 
believes such audit is necessary to ensure confidentiality and or financial or program 
accountability or integrity. Accordingly, Vendor agrees that the State Bar or its 
designated representative will have the right to review and to copy any records and 
supporting documentation pertaining to the performance of the final Agreement. 
Vendor agrees to maintain such records for possible audit for a minimum of two years 
after final payment, unless a longer period is stipulated. Vendor agrees to allow 
interviews of any Personnel who might reasonably have information related to such 
records. Further, Vendor agrees to include a similar right of the State Bar to audit in any 
subcontract related to the performance of the final Agreement. 

4. License. In those instances where required, Vendor represents and warrants that 
Vendor holds a license, permit or special license to perform the services pursuant to the 
final Agreement, as required by law, or employs or works under the general supervision 
of the holder of such license, permit or special license and shall keep and maintain all 
such licenses, permits, or special licenses in good standing and in full force and effect at 
all times while Vendor is performing the services pursuant to the final Agreement. 
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