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l. INTRODUCTION

The School Employees Retirement System of Ohio (SERS) is requesting proposals
for candidate profiles from vendors who can provide an IT Network Security Engineer
candidate for direct hire. Only the firm that provides the accepting candidate will be
eligible to enter into an agreement with SERS for compensation for their services.

Il BACKGROUND

SERS is a statewide defined benefit retirement system for non-certificated persons
employed by the public schools within the state’s cities, villages and counties, as well
as local districts, vocational and technical schools, community colleges, and The
University of Akron. SERS provides service retirement, disability and survivor
benefits, and access to health care coverage for benefit recipients and their
dependents. General administration and management of the plan is vested in the
Retirement Board established under Chapter 3309 of the Ohio Revised Code.

This position will be working full-time on day-to-day network and security activities to
support and maintain LAN/WAN, firewalls, routers, switches, storage, network
infrastructure, Active Directory, endpoint protection, and DNS. The salary range for
this position is $73,593 — $110,387. Salary will be determined based on the
candidate’s qualifications and experience. This position is also eligible for SERS’
employee benefit package.

Links are available for the most recent SERS Comprehensive Annual Financial
Report.

M. SCOPE OF SERVICES

SERS is seeking firms that can provide candidate profiles/resumes of individuals who
can perform the duties of a Network Security Engineer on a full-time basis as a direct
hire.

The Network Security Engineer will:

Be available to work full-time beginning on or before October 5, 2020 at the SERS
office at 300 East Broad Street, Columbus, Ohio.

The Network Security Engineer, under the direction of the IT Technical Manager, is
responsible for performing Enterprise related activities necessary for the
maintenance and support of LAN/WAN, firewalls, routers, switches, storage, network
infrastructure, server environments, identity access management (IAM), and any
applicable operating systems and related hardware/software.

Required:


http://codes.ohio.gov/orc/3309
http://www.ohsers.org/financial-reports
http://www.ohsers.org/financial-reports
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With guidance from the technical architects and senior engineers:

Implement, maintain, monitor, and troubleshoot all physical/virtual networking
infrastructure and related operating systems, supporting services and
hardware/software.

Assist in the configuration, maintenance, monitoring and support of all
physical/virtual server environments, VMWare, Linux, and Windows Based
Systems.

Configure, implement, maintain, and troubleshoot routing and switching
equipment.

Plan, engineer, and monitor the security configurations for the protection of the
network systems.

Perform various IAM tasks, including but not limited to, managing privileged
identities, Group Policy, Azure AD, DNS, and DHCP.

Maintain firewalls, virtual private networks, and web protocols.

Implement, test, and manage vulnerability remediation activities that support
security objectives and Enterprise Systems.

Perform threat hunting activities of system logs, events, and alerts from all
collected systems and architectures.

Comply with all security policies and procedures to ensure that the highest
level of system and data confidentiality, integrity and availability is maintained.
Maintain endpoint protection.

Perform disaster recovery/business continuity planning, preparation, and
execution.

Evaluate and recommend vendor products relating to network, security, and
server solutions.

Create and maintain documentation for network, security, and server related
systems and hardware/software.

Perform project management activities on all size technical services projects
and support all phases of project's development life cycle.

Provide after hour support for daily business needs.

Other responsibilities as assigned.

The position is required to carry cell phone with text messaging capabilities to
respond to daily business needs.

Education and Skills/Qualifications

Bachelor's degree (B.S.) in computer science or related field; or
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e Three to five years related experience and/or training; or
e Equivalent combination of education and experience.

e Familiarity with Cisco Nexus, F5 load balancers, next generation firewall, and
EDR

SERS will consider only proposals for the services as described above. Responses
submitted for other services will not be considered.

V.

PROPOSAL SUBMISSIONS
A. Response Deadline

The completed Response must be received by Friday, September 11, 2020 6:00
p-m., Eastern Time. Responses received after the Response deadline will not be
considered.

B. Delivery
Contact person for all responses, and communications:

HR Department
School Employees Retirement System
300 East Broad Street, Suite 100
Columbus, OH 43215
HRProcure@ohsers.org

The Responses should be sent in PDF file format by email to the contact email
address identified in this Section IV.B.

Faxed transmissions are not acceptable and will not be considered.

C. Response Documents

All of the following documents must be submitted together and in the order
listed.

1. A Cover Letter submitting the vendor's Response on the vendor's
letterhead signed by at least one individual who is authorized to bind the
vendor contractually. This cover letter may be an electronic image
contained within the PDF file.

2. The Questionnaire in Appendix A. with the question and/or request
duplicated in the Response before the answer or response.

D. Submitted Responses

Any Response submitted will become the property of SERS. SERS reserves the
right to retain all Responses submitted, and use any information contained in a
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Response except as otherwise prohibited by law. All Responses and the
contents thereof will be deemed to be a public record which is open to
public inspection after a vendor has been selected and contract has been
executed, if any. A vendor may include one additional copy of its Response with
any proprietary trade secret information redacted and marked as such with a brief
written basis as to why it believes the information is protected from disclosure. In
the event that SERS receives a public records request to which, in SERS’ sole
discretion, any of a vendor's materials are responsive, SERS may release the
vendor’s redacted materials, or in the event no redacted materials are submitted,
the vendor’s unredacted materials without notice to the vendor. In the event any
of the vendor's redactions are challenged, the vendor shall have sole
responsibility to defend such redactions at its cost and expense. SERS will not
institute any legal action to defend any of vendor’s redactions, but will notify the
vendor of such challenges.

E. Communications with SERS

Vendors which intend to submit a Response should not contact any member of
SERS Staff or members of the Retirement Board. An exception to this rule applies
to vendors who currently do business with SERS, but any contact made by such
vendor(s) with persons should be limited to that business, and should not relate to
this RFP.

F. Questions Relating to this RFP

All questions concerning this RFP must be received in writing by fax or email by
the Contact person by Wednesday, August 26, 2020, 4:00 p.m., Eastern Time.
Answers to only faxed or emailed questions received by this deadline will be
available to all vendors by a posting at www.ohsers.org. Questions submitted
after 4 p.m. or other than by fax or email will not be considered.

V. SELECTION PROCESS

SERS staff will evaluate all timely and complete Responses. SERS reserves the right
to request that any Response be clarified or supplemented.

VI. TENTATIVE TIME TABLE

The following is the tentative time schedule for SERS’ search for vendors to provide
the requested services. All dates are subject to modification by SERS without prior
notice.

Issuance of RFP: Monday, August 17, 2020
Question Deadline: Wednesday, August 26, 2020, 4:00 p.m. EDT

Response to Written Questions: Wednesday, September 2, 2020, 4:00 p.m. EDT
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RFP Response Deadline: Friday, September 11, 2020, 6:00 p.m. EDT
Candidate Interviews: Following RFP submittal

Start Date: Upon execution of contract, selected candidate to start on or before
October 5, 2020.

The vendor(s) selected must enter into a contract.

VIl. CRITERIA

The criteria for selection of the Network Security Engineer will include, but are not
limited to, the candidate’s qualifications, experience, and the firm’s recruitment fees.

VIII. QUESTIONNAIRE

Vendors must complete the Questionnaire appearing in Appendix A. Responses to
the questions should repeat the question and be answered in order. Limit each
response to no more than one-half page.

IX. TERMS AND CONDITIONS

SERS makes no representations or warranties, expressed or implied, as to the
accuracy or completeness of the information in the RFP and nothing contained herein
is or shall be relied upon as a promise or representation, whether as to the past or
the future. The RFP does not purport to contain all of the information that may be
required to evaluate the RFP and any recipient hereof should conduct its own
independent analysis of SERS and the data contained or referenced herein. SERS
does not anticipate updating or otherwise revising the RFP. However, this RFP may
be withdrawn, modified, or re-circulated at any time at the sole discretion of SERS.

SERS reserves the right, at its sole discretion and without giving reasons or notice, at
any time and in any respect, to alter these procedures, to change and alter any and
all criteria, to terminate discussions, to accept or reject any Response, in whole or in
part, to negotiate modifications or revisions to a Response and to negotiate with any
one or more respondents to the RFP.

SERS is not and will not be under any obligation to accept, review or consider any
Response to the RFP, and is not and will not be under any obligation to accept the
lowest offer submitted or any offer at all. SERS is not and will not be under any
obligation to any recipient of, or any respondent to, the RFP except as expressly
stated in any binding agreement ultimately entered into with one or more parties,
either as part of this RFP process, or otherwise. Any decision to enter into a binding
agreement with a respondent to this RFP is in SERS’ sole discretion.

This RFP is not an offer but a request to receive a Response. SERS will consider a
Response as an offer to develop an agreement based upon the contents of the
Response. Respondents agree that the contents of their Responses are valid for one
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year from the date of submission. SERS will not be liable for any cost incurred in the
preparation of a Response and will not reimburse any respondents for their
submission. Expenses related to the production of a Response are the sole
responsibility of the respondent.
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Appendix A
QUESTIONNAIRE
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Responses to the following questions should repeat the question and be answered in
order. Limit each response to no more than one-half page.

A. Vendor

1. Provide the vendor’'s name and the principal office’s address, telephone
number, and website.

2. Provide the name, address, telephone number, and email address of the
vendor’s primary contact for this proposal.

3. Describe the vendor’s primary business focus.
4. Specify how many years the vendor has been in business.

B. Proposed Candidate

1. List the name of each individual that the firm is proposing as a Network
Security Engineer candidate and attach their resume/candidate profile.

2. Is the candidate legally authorized to work in the United States?

3. Does the candidate now or will the candidate in the future require sponsorship
for employment visa status (e.g. H-1B visa status)?

4. Does the proposed candidate meet the criteria in Section Il of the RFP, and
can the candidate perform the required essential duties and responsibilities of
the position?

C. Standards of Conduct

1. Does the vendor have a written code of conduct or set of standards for
professional behavior?

2. How does the vendor identify and manage conflicts of interest?

3. Are there any potential conflicts of interest that the vendor would have in
providing the requested services to SERS? If yes, explain.

4. List and describe any relationships and/or contacts that the vendor or its
officers or employees have had with any SERS Retirement Board member
and/or staff member within the last 12 months. Board member information is
available at the www.ohsers.org website.

5. Has the vendor or any officer or employee given any remuneration or anything
of value directly or indirectly to SERS or any of its Retirement Board members,
officers, or employees? If yes, identify the recipient and remuneration or thing
of value. Additional information on the Ohio ethics law in this area may be
found at:

http://www.ethics.ohio.gov/Retirement System Information Sheet.html.
6. Within the last five (5) years:



http://www.ohsers.org/
http://www.ethics.ohio.gov/Retirement_System_Information_Sheet.html
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i.  Has the vendor, or any officer or employee of the vendor been a
defending party in a legal proceeding before a court related to the
provision of the services?

ii. Ifyesto any of the above, describe the event and the current status or
resolution; include any case citation.

D. Fees

1. Provide the vendor’s fee for the proposed contingent recruiting services that
includes exercising option to hire a candidate as an employee of SERS.

2. Include any travel expenses associated with the fee.



