REQUEST FOR PROPOSAL (RFP)

MANAGED INFORMATION TECHNOLOGY (IT) SERVICES

Scope of Work
(RFP NO. 11-MIT-19)

l. General

This Request for Proposal is set forth to detail requirements and conditions for providing Managed IT Services
for the Piedmont Authority for Regional Transportation (PART). These Managed IT Services encompass the PART
Administrative Office, and support Facilities. The Contractor or Contractor's Agent (also known as “Proposer”)
shall perform the required services in this area, and shall be qualified to furnish a complete and efficient
Managed IT service including all labor and supervision. Deadline to submit proposal is December 2, 2019. The
award will be granted for 1 year with the option to extend the Managed IT Services agreement on an annual
basis on yearly intervals up to a total of five years. The extensions are at the discreation of PART, and will be
based on annual expense and performance of service.

Preference will be given to those firms demonstrating extensive experience in providing IT services to units of
local governments. The successful proposer shall possess sufficient resources to ensure that the performance of
PART’s Managed IT Services are met on a timely basis. This relationship will be on a consultative and contractual
basis.

The Piedmont Authority for Regional Transportation reserves the right to accept or reject any submission that
does not benefit the PART organization. There are no garuntees of award for the submitted proposals, and all
expense related to preparing a submission for this RFP is the proposer’s responsibility. It is anticipated that
Federal Transit Administration (FTA), North Carolina Department of Trasportation (NCDOT) and PART funds may
be utilized to support this projec’s expense. Therefore, applicable rules and regulations must be observed, and
are enclosed for your reference as Exhibit A.

Il. Contract Bid Area
PART Administrative Office: 107 Arrow Road, Greensboro-27409

Support facility : 8310 W Market St, Greensboro, NC 27409

lll. RFP Solicitation Calendar

Nov 4, 2019 RFP Posted and Released to Interested Parties

Nov 12 &13 Scheduled visitation (between 1pm-5pm) Site Visit (optional, and at the request of Proposers)
Nov 15, 2019 Deadline for submission of questions and clarification

Nov 21, 2019 Responses provided to all submitted questions and clarifications

Dec 2, 2019 Deadline for proposal submission
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Dec 6, Interviews with firms short listed (if needed -Tentative)

Dec 12,

2019 Contract Award Notification

Dec 16 2019 Contract start date

All information related to this RFP will be available on the PART website at www.partnc.org/bids.aspx.

IV. Pre-Proposal Site Visit

Any proposer that would like to view the PART location, and applicable IT Infrastructure must send an email
notice to PART at supriyar@partnc.org or call at 336-291-4322 on or before Nov 11, 2019. All the requested
reviews will be scheduled by PART on either Nov. 12" or Nov. 13", 2019 (a designated time between 1pm-

S5pm).

V. Background Information

PART Technology infrastructure is as follows:

Server:

30 Nodes (Laptops and Desktops with more adding on future sites)
Two NAS Devices

Phone System

Printers

VPN Connection

Spiceworks (used to help monitor Network)

SQL 2014 server(for Email Archiving)
SQL 2012 Server (Complaint Database)
Exchange Server 2016 (40 Users)
Domain Name Server

Barracuda Spam Firewall

Unitrends Backup Device

GFI Servers

Fuel Servers

Think System SR630

Software:

Metalogix Software (used to Archive Exchange)
Vmareware Software (XIMA) for Call Center Phone Server
Vmware Software v 6.7

ESET Virus Software
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Firewall:

e Barracuda NG Firewall 300 Series

e Barracuda Spam Blocker

Switches:

e Currently 2 NetGear and ADtran Switches POE 48Port Phone
e 4 Cisco Switches

A network and security assessment of PART IT Environment was conducted recently and some information

from the assement is provided in Attachment A for better understading of PART’s current IT infrastructure.

VI. Scope of Work (SOW)

The following details the services to be provided to PART in the area of Managed IT services:

Required Services

Workstation

e User Support

O

O O O O O

O

Help Desk Availability

Troubleshooting Support

New Accounts, Account Changes, Account Deactivation

Password Reset

System configuration (adjustments to existing equipment & new equipment)
Microsoft Office Support

Printer Connectivity

e Anti-virus and anti-spyware management
e Virtual Private Network (VPN) Management
e Software and Hardware Installation

Servers

e Backup Monitoring

e Service Availability Monitoring

e Antivirus and anti-spyware management
e Patch Management

e QOperating Systems Support

e Server Troubleshooting

e Software and Hardware Installation

Network

e Network Monitoring and Management
e Firewall Management
e Storage Area Network Management
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e Performance Moniroting and Maintenance
e VPN Administration
e  Phone System Management( Switches, Storage etc.)

Strategic Planning

e Virtual CIO Services
o Strategic IT plan and Periodic review of strategic IT plan
Inventory and Architecture Monitoring
Lifecycle Management
Hardware and Software Purchase Support
Backup and Disaster Recovery Planning
IT Governance Policies & Procedures
System Reporting

O O O O O O

Optional Services

e  Onsite Support/Engineering Hours
e Phone System Support
e  Staff Security Training

VII. Submittal Requirements

Respondents should complete all sections of the RFP. If additional material is required for one or more
questions, please label attachments clearly and reference them in your response. Responses received under this
RFP that fail to address each of the sections in adequate and complete detail; will be deemed as non-responsive
and will not be considered for selection.

1.Table of Contents
The table of contents should outline in sequential order the major areas of the submittal, including
Enclosures. All pages must be consecutively numbered and correspond to the Table of Contents.

2. Proposal Cover Letter
Provide a Letter of Interest indicating the specific project for which the firm is applying. Provide
a detailed narrative which addresses the scope of services and any other information called for by the RFP.

3. Firm Details
Point of contact (name, title, phone number, mailing address, and email address) and number of
employees.

4, Qualifications of the Firm

e Adescription of your organization, including a brief history, and an organizational chart. If your
organization is part of a larger entity, show its relationship to the parent organization and other
components. Also include list of any designated sub-contracting firm (If the firm retains any sub-
contractor to perform work on this project sub-contractor (s) are required to adhere to contract as
signed by agency).

e Licenses and any other pertinent information shall be submitted.
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e Please identify the team that will be assigned to the account and describe how you plan to interact with
PART and any third-party providers that may provide services.

e Evidence of your organization’s financial stability. This may be satisfied by showing your
organization’s audited financial statements for the past three years including tax ID.

5. Experience
Describe your experience in providing the following services:

e Technology strategic planning
e Network and email system monitoring
e Remote backup
e Technical support, including remote user support
e Server management

Microsoft Office support

Operations System support

Procurement management

Patch management

Anti-virus and anti-spyware management

e Warranty, break fixes and installation

e VPN Client management

e IT policy review and development

e Asset inventory management

e Life cycle management of hardware units

e Software licensing

e Managed firewall

e Reporting

e Phone System

e Security Training

6. Proposed Approach and Solution
If we elect to move forward with your organization, what PART resources would you require (e.g., information,
data, staff resources, communication) during the course of migration and on an ongoing basis?

7. Fee
e Please indicate the charges associated with Managed IT services as identified in SOW. Cost structure
must be complete and thorough. A Price Form (below) is provided to be submitted along with the
proposal.
e Fee should be submitted for Year 1(base year) and 4 optional annual extensions.

Price Form

Year 1 Price($) | Year 2 Price (§) | Year 3 Price ($) | Year 4 Price($) | Year 5 Price ($)
(optional) (optional) (optional) (optional)

Managed IT
Services

Onsite (Hourly
Rate)

Any Other
Additional Cost
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Quoted prices should be the vendor’s best possible offering to the PART Organization. Prices must be inclusive.
Bundled prices should be clearly identified so the evaluators have a clear understanding of what is and is not
included in the price.

8.Support
Fully describe your technical support options, including the assistance request process, escalation process,
support hours, response times, staffing levels, staff expertise, and physical location of the help desk.

9.References
Please provide 3 references of recent related work.

10.Minority/Women Participation
If DBE/MBE/WBE/HUB participation is identified then firm must be listed on NCDOT directory of certified
firms. The current list of active DBE/MBE/WBE/HUB firms is available on:
https://www.ebs.nc.gov/VendorDirectory/search.html?s=cert&a=new.

11.Completed and Signed Federal Contract Clause Document
This project may be funded with federal, state, and local government funds. The required federal/state
contract clauses (Exhibit A) are a required submittal for any project to be considered a responsive and
responsible submittal.

VIII. Proposal Submission

Submittals received after the date and time stated in the RFP will not be accepted and shall be returned
unopened to Proposer. Submittals received at any other location than the below or after the Proposal
submission date and time shall be deemed non-responsive. Submittals should be signed by an official
authorized to bind the Proposer to the provisions given in the Proposal. Proposals are to remain valid for at least
90 days.

Upon award of Contract, the contents of the Proposal of the Successful Proposer(s) may be included as part of
the Contract, at PART’s discretion.

One (1) Original and one (1) digital copy of your complete response to this RFP must be delivered to the below
address by December 2, 2019.

Piedmont Authority for Regional Transportation
Supriya Raghav
107 Arrow Road
Greensboro, North Carolina 27409
Email:supriyar@partnc.org

Submittals must be clearly marked on the outside of the package referencing RFP NO. 11-MIT-19 .

FAILURE TO SUBMIT ALL OF THE ABOVE REQUIRED DOCUMENTATION MAY DISQUALIFY PROPOSER.
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IX. Evaluation of Proposals

Proposals will be evaluated by PART using the following criteria of Weighted Factor:

Factor Weight
a. Cost projections or fee proposal 25
(The lowest average Cost Proposal will receive 25 points.
Every other Proposal will be given points proportionately in
relation to the lowest price)
Example: Lowest Proposed Price / Proposer’s Proposed
Price x 25 = Proposal Score

b. Project Proposal Approach 35
c. Experience on similar assignments with other organizations 15
d. The credentials of the staff to be assigned to the project 10
e. References —minimum 3 10
f. DBE Participation 5
Total Points 100
X. Payment

Payments to the Successful Proposer shall be made in arrears, and based on work performed to the satisfaction
of PART. No advance payments will be made at any time.

The Successful Proposer shall submit fully documented invoices within ten (10) calendar days after the services
have been rendered. These invoices shall be submitted to PART, Attn: Accounts Payable, 107 Arrow Road,
Greensboro, NC 27409. All invoices shall reference the appropriate Contract number, the dates the service was
provided, and the type of service (s) provided to PART in the prior month.

XI. Non-Performance Penalties

In the event the contractor fails to accomplish any task under this scope of work PART will provide reasonable
notice to take corrective action. If the Contractor does not perform the service, PART may, at its option, cause
the non-performed tasks to be accomplished through another source and deduct the cost of such from the
amount normally due the Contractor for that product to be installed or monitoring period.

XIl. Successful Proposar is responsible for Employees

All employees of the Successful Proposer shall be considered to be, at all times, the sole employees of the
Successful Proposer under its sole direction and not employees or agents of PART. The Successful Proposer shall
supply competent and physically capable employees. PART may require the Successful Proposer to remove an
employee who PART deems careless, incompetent, insubordinate or otherwise objectionable and whose
continued employment under the contract is not in the best interest of PART.

All services required herein shall be performed by the Successful Proposer and all personnel engaged in
performing the services shall be fully qualified to perform such services.
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All personnel of the Successful Proposer must be covered by workers compensation, unemployment
compensation and liability insurance, a copy of which is to be provided to PART. No personnel of the Successful
Proposer may receive any PART employment benefit.

Each employee of the Successful Proposer shall have and wear proper identification while on any location of the
premises, inside or outside of PART’s property.

Xlll. Ownership Documents

The Successful Proposer is permitted to make and maintain duplicate copies of the files, records, documents,
etc. if the Successful Proposer is desirous of such records subsequent to contract termination. However, in no
way shall the confidentiality as permitted by applicable law, be breached.

XIV. Unauthorized Work

Neither the Successful Proposer nor any of his/her employees shall perform any work unless duly authorized by
the Contract Administrator or his/her designated representative. The qualified Proposer shall not be paid for any
work performed outside the scope of the Contract or any work performed by an employee not otherwise
previously authorized.

XV. Hours of Work

Contractors are expected to provide support services during and post business hours as required.

XVI. Special Conditions of Proposed Contract

General

The Contractor shall comply with all applicable laws, PART Licenses, and code provisions. The Contract shall
include certain clauses which will safeguard the interests of the PART including, without limitations, cancellation
for convenience, hold harmless/indemnity, no damages for delay and no adverse interest to PART’s clauses. The
Contract shall address, but not be limited to, the following terms and conditions:

Amendments to the Contract
The PART Executive Director or his authorized designee shall have sole authority to amend the Contract on
behalf of the PART.

Termination for Cause

Either Party may cause cancel this Contract by notifying the other Party in writing thirty (30) days prior to the
proposed termination date, specifying the other Party’s failure to perform under this contract. If the failure to
perform is curable, the defaulting party shall be given an opportunity to cure the default within a reasonable
period, by notifying the non-defaulting party within ten (10) business days of receiving notice of cancellation. As
necessary, the cure period shall be extended; provided that, the defaulting party has initiated the process and is
utilizing commercially reasonable efforts to cure the default.

Termination for Convenience
Either Party may terminate this contract upon 30 days written notice to the other party for any reason.
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Assignment of Contract
The Successful Proposer shall not assign any portions of the Contract, or any part of his/her operations, without
written permission granted by the PART through the Executive Director, in PART’s sole discretion.

Compliance with Orders, Laws and Cancellation

The Successful Proposer shall comply with all local, state, and federal directives, ordinances, rules, orders, and
laws as applicable to this RFP. Non-compliance with all local, state, and federal directives, orders, and laws may
be considered grounds for termination of the Contract.

Conflict of Interest

If any individual member of the Successful Proposer, or an employee of a Proposer, or an immediate family
member of the same is also a member of any board, commission, or agency affiliated with PART, that individual
is subject to PART’s conflict of interest policy.

Successful Proposer Contact

Successful Proposer shall include the name, office address and mobile number of the firm’s intended Contact. In
the event a Contract is awarded to Proposer, the Contact shall be available at one of these contact numbers on a
daily basis for purposes of addressing complaints and receiving information as to Contract performance.

Indemnification

The Successful Proposer(s) shall agree to indemnify, defend and hold harmless PART and its officials, employees
and agents (collectively referred to as “Indemnitees”) and each of them from and against all losses, costs,
penalties, fines, damages, claims, expenses (including attorney’s fees), liabilities (collectively referred to as
“Liabilities”) by reason of any injury to or death of any person or damage to or destruction or loss of any
property arising out of, resulting from, or in connection with the performance or non-performance of the
services contemplated by the Contract which is or is alleged to be (1) directly or indirectly caused, in whole or in
part, by any act, omission, default or negligence (whether active or passive) of the Indemnities, or any of them
or (2) the failure of the Successful Proposer to comply with any of the requirements specified within the
Contract, or the failure of the Successful Proposer to conform to statutes, ordinances, or other regulations or
requirements of any governmental authority, federal or state, in connection with the performance under the
Contract. Successful Proposer expressly agrees to indemnify and hold harmless the Indemnitees, or any of them,
from and against all liabilities which may be asserted by an employee or former employee of Successful
Proposer, or any of its subcontractors, if applicable and as provided above, for which the Successful Proposer’s
liability to such employee or former employee would otherwise be limited to payments under state Workers'
Compensation or similar laws. The Indemnifications will be interpreted to comply with North Carolina Statutes.

Insurance

Within ten (10) days after notification of award, the Successful Proposer shall furnish evidence of insurance to
PART. Execution of a Contract is contingent upon the receipt of proper insurance documents. If the insurance
certificate is received within the specified time frame, but not in the manner prescribed in this RFP, the
Successful Proposer shall be verbally notified of such deficiency and shall have an additional five (5) calendar
days to submit a corrected certificate to PART. If the Successful Proposer fails to submit the required insurance
documents in the manner prescribed in this RFP, within fifteen (15) calendar days after the Successful Proposer
has been awarded contract, the Proposer may be in default of the Contract’s terms and conditions. Under such
circumstances, the Successful Proposer may be prohibited from submitting future responses to PART.
Information regarding any insurance requirements shall be directed to the Contract’s Administrator, Supriya
Raghav at 336-662-0002 ext.4322. Additionally, Successful Proposer may be liable to PART for the cost of re-
procuring the services, caused by Successful Proposer’s failure to submit the required documents.
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Hold harmless
The Successful Proposer shall hold harmless and indemnify PART for any errors in the provision of services and
for any fines which may result from the fault of the Successful Proposer.

Audit Rights and Records Retention

The Successful Proposer agrees to provide access to PART, or to any of its duly authorized representatives, to
any books, documents, papers, and records of the Successful Proposer which are directly pertinent to this
Contract, for the purpose of audit, examination, excerpts, and transcriptions. The Successful Proposer shall
maintain and retain any and all books, documents, papers and records pertinent to the Contract for three (3)
years after PART makes final payment under the Contract and all other pending matters are closed. Successful
Proposer’s failure to adhere to, or refusal to comply with, this condition shall result in the immediate
cancellation of the Contract by PART.

Proposer’s Warranty
Proposer warrants that no one was paid a fee, commission, gift, or other consideration contingent upon receipt
of an award for the services specified herein.

XVII. Protest Procedure

This section describes the policies and procedures governing the receipt and resolution of vendor protests in
connection with this Request for Proposal (RFP).

The procedure shall be as follows:

A. Pre-Proposal Protests — All protests concerning solicitation specifications, criteria and/or procedures
shall be submitted in writing (defined as being sent or received via letter or facsimile on official
firm/agency letterhead or by electronic mail) to the PART Executive Director as specified below not later
than 10 business days prior to the deadline for submission of bids/proposals.

The PART Executive Director may, within his or her discretion, postpone the deadline for submission of
bids/proposals, but in any case, shall provide a written response to all protests not later than five (5)
business days prior to the deadline for submission of bids/proposals. If the deadline for submission of
bids/proposals is postponed by the PART Executive Director as the result of a protest the postponement
will be announced through an addendum to the solicitation.

The decision by the PART Executive Director shall be the final agency decision on the matter but shall be
subject to judicial review as set forth by FTA below.

B. Pre-Award Protests — With respect to protests made after the deadline for submission of bids/proposals
but before contract award by PART, protests shall be limited to those protests alleging a violation of
Federal or State law, a challenge to the bids/proposals evaluation and award process, PART’s failure to
have or follow its protest procedures or its failure to review a complaint or protest. Such protests shall
be submitted in writing (defined as being sent or received via letter or facsimile on official firm/agency
letterhead or by electronic mail) to the PART Executive Director as specified below not later than five (5)
business days after the Recommendation for Contract Award announcement by PART.

The PART Executive Director may, within his or her discretion, postpone the award of the contract, but
in any case, shall provide a written response to all protests not later than three (3) business days prior to
the date that PART shall announce the contract award.

PART Request for Igroposal (RFP) 11-MIT-19 10



The decision by the PART Executive Director shall be the final agency decision on the matter but shall be
subject to judicial review as set forth or review by FTA as specified below.

C. Requirements for Protests — All protests must be submitted to PART in writing (defined as being sent or
received via letter or facsimile on official firm/agency letterhead or by electronic mail), with sufficient
documentation, evidence and legal authority to demonstrate that the Protestor is entitled to the relief
requested. The protest must be certified as being true and correct to the best knowledge and
information of the Protestor, be signed by the Protestor, and be notarized. The protest must also
include a mailing address to which a response should be sent.

Protests received after the deadlines for receipt of protests specified above are subject to denial
without any requirement for review or action by PART.

All protests must be directed in writing (defined as being sent or received via letter or facsimile on
official firm/agency letterhead or by electronic mail) to:

PART Executive Director

Piedmont Authority for Regional Transportation
107 Arrow Road,

Greensboro, NC 27409

E-mail: scottr@partnc.org

Fax: 336-662-9253

D. Protest Response - The PART Executive Director shall issue written responses to all protests received by
the required protest response dates. All protest responses shall be transmitted by first-class U.S. Postal
Service to the address indicated in the protest letter.

For convenience, PART will also send a copy of the response to a protest to the Protester by facsimile
and/or electronic mail if a facsimile number and/or electronic mail address are indicated in the protest
letter. The protest response transmitted by U.S. Postal Service shall be the official PART response to the
protest and PART will not be responsible for the failure of the Protester to receive the protest response
by either facsimile or electronic mail.

E. Review of Protests by NCDOT and FTA — All protests involving contracts financed with federal assistance
shall be disclosed to the FTA in accordance with FTA Circular 4220.1F. Protesters shall exhaust all
administrative remedies with PART prior to pursuing protests with FTA. FTA limits its reviews of protests
to: a grantee’s failure to have or follow its protest procedures; a grantee’s failure to review a complaint
or protest when presented an opportunity to do so; or violations of Federal law or regulation. Appeals to
FTA must be received by the cognizant FTA regional or headquarters office within five (5) working days
of the date the Protester has received actual or constructive notice of PART’s final decision or within five
(5) working days of the date the Protester has identified other grounds for appeal to FTA.
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Exhibit A

Reference Contract Clauses - Attachment A documentation that accompanies this RFP. Properly reviewed and
signed Federal clauses are a requirement of RFP submittal and contract consideration. The information below
is a reference to the federal compliances related to the project.

FEDERAL TRANSIT ADMINISTRATION

Federally Required and Other Model Contract Clauses

No Government Obligation to Third Party

Program Fraud and False or Fraudulent Statements
Access to Records and Reports

Federal Changes

Termination

Energy Conservation Requirement

Civil Rights Requirements

DBE (Disadvantage Business Enterprise)

WK N R WDNPRE

Incorporation of FTA Terms

[EY
o

. Recycled Products

[EEN
=

. Suspension and Debarment

=
N

. Compliance with NC E-Verify

[E
w

. Iran Divestment Act
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ATTACHMENT 1

Total Discovered Assets

Computers 92
Windows 92
Web Servers 25

Printers 7
MS SQL Servers | |3
Exchange Servers || 2
MX Records (|2
Linux |0

Mac OS |0

T T T T T T T T 1
0 14 28 42 56 70 84 98 112 126 140

Total Discovered Assels

All Computers

Total (92)

The list of all computers includes computers that may no longer be active but have entries in Active Directory (In
a domain environment)

[ Windows 7 Professional (56.5%)

[ Windows 10 Pro (17.4%)

B Windows Server 2012 R2 Standard (8.7%)
|| Windows XP Professional (8.7%)

[ Windows Server 2008 R2 Enterprise (2.2%)
B Other (6.5%)
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Active Computers by Operating System
Total (44

I Windows 7 Professional (52.3%)

B Windows 10 Pro (27.3%)

B Windows Server 2012 R2 Standard (11.4%)
|| Unidentified OS (2.3%)

] Windows 10 Pro for Workstations (2.3%)
B Other (4.5%)

t;f'

Server Aging

Average System Age
Newes! System

Oldest System

L L) AJ 2 § T A\ x ) L) r J Al
0 1 » 4 9w RO W 108 120 15 %0
Number of months
Workstation Aging
Oldest System
Average Sysltem Age
Newest System a7
L) T v L Al Ll L T L v 1
0 1" n o 9w ™ w12 12 10

Number of months
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