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ABSTRACT--With the exploding growth on wireless communication in recent years, security issues in wireless networks also
become a growing concern. Traditionally, the main method for analyzing wireless networks protocols is simulation. However,
the development of adequate formalisms for modeling and analysis of wireless networks has not kept pace with this. Formal
method is a way to takes the specification (written in natural language) and converts it into its mathematical equivalent.
Formal methods may also be useful for proving properties on the specified models. These proofs could be performed
automatically, using model checkers, or interactively through proof tools. Event-B is a formal specification language used to
specify formal models of a system under study. Rodin is a tool and development system for the specification, verification and
validation of formal models of the software systems. In the proposed methodology, our main objective is to formally specify,
analyze, verify and validate the wireless protected access version-2 (WPA2) security protocol. The purpose of this research is
to develop a framework for the use of formal methods in the specification, verification and validation of wireless network
security protocols. The benefit of this formal framework allows wireless network users to exchange data and information
between wireless devices and cell phones reliably.
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1. INTRODUCTION

With the exploding growth on wireless communication in
recent years, security issues in wireless networks also become
a growing concern. Security requirements for wireless
networks are similar to those for wired networks. However,
wireless networks are inherently less secure compared to their
wired counterparts due to the lack of physical infrastructure.
Therefore, special attention should be paid to the security of
wireless networks. The security objectives for wireless and
wired networks are the same, as are the major high-level
categories of threats that they face. However, while these
objectives are well understood and addressed in the relatively
mature wired network environment this has not always been
the case in the new and rapidly evolving wireless
environment. Different wireless security protocols were
created to ensure home wireless networks. These wireless
security protocols incorporate WEP, WPA, WPA2, Zigbee,
Pkmvl and Pkmv2 each with their own particular qualities
and shortcomings. Formal tools are used to describe the
security properties and perform efficient verification of
protocol’s correctness properties. Issues like inconsistencies
and incompleteness always remain there if there is no proper
analysis of protocols properties. Formal methods are tools
and techniques based on mathematical logic. Formal methods
are used for the specification, verification and validation of
software as well as hardware systems. Formal method will
also bring to light all different probable perspective to any
given variables and functions that could have been hidden
behind the English language. This can be done using a
number of formal languages such as Z notation, VDM,
Algebra etc. Formal methods can be used for analysis and
specification of systems. Model based specifications, as well
as declarative and algebraic specifications, fit under this
category. Formal methods may also be useful for proving
properties on the specified models. Formal methods have
been used to specify security protocols and verify security
properties, such as confidentiality, authentication and non-
repudiation to guarantee correctness.

2. BACKGROUND

Many traditional models for the analysis of wireless network
security protocols have developed. S. Andova et al. [1], have
developed a framework to analysis many security protocols.
The framework is capable to perform automatic as well as
manual verification of complex security protocols. The
approach is used to verify protocols properties to illustrate the
applicability of the framework to real-world protocols.
Traditionally, the main method for analyzing wireless
networks protocols is simulation. There are several
established tools for the simulation of wireless networks
protocols, including ns-2 [2], OPNeT Modeler [3] and
GloMoSim [4]. Many case studies demonstrate the use of
simulation methods [5, 6, 7]. Similar observations are made
by Kotz et al. [8], who criticize the use of oversimplified
assumptions in the radio models of many simulators, a lack of
empirical validation, and incorrect abstractions of network
layers. Demaille et al. [9] use the approximate verification
tool APMC [10] to analyze a wireless sensor network for
intrusion detection. They consider LTL properties for
discrete-time probabilistic models of 100 and 400 nodes.

In recent years, wireless networking has enjoyed a great and
steadily growing popularity in both research and industry.
However, the development of adequate formalisms for
modeling and analysis of wireless networks has not kept pace
with this, with Chalmers et al. in the Grand Challenges for
Computing Research [11] stating a “considerable lack of
formal foundations”. Model checking is an algorithmic
approach to exhaustively and automatically establish system
properties. Probabilistic model checking, in particular the
probabilistic model checker PRISM [12], has been
successfully employed for the verification of various network
protocols. These include: IEEE 802.11 WLAN contention
resolution [13], IEEE 1394 FireWire root contention [14],
and Bluetooth device discovery [15]. Kwiatkowska et al. [16]
give an overview about different types of probabilistic
temporal-logic properties of wireless network protocols that
can be analyzed using PRISM. To the best of our knowledge,
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CaVi [17] is the only tool that provides a uniform interface
for formal analysis and simulation of wireless sensor
networks and it is the only tool that incorporates realistic
wireless channel or radio models into model checking. Seada
et al. [18] mention the problem of finding sensible topologies
when designing wireless sensor networks that is, adjusting
channel and radio parameters values in order to achieve good
reception probabilities. Bo Han, Weijia Jia, Lidong Lin [19]
proposes a collision-free centralized scheduling algorithm for
IEEE 802.16. Cremers, C. J. [20], made a formal analysis of
authentication protocol IEEE 802.16 WiMAX (PKMv1 and
PKMv2) and proposed a new protocol more reliable. The
Scyther tool, which provides formal proofs of the security
protocol is used as model checker. Sen Xu, Chin-Tser Huang,
Manton M. Matthews [21], models the PKM protocols using
Casper and analyzes the CSP output with FDR, which are
formal analysis tools based on the model checker. Later
versions of PKM protocols are also modeled and analyzed.
Beth N. Komu, Mjumo Mzyece and Karim Djouani [22],
analyse a security protocol proposed to mitigate the MITM
attack at the initial network entry point in WiMAX referred to
as Secure Initial Network Entry Protocol (SINEP), and model
the protocol and an intruder process with MITM capabilities
in Process/Protocol Meta-language (PROMELA) formalism.
Researchers then use Linear Temporal Logic (LTL) to define
the attributes the protocol should satisfy and carry out
verification by use of the SPIN model checker. A Real-Time
Maude language and tool can be used to formally model,
simulate, and model check advanced wireless sensor network
(WSN) algorithms [23]. A Event-B formal verification
method used to model and verify ZigBee protocol stack by
providing embedding of the protocol primitives in Event-B
[24]. The approach takes advantage of the Event-B method
capabilities to model designs at different levels of abstraction
which fits the layered nature of the protocol.

3. FORMAL METHODS

Clarke &Wing in 1996 [25] described formal specification
languages and analysis tools as the two main reasons of using
formal methods in software development. They discussed that
informal and semi-formal techniques of software
development are not sufficient to develop reliable systems
due to the complex nature of software systems and issues
related to these approaches. The first issue of informal and
semi-formal techniques is the natural language in which
software systems are specified. The words and sentences in
natural languages can be interpreted as having to multiple
meanings. These words have specific meanings within s
specific context. Therefore, the issues like ambiguities,
incompleteness and contradictions are always present in the
systems specified by using natural languages. The second
issue is the lack of automatic or semi-automatic tools for the
analysis of specifications written in natural language. In the
following paragraphs, we will describe the benefits of using
formal methods in the development of software systems.
Clarke & Wing argue that formal methods help to produce
accurate and precise specifications of software systems. Since
formal methods use mathematical logic for the specification
of software systems, the resulting specifications are free of
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ambiguities, incompleteness and contradictions. It helps to
identify errors and issues at the specification and design level.
The use of formal methods also increases the understanding
of designer in the system. Hence, better designs for software
systems can be developed. Formal method is a way to takes
the specification (written in natural language) and converts it
into its mathematical equivalent. Thus it is normally used in
the SDLC Analysis and Design stages. The natural language
usually contains ambiguous, incomplete and inconsistent
statement. Once a specification in English for example is
translated to a mathematical form, it will remove all
ambiguity and uncertainty in that statement. Formal methods
may also be useful for proving properties on the specified
models. These proofs could be performed automatically,
using model checkers, or interactively through proof tools.
Formal specification and security analysis have a long
research history in computer science, as for the development
of network protocols. Figure 1 illustrates the procedure of the

[ English Language ]

[ Formal Specifications ]

Theorem Prover

formal approach.

Figure 1: Formal Approach Procedure
3.1 Event-B
Event-B is a formal specification language used to specify
formal models of a system under study. This language is
based on set theory and has a lot of tool support. The use of
set theory in Event-B is its key feature. Event-B is developed
by Jean-Raymond Abrial and is an evolution of B-Method
[26, 27]. Models developed in Event-B can be verified by
using theorem provers, checked by using model checker and
validated by using automated validation tools such as AnimB.
The use of Event-B provides a rich expressive modeling
language, and on the other hand, it is less interactive,
compared to HOL theorem proving approach. System and
Software Engineering provides a comprehensive exposition
of the Event-B approach for modelling and reasoning.
3.2 RODIN Tools
Rodin is a tool and development system for the specification,
verification and validation of formal models of the software
systems. Rodin stands for Rigorous Open Development
Environment for complex systems. This is a latest formal
method tool developed in 2009 under the European Union
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Figure 2: IDE of Rodin

Project Deploy. The development of Rodin makes the formal
development of software very easy. There are a number of
integrated tools in the Rodin platform including theorem
provers and model checkers. The Rodin Platform is an
Eclipse-based IDE for Event-B that provides effective
support for refinement and mathematical proof [28].

4. THE PROPOSED METHODOLOGY

In the proposed methodology, our main objective is to
formally specify, analyze, verify and validate the WPA2
security protocol. The major phases of this methodology are
as under:

4.1 Development of Framework

The purpose of this research is to develop a framework for
the use of formal methods in the specification, verification
and validation of wireless network security protocols. Formal
methods are the rigorous mathematical approaches for
modeling and designing complex systems. These approaches
have a number of applications in the design of systems such
NASA projects; Nuclear weapons control systems, complex
medical systems and air traffic control systems etc. In this
research, we will light weight use of formal methods.

—

Formal
Specification

Formal Framework

ek} —
o

Formal Formal
Validation
Figure 3: Proposed Formal Framework

4.2 Formal Specification

Formal specification is a description of the system under
study in a mathematical language such as Z, VDM, B-
Methods and Event-B etc. This formal specification consists
of all the user requirements written in a clear, unambiguous
and systematic way. In this study, we will formally specify
WAP2 security protocol in Event-B language which is a
formal specification language based on set theory and first
order predicate logic. These Event-B specifications will be

Verification

written using Camile Editor, available as plug-in in the
RODIN Tools. These formal specifications will act as formal
model of the system.

4.3 Formal Verification

Formal verification is the process to ensure the system
consistency. It ensures that system is correct and consistent
with respect to all the invariants and constraints defined in the
system. It also ensures that system is free of all dead locks
and race conditions. If all the proof obligations are discharged
then the system is said to be verified. Formal verification is
the analysis and proof generation process of the formal
models of the system which are based on the formal
specifications. In formal verification we can prove that the
formal models of the system are consistent and there is no
loop hole in the system. We can also prove that system is
correct with respect to the expectations. In this study, formal
verification will be done by using Atelier-B provers and ProB
model checker. Since systems in Event-B are developed in
layers, therefore, it is necessary to make is ensure that the
system is consistent with each layer and refinement.

4.4 Formal Validation

Formal validation is the process of proving that system is
correct with respect to user requirements. All the user
requirements are converted into mathematical formulas. Then
these formulas are proved against the formal models of the
system. All the user requirements are validated in this way. In
this research, formal validation will be done by using AnimB
tool. The AnimB tool is an animator and formal validation
tool for the validation of Event-B models. This tool is
available as a plug-in to RODIN tools.

5. RESULTS AND DISCUSSIONS

The benefits of study of formal method for wireless network
security protocol, allows wireless network users to exchange
data and information between wireless devices and cell
phones reliably. With the help of formal model for wireless
network security protocols take the advantages like wireless
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services will be available quicker, reducing cost, giving more
security to the network users. Formal model provides benefits

like

Integration, Interoperability, Agile development,

Scalability and Cost Efficient.
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