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1. Purpose, scope and users

The purpose of the IT Service Continuity Plan is to define precisely how [brganization nameﬂ will
recover or continue the operation of IT services, applications, systems or components to the agreed
level based on business requirements.

This plan is applied to all critical activities inside the scope of the IT Service Continuity Management.

Users of this document are all staff members, both inside and outside the organization, who have a
role in IT service continuity.

2. Reference documents

e |SO/IEC 20000-1:2018, clause 8.7.2.

e |T Service Continuity Management Process
e Service Level Management Process

. [|Business }Plan]

3. IT Service Continuity Plan

3.1 Plan content

This Plan is written based on the results of risk assessment and risk treatment, Business Impact

3.2 IT Service Continuity organization and organizational change

If IT service continuity plans are activated, a working body called the IT Service Continuity

The IT Service Continuity Management Team is managed by the IT Service Continuity Manager. [Llob
title]

During the disaster recovery process,
structure as follows:
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3.3 IT Service Continuity requirements

IT Service Continuity requirements are derived from:

. lRisks and Opportunities Register |
L]

3.1.1 Risk assessment and risk treatment

Risk assessment assesses the level of a threat (i.e., disruptive incident) and the impact and

3.1.2 Business impact analysis

The IT Service Continuity Manager coordinates the process of business impact analysis. Business
impact analysis is implemented according to the Business Impact Analysis table included in the

Business Impact Analysis and Recovery.

34 ITSCM Plan activation; plan deactivation

Service recovery resources and actions are described in the Business Impact Analysis and Recovery

document. When recovering a service, or several services, the IT Service Continuity Manager ensures

that the following approach is taken:

. ﬁervices are recovered according to the recovery priority

e Needed resources are available
L ]
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Recovery plans, as defined in the Risks and Opportunities Register for particular services, are
activated exclusively by the decision of the IT Service Continuity Manager if he/she assesses that a

Independent from the service, the IT Service Continuity Manager needs to ensure that the following
activities are undertaken:
e [Backup media are available and data are retrieved
e Documentation, particularly ITSCM Plan, procedures and workstation images are stored at
recovery site

Recovery plans may be deactivated by the IT Service Continuity Manager for individual services when

3.5 Major loss of service

In case of major loss of service, the following procedure is valid:

needed resources are available
defined actions are taken
access rights are granted to persons with highest priority

O O O O

response time objectives are met

3.6 IT Service Continuity recovery options
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Recovery site]
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When there are more services that need to be recovered, the IT Service Continuity Manager defines

3.7 Communication

The following means will be used for communication between the IT Service Continuity Management

1
2.
3
4.
5:
6
7
8

[Mobile phones (business and private)
Telephones (business and private)

[‘Uob title\] in the IT Service Continuity Management Team is responsible for coordinating
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5. Appendices

e Appendix 2 — Business Impact Analysis and Recovery
e Appendix 3 —IT Service Continuity Plan, Test and Review Report

[Job title]

[Name]
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