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cammers have been swindling unsuspecting victims using various advance fee By understanding

frauds for more than a century. In early versions of the fraud, victims received ’

letters purporting to be from a wealthy individual wrongly imprisoned in this fraud you can
Spain. The letters requested financial assistance to access money in bank ac- = =

counts and promised the recipients large rewards for their help.! By the 1990s, avoid becomlng
variants of the scam spread through e-mail and often requested that the recipi- icti

ent assist a Nigerian iPx’l his attemﬁt to access money tragped in a foreign baE’lk the next victim.
account.” Regardless of the exact form of the fraud, the target loses money and
the scammer disappears.

A modern version of advance fee fraud uses counterfeit cashier’s checks. “This scam typically unfolds when
someone, usually located outside of the country, fabricates a counterfeit check and asks a bank customer inside the country to
accept the counterfeit check, deposit the check into his or her bank account, and quickly wire funds outside of the country in
exchange for a portion of the funds.” The stories scammers use to perpetrate this type of fraud are diverse. Some scammers claim
they are selling goods or providing lottery winnings. Others are requesting help from mystery shoppers.*

Attorneys are the latest target of cashier’s check advance fee fraud.> In this version of the fraud, attorneys receive
e-mails from purported clients asking for legal help collecting debts. Although attorneys are usually sophisticated enough to
avoid fraud, this type of fraud is troublesome because scammers ask attorneys to collect debts — a task that attorneys perform
often without incident. Unsurprisingly, attorneys from California to Georgia have been ensnared in cashier’s check scams.
Losses in such cases often amount to several hundred thousand dollars.®

If your e-mail address is listed in a bar directory or available on a webpage, chances are you will receive scam e-mails.
In the last three months I have received eight scam e-mails. Electronic filters have probably prevented other similar messages
from reaching my inbox. This article discusses how the attorney version of the fraud operates. It also discusses the legal im-
plications for attorneys ensnared in the fraud. By understanding this fraud you can avoid becoming the next victim.
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The Fraud

The fraud begins with an e-mail requesting legal assis-
tance in collecting a debt. The sender of the letter typically pur-
ports to be residing in a foreign country. The following e-mail is
typical of those starting the scam:

After a careful review, we decided to contact you to
represent our company in North America. Walex Elec-
tronic Ltd. with its head office in Hong Kong [sic] We
got your contact detail from our online search for at-
torney [sic]

The management of Walex Electronic Ltd. requires your
legal representation for our North American delinquent
Customers. We are of the opinion that a reputable at-
torney is required to represent us in North America in
order for us to recover monies due to our organization
by overseas customers, and as well [sic] follow up with
these accounts. In order to achieve these objectives a
good and reputable law firm like yours will be required
to handle this service.

We understand that a proper Attorney Client agreement
must be entered into by both parties. This will be done
immediately [sic] we receive your letter of acceptance.
Attorney, you can advise us what is required to draw
a proper letter of engagement that will be review [sic]
by our board. We are most inclined to commence talks
with you as soon as possible. We shall bring you into a
detailed picture of what your responsibility is, when we
receive your response.’

This particular e-mail provided a link to a legitimate-looking web
page for a Chinese company. Sometimes the names of legitimate
attorneys are provided as references for the fraudulent client.?
Other variants of the scam request an attorney’s help collecting
divorce settlement funds for a client living abroad. For example:

My name is Jennifer Wong. I am contacting your law
firm with regards to a divorce settlement with my ex
husband [sic] Richard Wong who reside [sic] in you
[sic] jurisdiction. [W]e had an out of court agreement
for him to pay me the amount of $550,450.00 dol-
lars[. Alt this time [I] have only received the amount
0f 44,000.00 dollars. I am seeking the help of your law
firm to collect the balance from him. [H]Je has agreed
to pay me the money. [sic] but have [sic] been incon-
sistent with the date. I believe that with the help of
your law firm he will be willing to pay in order to avoid
litigation.’

As with e-mails from legitimate prospective clients, some of the
scam e-mails appear more professional than others. Some are ad-
dressed simply to “counsel,” while others address the attorney by
name.

If the attorney responds to the e-mail, the scammer will
often take steps that seem consistent with a legitimate attorney-
client relationship. The scammer may sign a retainer agreement,
provide business documents, or even discuss the case with the
attorney by telephone.”® In some instances the scammer provides
contact information for an alleged debtor. After the attorney
sends a demand letter, the attorney receives word that the debtor
has agreed to pay. In other instances, the scammer simply noti-
fies the attorney that the debtor is willing to pay all or part of the
debt.!’ In both instances the attorney receives a cashier’s check
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for the amount of the debt and deposits the check in his attorney
trust account. The attorney then forwards the amount due to
the client, usually via wire transfer. Unfortunately, the cashier’s
check eventually bounces and the supposed client mysteriously

disappears.

Unraveling the Payments

For attorneys caught in the fraud, their first thought
may be to attempt to pass the loss back to the banks that handled
either the cashier’s check or the wire transfer. However, relief
through payment system laws is typically only available if the at-
torney discovers the fraud quickly and acts immediately. In many
instances the attorney will be left bearing the entire loss.

Cashier’s Checks
When people accept personal or business checks as
payment, they are typically very careful. They know that if the

drawer has insuf-

ficient funds in its =

account, the check WIth the advent o_f

might  bounce. coOmputers and high

Similarly, if the - - e

drawer stops pay-  QUAlity printers, it is

ment on the ChCCk, now easy for scam_
mers to produce con-

vincing counterfeit

cashier’s checks.

it will bounce. Ca-
shier’s checks are
different. To get
a cashier’s check,
a bank customer
provides the bank
with funds suffi-
cient to cover the check up front. The bank then writes a check
drawn on the bank’s (rather than the customer’s) account.’?> Un-
like a personal check, a cashier’s check will not bounce unless the
bank is insolvent or the check is counterfeit. Because there is little
risk of a bank becoming insolvent, many conclude that cashier’s
checks are “as good as cash.”"® Unfortunately, with the advent of
computers and high quality printers, it is now easy for scammers
to produce convincing counterfeit cashier’s checks. A counterfeit
cashier’s check is not as good as cash.

Because cashier’s checks were historically considered
safe, federal law requires that banks provide customers access to
funds deposited by cashier’s checks quickly. Suppose you receive
a cashier’s check made payable to you on behalf of one of your
clients. You take that cashier’s check to your bank and deposit
it in your attorney trust account. Under Regulation CC, if the
amount of the cashier’s check is $5,000 or less, the bank must
allow you to withdraw the funds from that deposit no later than
“the business day after the banking day on which” you deposited
the funds.'* If the amount of the cashier’s check is greater than
$5,000, the bank can hold the funds in excess of $5,000 for “a
reasonable period of time” — typically an additional five business
days.” Even if a bank is allowed by law to hold the funds, it can
choose to make the funds immediately available for withdrawal.

Seeing the available funds in the account, many attor-
neys are tempted to immediately forward the client its portion of
the money. Indeed the Rules of Professional Conduct encourage
attorneys to quickly forward money by providing that “a lawyer
shall promptly deliver to the client or third person any funds or
other property that the client or third person is entitled to re-
ceive[.]”'® It is important to remember that, even though you
have access to funds from a deposited cashier’s check, the issuing
bank may not yet have paid the cashier’s check.” Counterfeit
cashier’s checks can take weeks to work their way through the col-
lection process before being dishonored. If a deposited cashier’s
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check turns out to be counterfeit, the Uniform Commercial Code
(“UCC”) allows the bank to charge back the amount of the item
to your attorney trust account.'s If there are insufficient funds in
the account to cover the charge back, the bank is entitled to seek
arefund.” Alternatively, the bank can seek payment from you for
breach of the “transfer warranty” because by depositing the item,
you warranted that, among other things, “all signatures on the
item are authentic and authorized.”” In short, if you have already
withdrawn the money from the account and sent it to your sup-
posed client, you will nevertheless be responsible for repayment.
The obvious lesson here is that an attorney should not
transfer money from the trust account until he or she is sure the ca-
shier’s check has been paid by the bank that issued the check. Un-
fortunately, determining when the cashier’s check has been paid is
not always straightforward. Consider the cautionary tale present-
ed in Amthor v. Commerce Bank.*' Mr. and Mrs. Amthor deposit-
ed a cashier’s check in their checking account. According to their
version of the facts, the bank teller repeatedly told them that the
cashier’s check had “cleared.” Based on the teller’s representations,
the Amthors withdrew most of the deposit and sent the money

to an individual in a foreign country. When the bank learned
. that the cashiers
It is, therefore, pos- check  bounced,
= - it charged back
sible that if a bank the  amount  of
wrongly advises the check o the
r Amthors’ account.
a deposﬂ:or that a The Amthors sued
= — seeking to recover
counterfeit cashier’s = ° "
check has been paid, Ic\lllarge—gacllj- A
. ew York court
the depositor would held that the bank
have a claim under ' cuidd
. charge back the
the Deceptive Trade  itm under the
= UucCC notwith-
Practices Act. sanding any rep-
resentations by the
teller. It explained
that “[u]ntil final settlement is made, i.c., until the check is finally
paid by the payor bank, the risk of non-collection remained with
the customer and any settlement made on the check paid by the
bank is provisional only.”* According to the court, “the customer
could not shift the risk of loss to the bank by relying upon state-
ments of the teller that the check had ‘cleared” nor could they rely
upon the fact that they were permitted to withdraw funds from
their account.”?
Although the UCC will likely be unhelpful, an attorney
misled about the status of a deposited cashier’s check may have

a remedy outside of the UCC. In the 2006 case Valley Bank of

Ronan v. Hughes the Montana Supreme Court held there could
be common law remedies for those misled by a bank teller.* Mr.
Hughes received two official checks® and deposited them in his
bank account. After receiving assurances from bank employees
that the checks were good, Mr. Hughes wired the bulk of the
money to an account in Amman, Jordan. When the bank discov-
ered the official checks were counterfeit, the bank charged back
the items to Mr. Hughes' account. To cover the overdraft, Mr.
Hughes signed a promissory note agreeing to pay the outstand-
ing balance. When Mr. Hughes could not make the payments
on the note, the bank sued to foreclose on property pledged as
collateral. Mr. Hughes counterclaimed arguing that the bank had
negligently represented that the official checks were good. The
bank argued that Mr. Hughes’ claim should be dismissed because
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the UCC was the sole source of law governing the transaction.
The Montana Supreme Court held that Mr. Hughes was entitled
to bring a negligence claim based on the bank’s representations. It
reasoned that “[b]ecause such communications are not addressed
with specificity by the UCC, common law and equitable prin-
ciples supplement the UCC and govern the legal rights and re-
sponsibilities that apply to [the bank’s] representations[.]”*® The
court noted that the negligence claim could potentially allow Mr.
Hughes to “obtain a judgment to compensate him for the charge-
back debt.””

In some states, attorneys misled by the depositary bank
might also find relief in consumer protection statutes. For ex-
ample, in Texas, the Deceptive Trade Practices Act protects
consumers from “false, misleading, and deceptive business prac-
tices.””® Although the Act protects only “consumers” of “goods
and services,”” courts have held that a depositor is a “consumer”
of “banking services.” It is, therefore, possible that if a bank
wrongly advises a depositor that a counterfeit cashier’s check has
been paid, the depositor would have a claim under the Deceptive
Trade Practices Act.

Because there are no published Texas cases similar to
Amthor or Bank of Ronan, the legal landscape in Texas is unclear.’!
Depending of the facts of the particular case, attorneys caught in
cashier’s check scams may have rights under the UCC, common
law, or consumer protection statutes. Regardless of how these is-
sues are ultimately resolved, attorneys are better off avoiding such
situations. Attorneys should be careful when forwarding funds
from cashier’s checks. Attorneys should not rely on the depositary
bank’s oral representations that the cashier’s checks are good or
have “cleared.”*

Wire Transfers

Defrauded attorneys unable to collect from the banks
involved in processing the counterfeit cashier’s check might at-
tempt to recover the wire transfer. Unfortunately, the chances of
recovering a wire transfer are slim.

Scammers typically request funds via wire transfer, be-
cause wires operate quickly and give the sender little opportunity
to stop payment. Under Article 4A of the UCC, once the at-
torney’s bank has sent the wire, it is not generally obligated to
attempt to recall the wire.*> However, many banks will attempt to
cancel a wire at the request of the customer. The attorney’s bank
will typically be entitled to cancel the wire transfer only if the
attorney’s bank requests cancellation before the scammer’s bank
accepts the wire.*® The scammer’s bank accepts the wire when it
pays the scammer or when it notifies the scammer that the bank
has received the funds on his behalf.* Acceptance by the scam-
mer’s bank can occur in a matter of minutes.*

In at least one instance an attorney’s bank discovered
cashier’s check fraud and managed to cancel the wire in time. In
that instance, the fraud was discovered while the scammer’s bank
was closed. “The [attorney’s] bankers stayed late at work so they
could contact the [scammer’s] bank in Hong Kong when it opened
in the morning and they were able to stop the money from being
deposited into the scammer’s account.” Other instances are not
so fortunate. Valley Bank of Ronan tried to cancel the Hughes’
wire transfer ten minutes after it was sent and was unsuccessful.’®
If an attorney does not discover the fraud for several days, it will
usually be too late to cancel the payment order and the attorney
will be liable for the amount of the wire.

Trust Accounts

Scammed attorneys who are unable to recoup losses
from banks might avoid or delay replacing funds depleted from
the trust account. If there were funds from other clients in the
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trust account, this course of action violates attorney ethical rules.

Some states, like California and New York, use a strict
liability approach. Under this approach an attorney is guilty of
ethical misconduct any time the bank balance of the client trust
account falls below the amount the attorney holds in trust.’ Sup-
pose you have $100,000 in your trust account for legitimate cli-
ents. You deposit a counterfeit cashier’s check for $50,000 and
wire $50,000 to the scammer. The bank discovers that the ca-
shier’s check is fraudulent and charges back the $50,000 leaving
you with a balance of $50,000. In states following the strict li-
ability approach, you would be guilty of professional misconduct
at the time of the charge-back because the amount you hold for
legitimate clients ($100,000) exceeds the balance of the account
($50,000).

Texas has not adopted the strict liability approach to at-
torney trust accounts.”” However, even in Texas, an attorney is
guilty of professional misconduct if his or her actions result in
harm to legitimate clients. Under the Texas approach an attor-
ney commits ethical misconduct by failing to “promptly” forward
money in the trust account to legitimate clients entitled to receive
it.!! There is no exception in the rule that allows an attorney to
delay payments owed to legitimate clients when the attorney is
the victim of fraud. Banks know that attorneys have ethical duties
regarding trust accounts and sometimes report overdrafts in trust
accounts to the State Bar.%?

To avoid bar discipline and malpractice suits, attorneys
who are victims of the attorney cashier’s check scams should en-
sure that even after the fraud, their trust accounts have a sufficient
balance to cover all money owed to legitimate clients. In some
cases, this may be no small undertaking. A Houston lawyer had
to mortgage his home in order to replace more than $100,000
depleted from his trust account due to a cashier’s check scam.*
Again, it would have been better to have avoided the scam in the
first place.

Best Practices
What can you do to spot fraud? How can you avoid
becoming the next victim?*

*  Take steps to verify the identity of any new client. Con-
sult reputable directories for contact information, rather
than relying on information provided by the potential
client. Be aware that scammers sometimes impersonate
real companies.

* Inspect any cashier’s check for signs of fraud or altera-
tion.

*  Verify the validity of a cashier’s check by contacting the
bank issuing the check. Visit the bank in person or ob-
tain the telephone number of the bank from a reputable
source — not the check itself. Have the bank verify the
check number, the payee, the amount of the check, the
date of the check, and the authorizing signature.

*  Deposit suspicious items into a trust account separate
from other attorney trust funds.

* Do not forward money from your trust account until
you are sure that the cashier’s check has been paid by
the issuing bank. It may be best to wait for two to three
weeks and obtain a written statement from your bank
that the check has been paid. Update your retainer
agreement to specifically allow you to hold funds from
cashier’s checks for this period of time.

*  Immediately report suspected fraud to your bank, local
authorities, and the FBL.

Above all attorneys should remember: If it seems too good to be
true, it probably is.
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