
Examples of spam and phishing emails 
Never click on a link in what you suspect may be a phishing email – not only should you not give away your 

personal details, you could also unknowingly download a virus.   If you hover your mouse over a link, most 

browsers will show you a preview of the link so you can check it first. 

Please remember that you will never be contacted by the University of Exeter, Microsoft, your bank, HMRC etc etc 

and asked to update your details by clicking on a link. 

Also remember that if something looks too good to be true, it is nearly always false! 

Check the sender’s email address. The examples below show the senders are not using genuine accounts: 

Example 1 

 
 

Example 2 

 



Example 3 

You may also get spam or phishing emails on your mobile if it is synchronised to your University email: 

 

 

Example 4 

Note that the sender’s email in the example below does certainly not look like a valid NatWest email : 

 

From: Natwest Support <3@nattywestpoll.com> 

Date: 19 November 2015 at 20:31:19 GMT 

To: Undisclosed recipients:; 

Subject: Important Notice 

 

mailto:3@nattywestpoll.com


Example 5 

Note that the sender’s email and all of the links in the example below are suspicious and not valid Apple web 

addresses : 

 

 

 

 

  



Example 6 

Note that the sender’s email in the example below is suspicious and not valid Amazon web addresses. See the 

grammar mistake in the subject. Also all the links point to an address beginning with http://bit.ly/..., so certainly 

not valid Amazon addresses : 

 

From: "Thank you" <email@marketing.pmu.fr> 

Date: 16 April 2016 at 09:58:20 BST 

Subject: Congrats Andy Spedding! You've received a Amazon reward 

Reply-To: n1j0fx1x@appleas.boxofficerecords.net 

 

Special: Take a £50 Amazon Gift Card! 
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