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1. Introduction:

A digital signature (not to be confused with a digital certificate) is a mathematical
technique used to validate the authenticity and integrity of a message, software or digital
document.

The digital signature of an electronic document aims to fulfill the following requirements:

[ That the recipient can verify the identity of the sender (authenticity);

[1 That the sender cannot deny that he signed a document (non-repudiation);

[1 That the recipient is unable to invent or modify a document signed by someone else
(integrity).

A typical digital signature scheme consists of three algorithms:

[1 An algorithm for generating the key that produces a key pair (PK, SK): PK (public
key) is the public key signature verification while SK (Secret Key) is the private key
held by the applicant, used to sign the document.

v' A signature algorithm which, taken as input a message m and a private key SK
produces a signature c.

v A verification algorithm which, taken as input the message m, public key PK and a
signature o, accepts or rejects the signature.

To generate a digital signature it is necessary to use the digital asymmetric key pair:
1) The private key is known only by the owner, it is used to generate the digital

signature for a specific document;
1) The public key is used to verify the authenticity of the signature.

Digital Signature Process:

A Digital signature is a one-way hash, of the original data, that has been encrypted with the
signer’s private key. A digital signature process is composed by the following steps:

[0 The signer calculates the hash for the data he needs to sign. The message digest is a
file that contains some sort of control code that refers to the document.
[0 The signer, using his private key, encrypt the hash calculate.

Signer sends the original data and the digital signature to the receiver. The pair (document
and signature) is a signed document or a document to which was attached a signature.
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Verification:

v" The receiver first uses the signer’s public key to decrypt the hash, and then it uses the
same hashing algorithm that generated the original hash to generate a new one-way
hash of the same data.

(] The receiver compares the new hash against the original hash. If the two hashes
match, the data has not changed since it was signed.

Signing Verification

h -.
i j" ‘n‘ Hash Algorithm =
{- ] Public key
o User A _' 1 D|grta[ Slgnature Sign_verify |
| - e F
-~ Hash valus
Hash Value I " b
If hash values match
p::;“ | _ - [ | data are valid and their
User A L-..,h_ L | ownershipis user A
Hash 'h":lut

Fig: Digital Signature Process

What is Digital Certificate?

A Digital Signature Certificate (DSC) is a secure digital key that certifies the identity
of the holder, issued by a Certifying Authority (CA). It typically contains your identity
(name, email, country, APNIC account name and your public key etc.). Digital Certificates
use Public Key Infrastructure meaning that data has been digitally signed or encrypted by a
private key can only be decrypted by its corresponding public key.

What is an eToken?
USB e-Token can be password protected so that Digital Signature is never lost when

computer is formatted or internet explorer changed. A virus cannot affect USB Token, and
the digital certificate stored would always be secure
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Difference between Encryption and Signing

Message encryption provides confidentiality. Allows users to encrypt document with
the public key which can be decrypted only with the corresponding private key. To put it in
simple terms when encrypting, you use their public key to write message and recipient uses
their private key to read it. One of the most secure way protecting confidential documents.

Message signing binds the identity of the message source to this message. It ensures
data integrity, message authentication, and non-repudiation altogether. When signing, you use
your private key to write message's signature, and they use your public key to check if it's
really yours.

Caution: Please completely read the User Manual before commencing the installation, it may
well save you a lot of time.
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2. Technical Requirements:

Requirements for Digital Signature:

S.No Software Recommended More Information

https://www.java.com/

1 IRE 18 en/download/win10.jsp
https://jnanabhumi.ap.g
2. USB eToken Driver - ov.in/downloads/ePass2

003-Setup.zip

System Configuration Details:
Follow the following steps to find out the System basic information:

Step 1:

Check the basic information of the computer like “System type” i.e. (Operating System, bit
version) to know which version of JRE and eToken driver to install.
Step 2:

To know the system type, right clicks on the “Computer” desktop icon then Select “Properties’
as shown below

>

Opem
PAanage

Scan for wiruses

MMap network drive...

Disconnect network drive...

Create shortcut

Delete

Rename Right ‘Click’ on ‘Computer’
Properties and Select “Properties”

Step 3:
After clicking on the ‘Properties’ below screen is displayed. From the screen as shown

below - basic information of the computer is displayed.

Basicdetails such as - Windows edition/System Information 32 — bits operating system or 64 —

bits operating system)
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Ou : |u » Control Panel » System and Security_ b System

Control Panel Home : W .
View basic information about your computer

¥ Device Manager Windows edition

F¥ Remote settings Windows 7 Professional
P/ System protection Copyright © 2009 Microsoft Corporation. All rights reserved.
®y Advanced system settings Service Pack 1

Get more features with a2 new edition of Windows 7

m

System
Rating: a Windows Experience Index
Processon: Intel(R) Core(TM) i3-2100 CPU @ 3.10GHz 3.10 GHz
Installed memory (RAM): 8.00 GB (7.89 GB usable)
I System type: 54-bit Operating System I
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, dormain, and workgroup settings

Computer name: HP-PC "_‘;'Change settings

See

Action Center Full computer name: HP-PC 7

Windows Update Computer description:

Performance Information and Workgroup: WORKGROUP
Tools
Windows activation =
Step 4:

Check the version of operating System bit (E.g.: SystemType32-Bit or 64 bit).

Step 5:
After gathering the basic information like System type (32 or 64 bit) download and
install the required software’s.

Note: For any further information / support, call the help desk.

3. Installation:

JRE Installation:

1. Download JRE 1.8 (32 bit) from the following url:

https://www.java.com/en/download/win10.jsp
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USB eToken Driver Installation:
1. Plugin the eToken (dongle) to the system.
2. If your eToken have the facility to install the driver automatically then let that install it.

3. If that does not install then go to the respective eToken website and install the driver in
system

NOTE: Generally the eToken provider will provide USB eToken driver software along with
USB eToken. If you have the driver software, you can install it or you can download it from
the following URL.

http://jnanabhumi.ap.gov.in/downloads/ePass2003-Setup.zip

Caution: If JRE and USB eToken driver installed already then leave Installation step

ePass2003-5etup » ePass2003-Setup

MNarne Date modified Type Size

[&l 1. ePass2003-Setup Application 1,218 KB
.'e“_fl 2. ePass2003 User Guide PDF Fite 1,763 KB
.ag;, 3. Optional - ePass2003 - 50 - Admin Pas... Application 368 KB
i_j 4. Instructions - 50 - Admin Passwaord Pl... Text Document 1 KB

1) Download ePass2003-Setup.zip = unzip it and Open the folder double click
on ePass-Setup as shown below.
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ﬁ ePass2003 Setup

Options
Choose CSF option

Select CSP Type
(®) Private CSP

(") MicroSaft CSP

| <oace [l ][ conce

2) Select Privarte CSP and click on install.

Welcome to the ePass2003 Setup

Setup will guide you through the instalation of ePass2003,

it is recommended that you dose al other applications
before starting Setup. Thes will make it posshie to update
refevant system files without having to reboot your
computer,

Click Poesct bo continue,

3) Above screen appears select next .
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Please Select Language

English

CANCEL

Please Select Language

4) Language dialogue box appears .Select English as preferred language as
shown in above image.

You are about to install a certificate from a certification authority (CA)
claiming to represent:

CCA India 2014

Windows cannot validate that the certificate is actually from "CCA India
2014". You should confirm its origin by contacting "CCA India 2014",
The following number will assist you in this process:

Thumbprint (shal): A2B36B5A 68092819 DOCESDDE DTV969A49 63E11991
Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA, Installing a certificate with an unconfirmed
thumbprint is a security risk, If you click "Yes" you acknowledge this

risk.

Do you want to install this certificate?

5) Select Yes in the security warning dialog box.

6) Your token driver installations are completed successfully.
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4. Configure Java Security Settings:

e To make the user system less vulnerable to external exploits, java does not allow
users to run applications that are not signed (unsigned) and self-signed (not signed by
trusted authority).

e By adding URL of the blocked application to the Exception Site list allows the
blocked application to run with some warnings.

e To run the INANABHUMI application without blocked by security checks add the
https://jnanabhumi.ap.gov.in/ URL to the Exception site list as shown below

» Go to the “Control Panel”.
» Go to “Programs” Folder.

O—'\,J - |@ v Control Panel » - ‘+'¢| Search Control Panel. 0 |
Adjust your computer's settings View by: Category ¥
iy System and Security User Accounts and Family Safety
A 3 Review your computer's status By Add or remove user accounts
=4 Back up your computer '.i'_'.' Set up parental controls for any user

Find and fix problems -
Appearance and Personalization
Change the theme

# View network status and tazks

v, Network and Internet
“ Change desktop background
-

Choose homegroup and sharing opticns Adjust screen resolution

Add a device

= Programs [
h“J Uninstall a program

Ease of Access
Let Windows suggest settings

{ rarcngre au;d S?und W Clock, Language, and Region
;ﬁ A e J-—. Change keyboards or other input methods

Optimize visual display

After clicking on the “Programs” below screen will be shown. Click on “JAVA”
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Search Control Panet

@Dv|ﬁ| » Control Panel » Programs » v|+.?-|

Control Panel Home
Programs and Features

=
kﬂ Uriinstall a program 'E';'.‘-Turn Windows features onoroff | View installed updates

System and Security
Run programs made for previous versions of Windows | How to install a program

Metwork and Internet
Hardware and Sound |@ Default Programs
‘WY Change default settings for media or devices
* FPrograms Make a file type always open in a specific program Set your default programs
User Accounts and Family
Safety =3

Appearance and
Personalization

Desktop Gadgets
Add gadgets to the desktop | Get more gadgets online | Uninstall a gadget
Restore desktop gadgets installed with Windows

Clock, Language, and Region
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Ease of Access

Java when opened below screen as shown below is displayed

2|

{Generall| Java | security | advanced|

[ 2] Jawa Control Panel ===

About

Wiew wversion informaton about Java Control Panesl.

Metwork Settings

Metwork settings are used when making Internet connections. By default, Java will use the netwoark
settings in your web browser. Only advanced users should modify these settings.

Metwork Settings. ..

Temporary Internet Files

Files vou use in Java applications are stored in a spedal folder for gquick execution later. Cnly
advanced users should delete files or modify these settings.

[ Settings... | [ Wieww. ..

Jawva in the browser is enabled.
See the Security tab

[ Ok ] l Cancel ] Apply

Click on “Security“ tab. Then click on “Edit Site List” button to make change in text box as
shown below.
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| Z=£+| Java Control Panel

I General - Security | Advanced |

Enable Java content in the browser

Security level for applications not on the Exception Site list

+ Wery High

Only Java applications identified by a certificate from a trusted authority are allowed to run,

and only if the certificate can be verified as not revoked.

@ High

Java applications identified by a certificate from a trusted authority are allowed to run, even if

the revocation status of the certificate cannot be verified.

Exception Site List

applications launched from the sites listed below will be allowed to run after the appropriate security

prompts,

ke Edit Site List. ..

ems to this list.

Edit Site List... ]

[ Restore Security Prompis

| [ Manage Certificates. .. ]

J [

Cancel ] Apply

Writehttps://jnanabhumi.ap.gov.in/URLinthetextboxandclickon“add” Buttonandthen
“OK” button. As shown in the below screen
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| £ Java Control Panel

Enable Java contentin the browser

Security level for applications not on the Exception Site list

(1 Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

(@) High
Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified,

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

https: /finanabhurmi.ap.gov.in/ ~
Edit Site List...
W
Restore Security Prompts Manage Certificates...
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After making the changes Restart the browser and check whether the browsers java plugin
updated to installed JRE version.
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