Steps to Validate the Signature

1. Download the certificate in Internet Explorer only and save the pdf file.

* Open the pdf file and Right click on the Question Mark showing the Validity Unknown.
e Click on Show Signature Properties.

e Click on Show Signer’s Certificate & Select Trust.

¢ Click Add to Trusted Identities & Click OK.

e Select All the check boxes of New Window & Click OK.

2. Click on Validate Signature and Close, signature will be validated with Green Checkmark.
If still not validating then follow these steps:

1. Open the file and click on Edit menu >>> Preferences>Categories>Signatures>> ldentities &
trusted Certificates>More > Search for Anurag Shah under the list of trusted certificates and

remove that certificate.

2. Follow the steps as mentioned in the screen shots given below :
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Now click on ? sign and validate the signature
mH HNoamao - s

TS W ¥IAH Mother's HName 1
I @1 WA Father's Mamo -
TIRfEs W e Guardians Nama r MK

iZailel 49 #TH Name of the Instituta/ DIRECT

wadtet 33ul  Direct Candidaote :

We@saTies e Roll Number [ T

75 wanter fiven o § B ToEnen sneeefT oh ol womifenedt o apeen Ot deare (o da)
e AULY=2006 # s afoges smreomail oY oremoea (DR Wl ofren
sy e el el @ Fuda whaee saarronsil U grenssH & uaEeTas geEve e omen B

Mhis is to certify that the above mantioned candidate is awarded with the Certificate of Coursas on Computer
soncepls, after the candidate has successfully passed the examination of Course on Coamputer Concepls

CCC) conducted by MNational Instivte of Electronles and, Infermation Technology (MIELIT)
furing JULY-2016

mareff LB L O ey P o B STl sTEIEA GRADE LEGEMD

: gas Jea _Téia TWec Téio
‘andidate has beon awarded .6... Grade. > 5% | 75BN 65T TAYa | G5Ve-B4% | S0VeSAY%
Certification signature by ANURAS agifinisdit. gov.in>, Valdity Unknown
Digitally signed by ANURAG
Date: 2016.08.27 19:28:27 IST,
i Reason: lssuance of computer generate itally Signed
Hace : Maw Debhi certificate for NIELIT CCC Cou .
Jated : 20-08-2016 Controller of Exam inaticons, MIELIT HO,

(Digitally signed documant, hence doss not need Jignature)

*Thiz is & comperter gunarates cgiteny sgned certifcucs (iseed & par the partcuies fee oy The cundiomts, e T
[ [ [0 [ (D [ [ [ e 3 3 D [ [ B [ B [ O [0 O [P [T Do [T S0 e [ [ [




Signature Properties ot

P Document was certified, validity is UNKNOWN,

Signing Time: 2016/08/27 19:28:27 +05'30"

Source of Trust obtained from Adcbe Approved Trust List (AATL).

Reason: Issuance of computer systern generated Digitally Signed certificate for
MIELIT CCC Course,

Location: Mew Delhi
Validity Sumrmary
The docurnent has not been modified since it was certified.

The certifier has specified that no changes are allowed to be made to this
document.

The signer's identity was valid when it was issued, but no revocation checks
could be made to validate the identity at this time,

Signing time is from the clock on the signer's computer.
Signature was validated as of the signing time:
2016/08/27 19:28:27 +05'30'

Signer Info

The path from the signer's certificate to an issuer's certificate was successfully
built.

Revocation checks could not be done, possibly because you are not currently
connected to a network.

Show Signer's Certificate... | <)y Click on show signer’s certificate

Advanced Properties... Validate Signature Close



-ertificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry. Multiple issuance chains are being displayed because none of the chains were issued by a
trust anchor.

Show all certification paths found

dia 2014 Surmary Details Revocation Trust  Policies Legal Notice
Code Solutions CA 2014
:> ANURAG SHAH <anurag@ni Source of Trust obtained from Adobe Approved Trust List (AATL).
Trust Settings

This certificate is trusted to;

¥ Sign documents or data
¥  Certify documents

#  Execute dynamic content that is embedded in a certified
docurnent

3  Execute high privilege JavaScripts that are embedded in a
certified document

#  Perform privileged systern operations (networking, printing,
file access, etc.)

Add to Trusted Certificates... <::|

< >

(D The selected certificate path is valid.

The path validation and revocation checks were done as of the signing time:
2016/08/27 19:28:27 +05'30'
Validation Model: Shell



Click on check boxes as shown below and click OK:

Import Contact Settings

Certificate Details
Subject:  AMURAG SHAH <anurag@nielit.gov.in>
lzsuer  (n)Code Solutions CA 2014

Usage: Digital Signature, Mon-Repudiation

Expiration: 8/31/2016 6:30:00 PM

Trust

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor,

Usze this certificate as a trusted root

If signature validation succeeds, trust this certificate for:

Signed documents or data

Certified documents
[] Dynamic content
Ermnbedded high privilege JavaScript

Ztr'i:v::leged systern operations (networking, printing, file access,

Help oK Cancel




Now click on validate signature and now it will display validated signature

+ H 1 r ] LT gL - ; ha !ﬁl’ :I thi i'|__:'_.
Signature Validation Status
Dimpulie
ﬁ Document certification is valid, signed by ANURAG SHAH loncants
<anurag@nielit.gov.in>. B .
- The Document has not been modified since it was certified. NIELIT
- The signer's identity is valid.
i
: : 1D
Signature Properties... Close —m -
0654 J

Jocument certified by ANURAG SHAH <anurag@nielit.gov.in>.

}igtitally signed by ANURAG SHA

Date: 2016.08.27 19:28:27 |

Reason: Issuance of compute

-ertificate for NIELIT CCC Course.

............................................................................... Controller-of Examinations; NIELT-HQ-r e
(Digitally signed document, hence does not need signature)

em generated Digitally Signed




