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Chapter 1
Important Information

Important Information

Notices
The information contained herein is subject to changewithout notice. The only warranties for Hewlett
Packard Enterprise products and services are set forth in the express warranty statements accompanying
such products and services. Nothing herein should be construed as constituting an additional warranty.
Hewlett Packard Enterprise shall not be liable for technical or editorial errors or omissions contained herein.

Confidential computer software. Valid license fromHewlett Packard Enterprise required for possession, use,
or copying. Consistent with FAR 12.211 and 12.212, Commercial Computer Software, Computer Software
Documentation, and Technical Data for Commercial Items are licensed to theU.S. Government under
vendor's standard commercial license.

Export of the information contained in this publicationmay require authorization from theU.S. Department
of Commerce.

Links to third-party websites take you outside theHewlett Packard Enterprise website. Hewlett Packard
Enterprise has no control over and is not responsible for information outside theHewlett Packard Enterprise
website.

Acknowledgments
Intel®, Itanium®, Optane™, Pentium®, Xeon®, Intel Inside®, and the Intel Inside logo are trademarks of
Intel Corporation in theU.S. and other countries.

Microsoft® andWindows® are either registered trademarks or trademarks of Microsoft Corporation in the
United States and/or other countries.

Adobe® and Acrobat® are trademarks of Adobe Systems Incorporated.

Java® and Oracle® are registered trademarks of Oracle and/or its affiliates.

UNIX® is a registered trademark of TheOpen Group.

All third-party marks are property of their respective owners.

Safety
The Aruba Fabric Composermodule system is classified as a class 1 telecommunications laser product
employing embedded class 1 lasers and complies with the following:

THIS PRODUCT COMPLIESWITH FDA RULE 21 CFR SUB CHAPTER J IN EFFECT AT DATEOF MANUFACTURE.
PRODUCT COMPLIESWITH 21 CFR 1040.10 AND 1040.11.

PRODUIT CONFORME SELON LE SOUS CHAPITRE J DU DOCUMENT FDA RÈGLE 21 CFR EN VIGUEUR LORS
DE LADATEDE FABRICATION. PRODUIT CONFORME SELON 21CFR 1040.10 ET 1040.11.

Electrotechnical Commission (IEC) 60825-1, 60825-2

This product is classified as a: CLASS 1 LASER PRODUCT

APPAREIL À LASER DE CLASSE 1
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This unit is intended to be installed in a Restricted Access Location only with access only by trained personnel.

The primary hazards of exposure to invisible laser radiation from an optical fiber communications system
are:

n Damage to the eye by viewing an unterminated optical fiber or fiber optic connector.

n Damage to the eye from invisible laser radiation from viewing a cut fiber or a broken fiber.

Never attempt to view optical connectors that may be emitting laser energy and always avoid possible
exposure to invisible optical laser radiation. Using optical fiber scopes ormagnifying lensesmay increase the
possibility for an eye hazard. It is recommended that you use an optical powermeter to determine if there is
optical laser radiation present or use a remote video display inspection tool to inspect connectors.

Regulatory Information
To view the regulatory information for your product, view the Safety and Compliance Information for Server,
Storage, Power, Networking, and Rack Products, available at theHewlett Packard Enterprise Support Center:

https://www.hpe.com/support/Safety-Compliance-EnterpriseProducts

Additional Regulatory Information
Hewlett Packard Enterprise is committed to providing our customers with information about the chemical
substances in our products as needed to comply with legal requirements such as REACH (Regulation ECNo
1907/2006 of the European Parliament and the Council). A chemical information report for this product can
be found at:

https://www.hpe.com/info/reach

For Hewlett Packard Enterprise product environmental and safety information and compliance data,
including RoHS and REACH, see:

https://www.hpe.com/info/ecodata

For Hewlett Packard Enterprise environmental information, including company programs, product recycling,
and energy efficiency, see:

https://www.hpe.com/info/environment
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Chapter 2
About this Guide

About this Guide
This document supports all versions of Aruba Fabric Composer beginning with release 6.1.0

Documentation
The following documentation supports the Aruba Fabric Composer 6.3.0 release and are available as
HTML/PDFs on the Aruba Support Portal:

n Aruba Fabric Composer 6.3.0 Release Notes

n Aruba Fabric Composer 6.3.0 Installation Guide

n Aruba Fabric Composer 6.3.0 Online Help User Guide (also available from the Aruba Fabric Composer UI)

Aruba Fabric Composer 6.3.0 | Installation Guide 8
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Chapter 3
Introduction

Introduction
This document describes how to install or deploy the Aruba Fabric Composer using either of the following
methods:

n OVA: Deploy Aruba Fabric Composer as a Virtual Appliance.

n ISO: Deploy Aruba Fabric Composer through an ISO install procedure.

The Aruba Fabric Composer runs as an application in a Linux environment.

Aruba Fabric Composer 6.3.0 | Installation Guide 9
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Installation Considerations

Host Requirements
To support Aruba Fabric Composer, the Virtual Machine (VM) must meet the followingminimum
requirements:

Fabric Composer Size Host CPU
Cores RAM Disk

Space

Small:
8 switches maximum (1 minimum)
2 integrations maximum (1 minimum)

VMware VM 2 CPUs 8 GB 100 GB

Kernel-Based VM (KVM)

Large:
More than 8 switches, or
More than 2 integrations

VMware VM 4 CPUs 16 GB 100 GB

Kernel-Based VM (KVM)

Extra Large:
Multi Fabric or up to 150 switches

VMware VM
16 vCPUs 32 GB 100 GB

Kernel-Based VM (KVM)

Guidelines and Restrictions
For VMware deployments only, you have a choice of installing Aruba Fabric Composer using either theOVA
or ISOmethods.

Note that only the ISOmethod allows you to choose between configuring the VM for a Small or a Large
fabric size. TheOVAmethod defaults to setting the host requirements to that of the Large fabric size. Use
the ISOmethod if you want to configure the VM for a Small fabric size.

For details, see the following:

n Deploying an Aruba Fabric Composer VM in VMware vSphere using OVA on page 13

n Deploying an Aruba Fabric Composer VM using ISO on page 21

Supported VM Hypervisors
n VMware vSphere versions 6.7 and 7.0

n Linux KVM

n Nutanix AHV

Aruba Fabric Composer 6.3.0 | Installation Guide 10
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Operating System
The installation deploys a Linux (CentOS 7) operating system.

Host Environment - Network Settings
Determine the following network settings:

n IP Addressing Type: The host IPv4 address can be either a static IP (default) or DHCP.
n Static IP: You need to determine a static IP address, netmask, default gateway, and DNS server information.

n DHCP: The installer supports DHCP. When using DHCP, ensure that the host IP address does not change.
For example, on theDHCP server, you should add aDHCP reservation and/or DNS hostname entry on your
DHCP/DNS server(s).

n Hostname: You need a hostname for your Aruba Fabric Composer VM.

n Domain name: Youmust provide a valid DNS domain name for the domain in which the Aruba Fabric
Composer VM resides. If the network/deployment environment does not have a domain, you can use
localdomain as the domain name.

n NTP Server(s): If your network environment includes NTP servers, it is recommended configuring your
Aruba Fabric Composer VM to use these server(s) to ensure accurate time synchronization between Aruba
Fabric Composer and the switches. When using a static IP address for Aruba Fabric Composer, youmust
specify theNTP server(s) to use. If you useDHCP, NTP servers will be automatically used, provided that your
DHCP server is configured with NTP server (DHCP option 42). If you do not have a local NTP server, but your
network can access the Internet, you can alternatively useNTP pool servers (for example, pool.ntp.org).

n Name Servers: Enter details of the DNS name servers.

Products Compatible with Aruba Fabric Composer
This section lists the products that are compatible with Aruba Fabric Composer 6.3.0

Browsers

n Google Chrome

n Firefox

n Safari

n Microsoft® Internet Explorer

n Microsoft Edge

HPE

n HPE SimpliVity versions 4.1 and 4.0

n HPE iLO Amplifier Pack versions 1.81/1.7.0/1.55

Aruba NetEdit® version 2.0.8

Pensando® PSM

n Enterprise version 1.49.1-T

n Cloud version 1.16.2-C-10

n Cloud version 1.29.1-T-1
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VMware

n ESXi versions 6.5, 6.7, and 7.0

n vSphere®: 
o Latest versions 6.5, 6.7, and 7.0
o Previous versions 6.5 and 6.7

n vSphere®Web Client compatibility with Plugin versions 6.5, 6.7, and 7.0

n vCenter® versions 6.5 and 6.7

n SDDC
o VCF/SDDCManager 4.2
o NSX-T 3.0.2
o vCenter® 7.0

NSX-T versions 3.0.2 and 3.1.1

n https://www.virten.net/vmware/nsx/vmware-nsx-t-release-build-numbers/

Nutanix®

n Acropolis Operating System (AOS) version 5.10.x

n Acropolis Hypervisor (AHV) version 20170830.256

n VMware ESXi Hypervisor versions 6.5 and 6.7

n Nutanix Prism versions 5.18 and 5.17

Security Considerations
The Aruba Fabric Composer installation enables SELinux, disables root SSH, and prompts you to enter a new
admin user password on the first boot. You should also take additionalmeasures as needed to secure the
installation. See the Red Hat Enterprise Linux 7 Security Guide formore information:

https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/security_guide/index

Secure Passwords
When installing Aruba Fabric Composer, it is recommended doing the following:

n Configure a secure password for the Linux admin user.

When deploying Aruba Fabric Composer using either theOVA or ISOmethod, you are prompted to change
this password. For details, see the following:

n Deploying an Aruba Fabric Composer VM in VMware vSphere using OVA on page 13

n Deploying an Aruba Fabric Composer VM using ISO on page 21

n Configure a secure password for the Aruba Fabric Composer admin user, which is configured using the
Aruba Fabric Composer UI.
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Deploying an Aruba Fabric Composer

VM in VMware vSphere using OVA

Deploying an Aruba Fabric Composer VM in VMware vSphere using OVA
Aruba Fabric Composer can be installed from an OVA file designed for deployment on virtual hosts.

The OVA install file is supported ONLY with installs via vCenter. The OVA install is NOT supported via the
ESXi UI. For ESXi UI installs, use the ISO image.

Downloading the OVA File
1. Determine the version of Aruba Fabric Composer software to install.

2. Go to
https://asp.arubanetworks.com/downloads;fileTypes=SOFTWARE;products=Aruba%20Fabric%20Co
mposer to download the Aruba Fabric Composer software installer file: ArubaFabricComposer-
<release_number>.ova

3. Save the downloaded OVA file to a location for theOVA deployment.

Deploying the Aruba Fabric Composer VM
This section describes how to deploy the Aruba Fabric Composer VM using theOVA file. Ensure that theOVA
file to be used for the deployment has been downloaded to an accessible location (see Downloading the
OVA File on page 13).

TheOVA installation process configures the VMwith the following default settings. The system values
specified below are for a Large fabric size. If you want to specify a smaller system, use the ISO installation
method of installing Aruba Fabric Composer. Formore information, seeHost Requirements on page 10.

n CPUs: 4
n RAM: 16 GB
n Disk space: 100 GB

The content in this procedure represent screens you should see. Your installation will contain different
details, such as Fabric Composer software version, servers, configuration values, and so on. You will
need to identify an ESX cluster that will be used to host the Aruba Fabric Composer software. To do this,
you will need to launch VMware vSphere, select the correct datacenter, and then select the ESX cluster
to host the Aruba Fabric Composer software.

1. Log into the VMware vSphere Client.

When logging into the VMware vSphere Client, youmay be prompted to install the Client Integration
Plug-in into your web browser. If prompted, youmust install the Client Integration Plug-in to enable OVA
deployment from your Web browser.
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2. In the vSphere Client, select <your datacenter> and then select Actions > Deploy OVF Template.

3. In the Select an OVF template page, you can select from either an URL or from the Local file. In this
example, the URL has been selected (the Aruba Fabric Composer name and version in this example is
for illustrative purpose only).

Figure 1 Selecting an OVF Template

4. In the Select a name and folder page, specify a unique name and then select a target location for the
virtual machine. ClickNext.

Figure 2 Selecting a Name and Folder
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5. In the Select a compute resource page, select <your cluster> to check for compatibility. ClickNext
once the compatibility checks are successful.

Figure 3 Selecting a Compute Resource

6. In the Review details page, verify the template details and then clickNext.

Figure 4 Reviewing Details
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7. In the License agreements page, read through theHPE End User License Agreement and select the I
accept all license agreements check box. ClickNext.

Figure 5 Accepting the License Agreement

8. In the Select storage page, select the datastore in which to store the configuration and disk files. Click
Next once the compatibility checks are successful.

Figure 6 Selecting Storage
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9. In the Select networks page, select your destination network for each source network. (The
VM Network name in this example is for illustrative purpose only.) ClickNext.

Figure 7 Selecting Networks

10. In the Customize template page, enter a Hostname, Domain Name, Primary NTP Server address (if
required) and a Secondary NTP Server address (if required). ClickNext.

Hostname and Domain Name shown below are for illustrative purposes only.

Figure 8 Customizing Template
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11. Scroll down the Customize template page and enter an IP Address, Network Mask, Default Gateway,
Primary Name Server, and Secondary Name Server. Select theUse DHCP check box only if you are
using DHCP. ClickNext.

Figure 9 Customizing Template (contd)
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12. Scroll down In the Customize template page and set a Linux admin password. Also ensure that the
High Availability Mode check box is unchecked. ClickNext.

Figure 10 Customizing Template (contd)
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13. In the Ready to complete page, verify all the settings and click Finish.

Figure 11 Completing the Installation

14. Once the installation is finished, locate and power on the new VM.

15. Verify the Aruba Fabric Composer installation:

a. In aWeb browser, enter the Aruba Fabric Composer URL that was displayed by the Aruba Fabric
Composer installer. TheURL format is https://host_name, where host_name is the fully-qualified
domain name or IP address of the Aruba Fabric Composer host.

b. Log into Aruba Fabric Composer as administrator using the default credentials:
Username: admin
Password: aruba
The Change Password screen is displayed.

c. Follow the prompts to specify a new admin user password and click Apply.

d. Verify that the Aruba Fabric Composer UI opens successfully.

The Aruba Fabric Composer installation is now complete.

From the Aruba Fabric Composer UI, set up Aruba Fabric Composer and add your switches. For details, see
the Aruba Fabric Composer 6.1.0 Online Help.
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VM using ISO

Deploying an Aruba Fabric Composer VM using ISO

Downloading the ISO Installer File
1. Determine the version of the Aruba Fabric Composer software to install.

2. Go to
https://asp.arubanetworks.com/downloads;fileTypes=SOFTWARE;products=Aruba%20Fabric%20Co
mposer to download the ISO installer file: ArubaFabricComposer-<release_number>.iso

3. Depending on your deployment type, do one of the following with the ISO installer file:
n VMware: Upload the file to a datastore accessible from the ESXi server and then see Preparing to

Run the ISO for a VMwareDeployment on page 21.

n Linux KVM: Upload the file to a datastore accessible fromVirtual Manager and then see Preparing
to Run the ISO for Linux KVM Deployment on page 26.

Preparing to Run the ISO
This section contains prerequisites that need to be followed before running the ISO for:

n VMware deployment

n Linux KVM deployment

Preparing to Run the ISO for a VMware Deployment
This section shows you how to deploy a new VMware VM to host the Aruba Fabric Composer software.
Ensure that you have downloaded the compatible Aruba Fabric Composer ISO file andmake it accessible
from the ESXi server where the Aruba Fabric Composer will be deployed. Formore information, see
Downloading the ISO Installer File on page 21

1. Log into the VMware vSphere Client.

When logging into VMware vSphere Client, youmay be prompted to install the Client Integration
Plug-in into your web browser. If prompted, youmust install the Client Integration Plug-in to
enable OVA deployment from your Web browser.

2. Right click on the datastore and select New Virtual Machine. TheNew Virtual Machinewizard is
displayed.
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Figure 12 Creating a New Virtual Machine

3. In the Select a creation type page, select Create a new virtual machine and clickNext.

Figure 13 Selecting a Creation Type

4. In the Select a name and folder page, specify a unique name and select a target location. ClickNext.

Figure 14 Selecting a Name and Folder
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5. In the Select a compute resource page, select the destination compute resource for this operation.
ClickNext.

Figure 15 Selecting a Compute Resource

6. In the Select storage page, select the storage for the configuration and disk files. ClickNext.

Figure 16 Selecting Storage

Chapter 6 | Deploying an Aruba Fabric Composer VM using ISO



Deploying an Aruba Fabric Composer VM using ISO | 24

7. In the Select compatibility page, select the compatibility for this virtual machine depending on the
hosts in your environment. ClickNext .

Figure 17 Selecting Compatibility

8. In the Select a guest OS page, select Linux from theGuest OS Family drop-down list and then Red Hat
Enterprise Linux 7 (64-bit) from theGuest OS version drop-down list. ClickNext.

Figure 18 Selecting a Guest OS
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9. In the Customize hardware page, configure the virtual machine hardware depending on whether you
require a Large or Small fabric size. Select theConnect at Power On check box and clickNext.

Figure 19 Customizing Hardware

10. In the Ready to complete page, verify the settings and then click Finish to start the VM creation.

Figure 20 Finishing the Installation
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11. When finished, locate and power on the new VM and complete the ISO prompts.

Figure 21 Powering on the Virtual Machine

12. Verify the Aruba Fabric Composer installation:

a. In aWeb browser, enter the Aruba Fabric Composer URL that was displayed by the Aruba Fabric
Composer installer. TheURL format is https://host_name, where host_name is the fully-qualified
domain name or IP address of the Aruba Fabric Composer host.

b. Log into Aruba Fabric Composer as administrator using the default credentials:
Username: admin
Password: aruba
The Change Password screen is displayed.

c. Follow the prompts to specify a new admin user password and click Apply.

d. Verify that the Aruba Fabric Composer UI opens successfully. The Aruba Fabric Composer
installation is now complete.

Preparing to Run the ISO for Linux KVM Deployment
This procedure shows how to use Virtual Manager to deploy a new VM to host the Aruba Fabric Composer
software on a host running the Linux KVM hypervisor. Ensure that you have downloaded the compatible
Aruba Fabric Composer ISO file and uploaded that file to a datastore accessible fromVirtual Manager (see
Downloading the ISO Installer File on page 21).

1. Use the virt-manager command to open Virtual Manager and clickNew to create an Aruba Fabric
Composer VM. A configuration wizard is displayed.

2. In the configuration wizard, complete the following fields:
n Name: Enter a name for the new Aruba Fabric Composer VM.

n Local install media: Must be selected.

n Use ISO image: Browse to and select the Aruba Fabric Composer ISO image.

n OS type: Select Linux.
n Version: Select eitherRed Hat Enterprise Linux 7 or CentOS 7 (64-bit).
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n Memory (RAM): Enter 8 GBminimum (small fabric) / 16 GBminimum (large fabric).

n CPUs: Specify 2 minimum (Small fabric) / 4minimum (Large fabric). CPUsmust be 2 GHz or greater.

n Create a disk image on the computer's hard drive: Specify 100 GB minimum, thick-provisioned
disk space.

n Allocate entire disk now: It is recommended that you allocate the entire disk, but if you do not
have enough disk space, clear this check box.

n Customize configuration before install: Select this check box.
n Advanced options : Expand and ensure that the following are selected:

n Virt type, kvm
n Architecture, x86_64

3. Click Finish. A window opens in which you select the VM components.

4. In the VMwindow, select Boot Options and complete the following:
n Start virtual machine on host boot up. Select this check box, which appears under Autostart.
n Boot device order. Select Enable boot menu,Hard Disk, and CD-ROM.

5. Click Apply.

6. Select Disk 1, expand Advanced options and select SATA forDisk bus. Click Apply.

7. Select NIC and then select virtio for Devicemodel. Click Apply.

8. Select Display VNC and then select Copy local keymap for Keymap. Click Apply.

9. Click Begin Installation. The VM is created, gets powered on, and launches a VM console.

The Aruba Fabric Composer ISO installer starts. Immediately continuewith the Follow the ISO Installer
Prompts on page 27 section.

Follow the ISO Installer Prompts
This procedure shows how to use the ISO installer to install Aruba Fabric Composer and set the administrator
password for a Linux operating system. Before beginning, ensure that the host meets theminimum
requirements as described in Host Requirements on page 10.

1. In a virtual machine (VM), launch a VM console.
The Linux installer automatically launches and the installer start page opens. The release_number is
the Aruba Fabric Composer release that you are installing.

2. In the Installer start page, select Install Aruba Fabric Composer.

3. In theDeployment Options page, select the required deployment size.

4. In theNetwork Options page, select DHCP or Static as themethod for assigning an IP address to the
VM.
The host system verification process runs and if the host does not meet theminimal requirements as
described in Host Requirements on page 10, an errormessage is displayed and the installation process
is stopped. Configure the host with the required resources and begin the ISO installation process
again.

5. In theUser License page, read the licensing agreement and click Accept.

6. In the Password Update page, specify the password for the Linux admin user and clickOK.
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7. In theNetwork Settings page, configure the static IP or DHCP settings and clickOK. Refer to the
following sections formore information on Static IP and DHCP configurations.

Static IP Configuration
Configure the following parameters:

n Hostname: Enter the host name for the VM.

n Domain Name: Enter the domain name for the domain in which the host resides. Enter the domain
name only, not a fully qualified domain name. If the network/deployment environment does not
have a domain, you can specify something such as localdomain as the domain name.

n NTP Servers: Enter NTP server(s) names or IP addresses.

Specifying NTP server(s) is required to ensure that all elements of the Aruba Fabric
Composer have the most accurate time and date settings.

n IPv4 Address: Enter a valid IPv4 address for this Aruba Fabric Composer host.

n IPv4 Netmask: Enter the network mask using either dot-decimal or CIDR (omit the slash) notation.

n IPv4 Gateway: Enter a valid gateway IPv4 address.
n VLAN ID: (optional) Enter a VLAN ID (1-4095) or '0' (default) if not using a VLAN.

The VLAN ID field should only be used when:

n Software is being installed on bare-metal (non-Hypervisor) servers.

n Management traffic must be sent over a tagged VLAN.

n Name Servers: Enter the IP addresses for DNS name servers, separated by spaces.

DHCP Configuration
Configure the following parameters:

n Hostname: Enter the hostname for the VM.

n Domain name: Enter the domain name for the domain in which the host resides. Enter the domain
name only, not a fully qualified domain name. If the network/deployment environment does not
have a domain, you can specify something like localdomain as the domain name.

n NTP Servers: (optional) Enter NTP server names or IP addresses.

If you use DHCP, youmust reserve an IP address on the DHCP server.

a. ClickOK. TheDHCPv6 screen is displayed.

b. Click either Yes orNo.

The installation process begins. When the installation completes successfully, the host reboots and
opens at the Linux login prompt.

8. From the Linux login prompt, log in as administrator using username admin and the password that
you specified in Step 6.

9. Eject the installationmedia (disk or ISO image). Note that If you do not eject the installationmedia
and/or set the startup device to another drive, the host (VM) could boot back into the ISO installer
menu again.
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10. Verify the Aruba Fabric Composer installation:

a. In aWeb browser, enter the Aruba Fabric Composer URL that was displayed by the Aruba Fabric
Composer installer. TheURL format is https://host_name where host_name is the fully-qualified
domain name or IP address of the Aruba Fabric Composer host.

b. Log into Aruba Fabric Composer as administrator using the default credentials:

Username: admin
Password: aruba

The Change Password screen is displayed.

c. Follow the prompts to specify a new admin user password and click Apply.

d. Verify that the Aruba Fabric Composer UI opens successfully. The Aruba Fabric Composer
installation is now complete.

From the Aruba Fabric Composer UI, set up Aruba Fabric Composer and add your Fabric Composer. For
details, see the Aruba Fabric Composer 6.1.0 Online Help.

Testing Remote Access to the Linux Host
Before testing the remote access to the Linux Host, youmust know the host server's IP address or FQDN. If
you do not know either item, then from the console connection, run the ifconfig command to determine
the Linux host IP address. The device name is hardware dependent. If you are using a VM, it will be eth0;
however, on a bare-metal server it may be different (though is usually either eth0 or em1).

1. From another system, attempt an SSH connection to the host server's IP address or FQDN.

2. The Linux login screen appears when access to the host server is successful.

Troubleshooting Menu
Selecting Troubleshooting from themainmenu opens the Troubleshootingmenu.

The troubleshootingmenu options are: 

n Rescue an existing system: Rescue a previously installed Linux system.

n Run a memory test: Use this utility to test the systemmemory and verify that it is working correctly.

n Boot from local drive: Attempt to boot the system from the local drive, using the boot order as defined in
the systemBIOS.

n [Back]: Return to themain installermenu.
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Deploying High Availability for Aruba Fabric Composer
High Availability (HA) provides users the ability to run Aruba Fabric Composer in a configuration that is
tolerant to hardware and software failures. HA for Aruba Fabric Composer uses three, large-capacity nodes.
TheHA cluster will tolerate the loss of oneHA node and continue to operate, but in a degraded state.

Installing High Availability for Aruba Fabric Composer
using ISO
This section shows how to set up and deploy a High Availability configuration. 

Guidelines
n The ISO installation process configures the VMwith the following default settings:

n CPUs: 4
n RAM: 16 GB
n Disk space: 100 GB
n NTP: Mandatory

Prerequisites
n The ISO file to be used for the deployment has been downloaded to an accessible location.

n Ensure that all nodes use the same software revision level.

n TheHA clusters are required to be installed through the ISO procedure and require network connectivity
between all nodes prior to running theHA script.

Procedure

1. Initiate the ISO installation.

2. In the installer screen, select Install Aruba Fabric Composer (High Availability).

3. Follow the ISO installer prompts on each node installation and select High Availability for each
node. Pay attention to the desired IP addressing and DNS names for nodes 0, 1, and 2 during the
installation process.

The HTML/GUI will not be available until after running the HA cluster script on Node 0.

TheHA installation is complete and you can now boot into the VMs.
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Post-Installation Configurations
After the ISO installation is complete, the nodes will boot and you are required to log into one of themusing
either SSH or the ESXi console. Enter the following commands:

[admin@afc] sudo su

[root@afc] /usr/sbin/configure-high-availability

The configure-high-availability script will then prompt for three inputs:

The first and second peer IP addresses will become node1 and node2 respectively. Enter a Virtual IP Address
(VIP) in ip_address/prefix_length format.

The script will set up all three nodes in the cluster and will reboot automatically on completion of pre-run
checks.

Internode Communication
Many services that run on each node need to communicatewith each other. Some of them communicate
over SSH tunnels. To verify that the SSH tunnels are open, enter the following command:

# /opt/plexxi/scripts/tunnel-status

If successful, the output would indicate good health. For example:

remote_application_up : true

Verify DCS (Etcd)
The etcd service is one of the backbones of theHA solution. Enter the following command to verify the
cluster health: 

# etcdctl cluster-health
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If successful, the output would indicate good health. For example: 

# etcdctl cluster-health

member 4666a0726df83ae7 is healthy: got healthy result from http://node2:2379

member 532f3e223be61257 is healthy: got healthy result from http://node0:2379

member cb297307a4311716 is healthy: got healthy result from http://node1:2379

Check Member List
Enter the following command to check themember list: 

# etcdctl member list

If successful, the output displays the list of members. For example:  

# etcdctl member list

4666a0726df83ae7: name=node2 peerURLs=http://node2:2380 clientURLs=http://node2:2379

isLeader=false

532f3e223be61257: name=node0 peerURLs=http://node0:2380 clientURLs=http://node0:2379

isLeader=true

cb297307a4311716: name=node1 peerURLs=http://node1:2380 clientURLs=http://node1:2379

isLeader=false

Verify Postgres
Without Postgres, the connectapi and other services will not function properly. To verify Postgres, enter the
following command:

# /opt/plexxi/patroni/virtualenv/bin/patronictl -c /etc/patroni.yml list

An example of the output is: 

# /opt/plexxi/patroni/virtualenv/bin/patronictl -c /etc/patroni.yml list

+ Cluster: postgres (6869774090681887273) -----------+

| Member | Host | Role | State | TL | Lag in MB |

+--------+-------+--------+---------+----+-----------+

| node0 | node0 | Leader | running | 1 | |

| node1 | node1 | | running | 1 | 0.0 |

| node2 | node2 | | running | 1 | 0.0 |

+--------+-------+--------+---------+----+-----------+

The Leader node might be different than the one shown in the above example.

TheHigh Availability setup is complete and you can log in to the Aruba Fabric Composer using the Virtual
IP Address (VIP) as you would in a standalone installation. Go to Configuration > Maintenance > High
Availability to configure and confirm the health of theHA cluster.
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Administering Aruba Fabric Composer
This section deals with:

n Managing the Aruba Fabric Composer IP Address

n Changing a new VM's Linux Admin User Password

Managing the Aruba Fabric Composer IP Address
This procedure shows how tomanage the Aruba Fabric Composer IP address, including how to change its
static IP address in IPv4 or configure it to useDHCPv6.

1. Ensure that the network is connected to the Aruba Fabric Composer VM.

2. Log in to the Aruba Fabric Composer console as admin (use the password that you specified for this
user).

3. Open the /etc/sysconfig/network-scripts/ifcfg-eth0 file in an edit utility with sudo. For
example, if using VI:

# sudo vi /etc/sysconfig/network-scripts/ifcfg-eth0

4. Make the following changes depending on the address type:

Static IP address
a. Remove the following lines:

DEFROUTE="yes"

IPV4_FAILURE_FATAL="no"

b. Change BOOTPROTO to:

BOOTPROTO="static"

c. Specify the address family to use (IPv4) as follows:

IP addresses shown here are for illustrative purposes only.

To add static IPv4, add or amend the following lines:

IPADDR=10.0.1.100
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NETMASK=255.255.255.0

GATEWAY=10.0.1.1

Dynamic/DHCP addressing

a. Change BOOTPROTO to:

BOOTPROTO="dhcp"

b. Specify the address family to use (IPv4).

IP addresses shown here are for illustrative purposes only.

If using IPv4 DHCP, remove the following lines if present:

IPADDR=10.0.1.100

NETMASK=255.255.255.0

GATEWAY=10.0.1.1

5. Run the following command (sudo password is aruba):

# sudo /opt/plexxi/scripts/enable-network.sh

6. Wait for two or threeminutes before logging in. Use a console connection to verify the IP address
change using the following command:

# ifconfig

Changing a New VM's Linux Admin User Password

Ensure that you record the new password for future access. Aruba Support will be unable to assist with
access to your Aruba Fabric Composer host if all administrator passwords are lost.

1. Log into the default Linux (SSH, console) admin account:

Username: admin

Password: <admin_password>

where admin_password is the current password that you specified for this user.

2. Enter the password command and type the new password twice as prompted.
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Upgrading Aruba Fabric Composer
This section shows how to prepare for upgrading the Aruba Fabric Composer and then perform the upgrade.

Preparing to Upgrade Aruba Fabric Composer
1. Verify the current version of your Aruba Fabric Composer by using either of the followingmethods:

n Login screen: Launch the Aruba Fabric Composer UI login screen, which displays the software
version number.

n About window: Fromwithin the Aruba Fabric Composer UI, open the About window (? > About).

2. Download the supported upgrade file from the Support portal (Support portal > local mgmt.
system > AFC host VM) to your local machine: ArubaFabricComposer_Upgrade-version-xxxx.tar.gz
where version-xxxx is the software version (example: 6.1.0-6530).

3. Confirm that your local machine has both the ssh and scp commands installed.

Pensando PSM Upgrade sequence
The recommended upgrade process for Pensando PSM isAFC 6.3.0 > PSM 1.49.1-T > Switches

Minimum required AOS-CX and Aruba Fabric Composer
releases for each PSM release

PSM Release Minimum AOS-CX Release

Minimum
Aruba Fab-
ric Com-
poser
Release

Platforms

1.49.1-T 10.10.0002 6.3.0

Aruba CX
10000

1.29.4-T 10.09.1010

6.2.01.29.3-T 10.09.1001

1.29.2-T 10.09.0010

The recommended release for a new deployment is 1.49.1-T and the preferred upgrade path to this release
is from 1.29.4-T > 1.49.1-T with the following upgrade sequence: 

1. Aruba Fabric Composer

2. Pensando PSM upgrade

3. Single-switch upgrade or VSX live upgrade of the switches (for a VSX pair)
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Upgrading Aruba Fabric Composer
1. On the local machine, open a command shell or terminal window.

2. Use the scp command to copy the upgrade files from your local machine to the Aruba Fabric
Composer. Provide the admin password when prompted.

scp <Upgrade file name> admin@<IP or Hostname>:~/

3. Use SSH to log in to Aruba Fabric Composer being upgraded. Provide the admin password when
prompted.

ssh admin@<IP or Hostname>

4. Create a directory for the upgrade files:

mkdir /home/admin/afcupgrade

5. Move the upgrade files into the upgrade directory:

mv ./<Upgrade file name> /home/admin/afcupgrade

6. Change your present working directory to the directory just created:

cd /home/admin/afcupgrade

7. Expand the upgrade files:

tar -xzf <Upgrade file name>

8. Run the upgrade installer script:

sudo ./upgrade.sh *.rpm

9. Enter the admin user password when prompted.

10. When theUpgrade Aruba Fabric Composer screen displays, tab over to Accept and press Enter.

11. When the Accept Aruba End User License screen displays, tab over to Accept and press Enter.

12. When the Continue to upgrade Aruba Fabric Composer and reboot at the end of this upgrade screen
displays, tab over toOK and press Enter.
The services are shut down and the upgrade process begins.

13. When the Password Update Required screen displays, do the following to specify the Linux admin user
password:
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n Enter a new password, tab over toOK, and press Enter.
n When the re-enter password screen displays, re-enter the password to confirm, tab over toOK and

press Enter.
n When the Success screen is displayed, tab over toOK and then press Enter.
The upgrade process continues and all services are started. When the process is complete, theUpgrade
of Aruba Fabric Composer RPM(s) completemessage displays and the system reboots.

Before you proceed to the next step, allow the system five minutes after the restart to complete
the upgrade process.

14. Clear your browser cache and log into the Aruba Fabric Composer UI as admin.
From the login screen, verify that the software version that is displayed has changed to the new
version.

15. After you have verified that the upgradewas successful, remove the temporary directory that you
created:

rm -r /home/admin/afcupgrade

Removing this directory and its contents ensures that you will use the latest upgrade file the next
time you upgrade Aruba Fabric Composer.
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The following section is for VMware vSphere Plugin users only.

1. FromVMware vSphere, un-register the previously installed Aruba Fabric Composer plugins as follows:

a. Log in to your vSpheremachine using the /mob url.

b. From theManaged Object Type page, click the content link associated with the ServiceContent
type.

c. From theData Object Type page, click the ExtensionManager link associated with the
ManagedObjectReferencer:ExtensionManager type.

d. Verify that the plugins com.plexxi.plexxi_connect and com.plexxi.connect are displayed in the
Properties table and then click theUnregisterExtension link in theMethods table.

e. Enter each plugin name, one at a time, into the Value field and then click Invoke Method.
The existing plugins are now removed. It may take a log out and log in and/or a vSphere reboot for
the plugins to disappear from the vSphere UI.

2. From the Aruba Fabric Composer UI, register the new plugins as follows:

a. Select Configuration > Integrations > VMware vSphere.

b. Select a vSphere integration that needs the plug-in registered and then select Actions > Register
Plug-in.

c. At the Register Plug-in confirmation prompt, clickOK to register the plug-in with VMware or
Cancel to exit. When the registration completes, a success notificationmomentarily appears.

After registering the vSphere Web Client Plug-in, open the vSphere Plug-in UI and configure
Aruba Fabric Composer authentication. Once configured, the full Aruba Fabric Composer UI
can be run within VMware vSphere.
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Onboarding a Replacement Switch
This section explains the steps necessary to add or onboard a replacement switch to Aruba Fabric Composer.

Guidelines
A successful switch replacement requires an up-to-date copy of the startup configuration from the switch to
be replaced. Therefore, it is recommended that, during the operation of an Aruba Fabric, the startup
configuration from each and every switch in the Fabric be periodically saved andmade available in the event
of a total switch failure.

Aruba Fabric Composer-powered configuration changes that are not reflected in themost recent copy of the
startup configuration will not be present on the replacement switch and thereforewill need to be restored
manually.

Process
To replace the switch software image for one ormore switches:

1. Power off the switch, or otherwise isolate the defective switch from the network.

2. Assign a temporary IP address (one not known previously by Aruba Fabric Composer) to the
replacement switchmanagement interface.

3. Install the switch firmware version that matches the switch to be replaced.

4. Using the CLI command, transfer the backup startup-configuration file to the replaced switch. Ensure
that this file is on a server accessible through themanagement interface using TFTP or SFTP protocols.

5. Using the show startup-config command, verify that the startup configuration is correct,

6. If using a static IP address for themanagement interface, just rebooting the switch is sufficient.
However, if using DHCP to assign IP addresses, then theDHCP servermust be updated to assign the
correct IP address to a request matching the new switch'sMAC address.

After the switch reboots, the replacement switch will assume the IP address of the switch that was replaced.
Aruba Fabric Composer will then contact the new switch and start a configuration-reconciliation process. The
resulting Aruba Fabric Composer configuration will thenmatch the restored startup configuration.
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