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Abstract: In recent years, with the rapid development of computer communication and the
Internet, it makes easy to duplicate and distribute the GIS data because of its digital forms. So
the application of GIS data faces some issues such as digital copyright protecting, data
authenticating, and data source tracing, etc, and these issues could be the main obstacles
restricting the further usage of digital maps. In order to solve these problems, we should
construct the GIS production copyright protection system. The technique of watermarking
provides potential solutions for copyright protection. Considering the characteristics of digital
watermarking for digital maps, the DFT (Discrete Fourier Transform) blind watermarking
model is put forward in this paper. First, the vertex sequence that extracted from vector map is
carried on DFT transform. Second, divide the phase of DFT according to the quantization step
size. Finally, we introduce a new watermarking scheme to embed the watermark into the
phase of DFT through quantification, which provides robustness for watermark attacking.
Extensive experiments are conducted to validate the availability, invisibility and the
robustness of our scheme.
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1 Introduction

Digital map is a kind of important and strategic information resource and is widely used in
economic and social applications, it also closely related to national defense affairs. The
acquisition and maintenance of the data is a high costs and efforts process, there are needed
large amount of manual labor and analysis in order to acquire original geospatial data such as
land survey, aerial photography, satellite image, etc. Furthermore, it is a hard work for people
obtain the information through digitalization and vectorization from the original datal'!®. So
as a result, geospatial data especially the high precision GIS data normally cannot be used for
free. In addition, some high precision data are only permitted to be used in military or
government units and extra security requirements are also needed. But in recent years, with



the rapid development of computer communication and the Internet, it makes easy to
duplicate and distribute the GIS data because of its digital forms. So there is an emergent need
for copyright protection and authentication of vector maps.

Watermarking is a promising solution to address this issue. In addition to the general
characteristics of digital products, vector data has the following features 1*!: There is no fixed
sequence of data; there is no clear concept of sampling rates; data contains not only the
geometric information includes topology information; and vector geospatial data is required
high precision, small redundancy, hierarchical organizations, which are an increase of
watermark embedding and extraction more difficult. Vector geospatial data with digital
watermark in addition to the digital watermark must be non-perception, and stability,
delectability, but also to ensure its availability, the data embedded watermark should not
affect its availability.

Over the past few years, the research on the digital watermark of raster data is more, but that
of vector map in the literature is very few 1*), among which the original vector data is needed
in the watermark extraction phase, the detection method is relatively easy to achieve, and the
extracted results are highly dependent on the quality of the raw data. In practical applications,
raw data can’t be obtained easily on many occasions, so the blind watermarking model "%
which the raw data is not required when the watermark is extracted should be paid more
attention.

In this paper, Considering both the characteristics of digital watermarking for vector maps and
the high-accuracy data requirement for vector data, a new DFT-based blind watermarking
method for the vector maps is proposed, by transforming the vertex sequence using DFT
transformation, dividing the phase of DFT according to the quantization step size, the
watermark sequence can be embedded into the phase of DFT, which ensures the availability,
invisibility and robustness.

2 System model

The main purpose of watermark model in this paper is to achieve blind detection '®. And the
main idea is that the coordinate axis would be divided into the A set of intervals and the B set
of intervals by the equal-space, interval size is A. Here, A set represents 0, B set on behalf of
1. Adjust the coefficient value of the watermark to be embedded to causes it to be equal to one
recent correspondence set in the intermediate quantity. When the watermark is detected, just
to determine the range of the coefficient falls on the A or B set, you can get the corresponding
watermark information O or 1.

Because the transform domain, the modulation of the object data is the range of transform
domain or phase, may also be a real part or imaginary part. Transform domain coefficient of

assumptions, embedded digital watermark for the principle as shown:
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Figure 1. The phase quantification



Demarcation interval set: select the quantization step size will be divided into axes as shown
in Figurel. A and B set interval. Those who belong to set the coordinates of A band
represents bit "1", where a range of set B represents the position coordinates of "0".

The mathematical operation that seeks the quotient and remainder: select the quantization step
size to quantify the parameters which is phase of DFT coefficients, integer values and
remainder is operated. Assumptions a for the quotient, b for remainder, there are:

a{@J b=360-aA
A

Quantified embedded: The quantification of parameters ¢ is closely related to the watermark
bit wi: When w; =1, enable the quantification results g equivalents to the intermediate
coordinates which on a certain range of A set the nearest g',When w;j=0, enable the
quantification results g equivalents to the intermediate coordinates which on a certain range
of B set the nearest ¢ .The expression are as follows(for k=0,1,2,...):

(1) % w=18:

g 6, a=2k
g +A a=2k+l1

(2) % w; =087 :

g 6 +A a=2k
' g, a=2k+1

After quantification ofg , the contained information of the watermark bit wj is only determined
by the range set in the quantization resultsg' :If gisin A set, g' on behalf of the watermark
bit information w; =1; the other hand, ¢ is in the range of B set, 4'will represent the digital

watermark information w; =0, the above (1) belonging to A range set, (2) belonging to B
range set. From where we can see that |§'-¢|<A, the maximum error caused by the

quantization operation is quantify step 2.

As can be seen from the above description, the process of embedding the watermark based on
the quantification is different from the previous embedding rules of addition or multiplication,
it can be seen as appropriate modifications of parameters g and process which be given the

watermark information. In order to reduce interference resulted from the random error in the
process of quantify, improve the robustness of embedded watermark, g will be quantified to

the nearest A or B areas.

When the watermark is detected, test data is carried on DFT, the corresponding watermark
information W; =0 or w; =1 is get from the location of the embedded watermarks, the value of
g'belonging to A or B set:

W. =

0 6'eB
The extracted watermark sequence is carried an anti-scrambling, if raw watermark is two-
dimensional images, one dimensional sequence is transformed to two dimensional sequence.

{1 g'eA



In this article, the binary image is get from the mapped text, so the extracted watermark
sequence is done with to get the two dimensional image.

3 The blind watermarking scheme

Based on the above system model, DFT as the transform tools, the watermark is embedded
into the phase of DFT coefficients, the phase value of DFT coefficients is quantified by
Appropriate step size , as well as the watermark is embedded in quantified value. The

embedded watermark vector geospatial data is obtained after that the embedded phase value
and the unmodified magnitude carries inverse DFT; when the watermark embedded in the
vector data is extracted, first, the embedded vector data is carried on DFT, then the coefficient
of DFT is calculated, the phase is get, the watermark is extracted according to the quantify
program.

3.1 The embedded phase

The embedded model of digital watermark of the vector geospatial data is shown in Figure 2.
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Figure 2. The embedded model
Concrete steps are as follows:
Step 1: The original watermark length is transformed to meet 2~ (FET algorithm conditions, a
quick algorithm of DFT). In order to increase the security of the watermark, the watermark
can be encrypted or scrambled.
Step2: Geospatial vector data V is read according to the storage order of coordinates, and then
the coordinates of vertex sequence constitute a complex sequence in accordance with formula

(1).

8y =X+ ke[O,N-1] (1
Here N is the Vertices number in V.
Step3: Sequences {ak } is carried on DFT, the DFT coefficients is get by formula (2).

1 N-1 _ R K
A:Wk;ak(e Z”I/N) leo,N-11 (2)

The DFT coefficients of a sequence contain the amplitude|A| and phaseg .

Step4: The phase of the coefficient is quantified by the selected appropriate step size, the
quantified value equals to the median of the interval in accordance with the "0" or "1".

StepS: The embedded magnitude combined with the unmodified magnitude is carried inverse
DFT, the embedded watermark vector geospatial data V’ is obtained.

3.2 The extracted phase

The extracted phase of digital watermark is shown in Figure.3.
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Figure 3. The extracted model

Stepl: Vertex coordinates in V' is read, then a complex sequence is {a} constructed in

accordance with formula (1).
Step2: The sequence {a'k} is carried on DFT by formula (2), the coefficient of DFT is

calculated.

Step3: The phase of the DFT coefficient is quantified to mean values of the location of
embedded watermark. The phase value is calculated to judge in which interval quantified, the
watermark is extracted according to the quantization range where the phase values is in.

Step4: The extracted watermark bit sequence is carried on anti-scrambling, then and the self-
correlation ¢, in order to enhance the objectivity of the result of extracted watermark, the self-

correlation method is used, the self-correlation coefficient obtained SC‘H{‘ is used to help

determine the effect of watermark extraction, if the raw watermark is two-dimensional
images, the extracted watermark is processed to get the final two-dimension watermark.

4 Experiments

The test data contains 11,080 vertex of river lines of 1:50 million. The watermark data is 116
x 32 bit as Figure 4(a), according to FFT, the data is extend to the 4096 (2'%), and the
quantization step size is 5,10,15 respectively.
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The quantization step size is variable parameters when the range is fixed, the different step

size are used in experiment to contrast, the used quantization step size are thes =5°,

A=10°and2 =15°. The extracted watermark are shown in Figure 4(b), Figure 4(c) and Figure
4(d).

Figure 5, Figure 6 and Figure 7 respectively show the compared result of the original vector

geospatial data and the embedded data when step size 4=5°, 2=10°, 2=15°, the dotted line for

the embedded watermark data and the solid line for the raw data. We can find the embedded
model is well invisibility, and the embedded data does not affect the display quality of



graphics, compared to three-step size, the invisibility of graphics displayed in figure 5 is best,
Figure 6 follows, the Figure 7 is the worst.
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Figure 6. Comparison of before and after watermark embedded when 2=10°
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Figure 7. Comparison of before and after watermark embedded when 24=15°

4.1 Availability

The results of the a bit error ratio(BER) analysis corresponding to 24=5°4=10°4=15°re

shown in figure8. As can be seen from the statistical results, the BER increases with the step
length becomes large, but the largest BER is smaller that 2.5 percent, which validates the
availability of the proposed scheme.
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Figure 8. BER analysis corresponding to 4=5°, [1 =10° and [1=15°

4.2 Robustness

The robustness of the watermark is evaluated for different types: format conversion, deleting
the vertices, rotate, translation, scale in experiment, and find that the watermark can not be
extracted effectively after that the vertices are deleted randomly and the embedded data is
scaled, so the following analysis of only a few attacks on the remaining cases and the results
are shown in Tab.1, which exhibit the ability of resisting attacks, and the values of NC (self-
correlation coefficient) calculated by formula 3.

lw.w |

NC =
JwwJww @

Table 1 the robustness experiments

NC A0 NC
attacks (A=5Y% NC (A=10") (A=15")
Format 0.744552 0.985421 0.994852

conversation
, 0.756772 0.979669 0.996942
Translation

(units) 5 0.693524 0.982759 0.996552
10 0.656602 0.980455 0.990432
, 0.454451 0.870635 0.973293
Rotation 5 0.324081 0.864928 0.970950

(degree)
10 0.289436 0.855841 0.966949

4.3 Experimental results analysis

Through the experiment, we could analyze and find:

(1) The step size (that is [1) is greater, the difference of the extracted watermark and original
watermark is smaller, so the robustness is better. (2)If the step size selected is too large, the
graphic quality displayed and visibility are affected. If the step size selected is too small,
availability and visibility can be ensured, but the effect of watermark extracted is bad.
Therefore step size used to quantify is determined in accordance with the robustness of the
watermark and the used condition of vector geospatial data. (3)The error in the extracted
watermark of integer data embedded vector geospatial data after translation, rotation, format
conversion comes mainly from its own error and rounding error when the FFT computation,
the effects of the extracted watermark are the same after the format conversion and translation
of the embedded vector geospatial data. After the rotation, the watermark extraction error in
the data mainly from the data is cut-off. The model is fragile after deleted vertices, scalded.

5 Conclusions

In this paper, a blind watermarking scheme based on DFT is proposed. By transforming the
vertex sequence using DFT transformation, dividing the phase of DFT according to the
quantization step size, the watermark sequence can be embedded into the phase of DFT. The
experimental results show that the embedded vector geospatial data has good availability,
invisibility, the watermark is robust after translation, rotation and format conversion of the




embedded watermark vector map, the computational complexity of the model is low and easy
to implement. It is confirmed that the proposed model is effective in protecting the copyright
of the vector GIS data. Future work will include the robustness against deleting vertices,
clipping, scaling to the achievement of the copyright protection of the vector map and
applying this model to the other types of vector data.
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